Internal Control over Financial Reporting - Guidance for Smaller Public Companies, Volume III : Evaluation Tools by Committee of Sponsoring Organizations of the Treadway Commission
University of Mississippi 
eGrove 
Association Sections, Divisions, Boards, Teams American Institute of Certified Public Accountants (AICPA) Historical Collection 
2006 
Internal Control over Financial Reporting - Guidance for Smaller 
Public Companies, Volume III : Evaluation Tools 
Committee of Sponsoring Organizations of the Treadway Commission 
Follow this and additional works at: https://egrove.olemiss.edu/aicpa_assoc 
 Part of the Accounting Commons, and the Taxation Commons 
Internal Control over Financial Reporting - 
Guidance for Smaller Public Companies
Volume III : Evaluation Tools
Committee of Sponsoring Organizations 
of the Treadway Commission
Board Members
Larry E. Rittenberg
COSO Chair
Charles E. Landes
American Institute of Certified
Public Accountants
Mark Beasley
American Accounting Association
David A. Richards
The Institute of Internal Auditors
Nick Cyprus
Financial Executives International
Jeffrey Thomson
Institute of Management
Accountants
PricewaterhouseCoopers LLP - Author
Principal Contributors
Miles Everson (Project Leader)
Partner
New York City
Frank Martens
Director
Vancouver, Canada
Frank Frabizzio
Partner
Philadelphia
Tom Hyland
Partner
New York City
Paul Tarwater
Partner
Dallas
Mark Cohen
Senior Manager
Boston
Erinn Hansen
Senior Manager
Philadelphia
Mario Patone
Manager
Philadelphia
Chris Paul
Senior Associate
Boston
Shurjo Sen
Manager
New York City
Project Task Force to COSO
Guidance
Deborah Lambert (Chair)
Partner
Johnson, Lambert & Co.
Rudolph J. J. McCue
WHPH, Inc.
Christine Bellino
Jefferson Wells International, Inc.
Douglas F. Prawitt
Professor of Accounting
Brigham Young University
Joseph V. Carcello
Professor of Accounting
University of Tennessee
Malcolm Schwartz
CRS Associates LLC
Members at Large
Carolyn V. Aver
CFO
Agile Software Corporation
Brian O'Malley
Chief Audit Executive
Nasdaq
Kristine M. Brands
Director of Financial Systems
Inamed, A Division of Allergan
Andrew Pinnero
JLC/Veris Consulting LLC
Serena Davila
Director for Private Companies
& Small Business
Financial Executives International
Pamela S. Prior
Director of Internal Control & Analysis 
Tasty Baking Company
Gus Hernandez
Partner
Deloitte & Touche, LLP
James K. Smith, III
Vice President & CFO 
Phonon Corp.
Dan Swanson
President and CEO
Dan Swanson & Associates
Dominique Vincenti
Director of Professional Practice 
The Institute of Internal Auditors
Kenneth W. Witt
American Institute of Certified
Public Accountants
Observer
Jennifer Burns
Professional Accounting Fellow
Securities and Exchange Commission 
Internal Control over Financial Reporting - 
Guidance for Smaller Public Companies
Volume III : Evaluation Tools
June 2006
Copyright © 2006 by the Committee of Sponsoring Organizations of the Treadway Commission. 
1234567890 MC&D 0 9 8 7 6
All rights reserved. For information about reprint permission and licensing,
please visit www.aicpa.org/cpyright.htm, or telephone AICPA at 1 -888-777-7077
Internal Control over Financial Reporting - 
Guidance for Smaller Public Companies
Volume III : Evaluation Tools
June 2006
Contents
I. Introduction 1
Matrices 1
Assessing Effectiveness 8
II. Principles Evaluation
Control Environment Principles 9
Risk Assessment Principles 13
Control Activities Principles 15
Information and Communication Principles 19
Monitoring Principles 22
III. Entity-Wide Controls
Control Environment 25
Information and Communication 32
Monitoring 33
IV. Risk Assessment
Risk Identification and Analysis by Account and Disclosure 35
Risk Analysis Mapping Accounts to Business Processes 37
Mapping Business Sub-Processes to Supporting IT Infrastructure 38
V. Account Estimates, Adjusting Entries, and Closing Entries 39
VI. Process Level Matrix - Revenue 47
VII. Process Level Matrix - Payroll 54
VIII. Information Technology Controls 56

I. Introduction
This is the third volume of Internal Control over Financial Reporting - Guidance for Smaller Public 
Companies. The objective of the three-volume report is to provide guidance to smaller public 
companies using the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) Internal Control - Integrated Framework as it relates to the effectiveness of internal control 
over financial reporting. The report describes ways to accomplish that objective in a cost-effective 
manner:
• The First volume contains an Executive Summary, providing a high level summary for 
companies' boards of directors and senior management.
• The second volume provides an overview of internal control over financial reporting in 
smaller businesses, including descriptions of company characteristics and how they affect 
internal control, challenges smaller businesses face, and how management can use the 
Framework. Presented are twenty fundamental principles drawn from the Framework, 
together with related attributes, approaches and examples of how smaller businesses can 
apply the principles in a cost-effective manner.
• This third volume contains illustrative tools to assist management in evaluating internal 
control. Managers may use the tools in determining whether the company has appropriately 
applied the principles.
These tools are presented for purely illustrative purposes, and their presentation here in no way 
suggests that all matters addressed in them need to be considered in evaluating an internal control 
system, or that all such matters must be present in order to conclude that a system is effective. 
Similarly, these tools are not a preferred method to conduct and document an evaluation, nor 
do they necessarily represent a complete set of all criteria that a company would consider in its 
evaluation of internal control over financial reporting.
Evaluation methodologies and documentation techniques vary between companies. Accordingly, 
companies may adopt different evaluation tools and techniques, and for those companies that 
do plan to use these tools, it is suggested that the tools be modified to reflect its particular facts, 
conditions, risks and other circumstances.
Matrices
The tools in this volume, presented in the form of matrices, are reflective of the generic business 
model presented in the Framework's Evaluation Tools volume. The generic model is relevant here 
for two reasons. First, it provides a structure to anchor the illustrative matrices, which are aligned 
with activities, transactions and information flows depicted in the model. Second, the model 
can be used as a starting point for an evaluator to understand a company's activities and their 
relationships to one another and to outside parties, and information generated and used to help 
control those activities. When used in this way, the generic business model should be tailored to fit 
the company's circumstances. It should be modified or augmented with information particular to 
the company to better depict its activities, transactions and information flows. This understanding 
can, in turn, facilitate identification and analysis of the associated risks, and can help to identify 
points in the system where control should be effected. Exhibits 3 and 4 of the generic model are 
particularly relevant and are reproduced below for ease of reference.
 
Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools 1
Management may choose to use any or all of the illustrative matrices to help in understanding:
• Entity-wide risks and controls
• Relationships between financial accounts and relevant assertions
• Significant processes, supporting technologies, and the flow of information affecting these 
accounts
• Process level risks and controls.
As with the generic business model, if the illustrative matrices are used they should be modified to 
suit a company's individual circumstances. Personnel involved in evaluating internal control may 
modify these matrices by adding columns or otherwise incorporating information, for example, on 
the design and operating effectiveness of controls1 or on the nature and level of residual risk where 
control design or operation is initially deemed deficient.
EXHIBIT 3 : GENERIC BUSINESS MODEL - ADMINISTRATION ACTIVITIES (SUMMARY)
1 .Those columns are not shown in the illustrations in this volume as they would add excessive length to the material. 
NOTE: Numbers depict other portions of the business model not illustrated.
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Use of the matrices can provide the following benefits:
• Processes and related control procedures are described
• Relevant financial statement assertions are linked to risks to reliable financial reporting
• Objectives and control procedures are linked to risks
• Nature of controls is identified (manual or automated, preventive or detective)
• Identification of controls provides a focal point for determining which need to be tested 
and how they are to be tested
• Descriptions provide relevant documentation.
The matrices can help management in identifying control deficiencies that might require corrective 
action, and in concluding on the overall effectiveness of internal control over financial reporting.
EXHIBIT 4 : GENERIC BUSINESS MODEL - ADMINISTRATION ACTIVITIES (DETAILED)
* Not shown: internal supporting documents.
** Includes payments to employees and retirees, and to tax authorities. NOTE: Numbers depict other portions of the business model not illustrated.
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While these illustrative matrices may be useful to the assessment process, they should not be 
viewed as a comprehensive, integrated model depicting necessarily appropriate controls and 
assessments. They relate to an example company, and are provided only for illustrative purposes 
for potential use as a starting point for management in considering tools it might want to use. 
For context, this example company (which in reality is based on a compilation of material from a 
variety of smaller companies) is deemed to import, manufacture, and distribute hand tools under 
its own name and other brand names. Its products range from light-weight tools aimed at the 
home repair "do-it-yourself" market to industrial-grade tools. The company maintains its corporate 
offices in Connecticut and operates business units in New Jersey and Rhode Island. It has annual 
sales of $110 million, market capitalization of $60 million, and 550 employees.
The matrices are organized to support a top-down, risk-based evaluation approach, with 
information from some of the matrices useful in completing others. The matrices are as follows, 
with each matrix presented in the referenced chapter.
• Principles Evaluation (Chapter II). This matrix may be used to bring together information 
developed using other matrices, providing a basis for arriving at an assessment on application 
of the twenty principles supporting the presence and functioning of the five internal 
Forms the 
basis for 
management 
summarizing 
findings
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control components. The matrix lists the twenty principles and related attributes described 
in this report, and for each provides for linkage to the related entity-wide and/or process 
level controls, assessment of control effectiveness, and associated support. Management 
considers the combined effect of entity-wide and process level controls when evaluating 
presence of the attributes and application of the principles. At the end of each component 
section space is provided to document an assessment of application of the principles. 
Space also is provided at the end of the matrix to document any deficiencies, and whether 
they are deemed to rise to the level of significant deficiency or material weakness. This 
illustrative tool is not filled-in, as information on other matrices for the example company 
such as assessments of the adequacy of control design and operating effectiveness has not 
been provided.
Entity-wide Controls (Chapter III). This matrix assists in assessing entity-wide controls, 
specifically those inherent in the control environment, information and communication, 
and monitoring components. The related principles and attributes are listed, along with 
controls in place in the example company supporting the attributes. Space is provided to 
document the company's controls, which information can be referenced in the "entity-wide" 
column in the Principles Evaluation matrix.
ACCOUNT ESTIMATES, 
ADJUSTING ENTRIES AND
CLOSING ENTRIES
RISK ASSESSMENT
PROCESS-LEVEL
INFORMATION TECHNOLOGY
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Risk Assessment (Chapter IV). Three interrelated matrices illustrate how the example 
company documents its assessment of risks to reliable financial reporting, linking financial 
statement accounts with relevant risk factors, financial statement assertions, business 
processes and IT application and support infrastructure:
• Risk Assessment Matrix 1 reflects risk factors and ratings for each financial statement 
account, together with linkage to relevant financial statement assertions.
• Risk Assessment Matrix 2 maps the financial statement accounts to business processes 
and sub-processes, with analysis of risk by sub-process. The illustrative matrix shows 
selected accounts: cash, accounts payable, retained earnings, product sales and 
compensation expense.
• Risk Assessment Matrix 3 reflects the example company's information technology risk 
assessment by mapping its critical business processes identified in Risk Assessment 
Matrix 2 to information technology application and support infrastructure.
Account Estimates, Adjusting Entries, and Closing Entries (Chapter V). This matrix illustrates 
how the example company reviews controls related to account estimates, adjusting entries, 
and the closing process. Relevant financial reporting assertions are linked with related risks 
and controls, along with identification of the nature of the controls and assessment of their 
effectiveness. Information on Risk Assessment Matrix 2 is used in determining the scope of 
information to be included on this matrix. In turn, description of controls documented on 
this matrix would be carried forward to those sections of the Principles Evaluation Matrix 
addressing account estimates, adjusting entries and closing entries.
Process Level Risk and Control (Chapters VI and VII). Illustrated are two process level risk and 
control tools which assist the example company's management in reviewing controls in the 
processes and sub-processes identified on Risk Assessment Matrices 2 and 3. The first is a 
matrix linking the process level controls to related financial statement assertions and risks. 
This matrix, which illustrates how this is done for the company's revenue related accounts, 
also documents the nature of the controls. The second tool illustrates how the company's 
payroll process and related controls are documented. The information on these tools may 
be used in completing sections of the Principles Evaluation Matrix, particularly with respect 
to the risk assessment and control activities sections.
Information Technology (Chapter VIII). This matrix can assist management in reviewing a 
company's information technology controls. It is in two sections, with the first addressing 
a less complex technology environment, and the second a more complex environment. 
Each section illustrates how management may document a company's IT controls and 
related risks, along with the nature of the controls and assessment of effectiveness. In the 
example company, Risk Assessment Matrix 3 provides information useful to management in 
completing this matrix, and, in turn, information on this matrix may be useful in completing 
the risk assessment and control activities sections of the Principles Evaluation Matrix.
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The following information between these matrices can be depicted as follows.
DOCUMENTATION AND ASSESSMENT OF INTERNAL CONTROL OVER FINANCIAL REPORTING
Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
Approach Tools
Assess entity-level risks and controls
Identify and assess risk factors by significant 
account and relevant assertion
Link accounts to business processes and assessing risk
Identify supporting technologies by business 
process, with risk assessment
Document key processes and related controls 
based on risks to financial reporting assertions
Assess account estimates, adjusting 
entries and unusual transaction risks 
and controls
Assess process-level controls for 
each process and determine residual 
risk for each assertion
Assess effectiveness of controls by internal control 
principle and related attributes. Test control effectiveness, 
considering whether deficiencies are significant 
deficiencies or material weaknesses, and remediate as 
appropriate
Conclude on overall effectiveness of internal 
control over financial reporting
Entity-wide Controls Evaluation
Risk Assessment (Matrix 1)
Risk Assessment (Matrix 2)
Risk Assessment (Matrix 3)
Account Estimates, Adjusting 
Entries, and Closing Entries
Process Level Control
Matrix and Information Technology
Principles Evaluation, 
with input from above matrices
7
Assessing Effectiveness
Assessing the effectiveness of design and operating effectiveness of internal control requires 
judgment. Management may decide, for example to consider effectiveness of controls not as an 
absolute achievement or non-achievement, but as points along a continuum such as fully met, 
partially met, and not met. The Principles Evaluation Matrix reflects this approach.
When a principle is not being applied, one or more control deficiencies exist, and a determination 
should be made as to remediation plans, and whether the deficiencies rise to the level of significant 
deficiency or material weakness. Such deficiencies should be communicated to top management 
and the board. And based on whether the five internal control components are in place and 
functioning effectively (depending on existence of a material weakness), an overall determination 
is made regarding the effectiveness of internal control over financial reporting.
The following diagram illustrates the approach the example company management takes, utilizing 
the matrices described, in conducting its evaluation.
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y - 
M
an
ag
em
en
t a
nd
 em
pl
oy
ee
s a
re
 a
ss
ig
ne
d a
pp
ro
pr
ia
te
 le
ve
ls 
of
 au
th
or
ity
 a
nd
 re
sp
on
sib
ilit
y t
o 
fa
cil
ita
te
 e
ffe
ct
ive
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
6.
1 
Do
es
 th
e b
oa
rd
 o
f d
ire
ct
or
s o
ve
rs
ee
 m
an
ag
em
en
t's
 p
ro
ce
ss
 fo
r d
ef
in
in
g
re
sp
on
sib
ilit
ie
s f
or
 ke
y 
fin
an
cia
l re
po
rti
ng
 ro
le
s?
6.
2 
Ar
e 
th
e 
CE
O
 an
d s
en
io
r m
an
ag
em
en
t r
es
po
ns
ib
le
 fo
r s
ou
nd
 in
te
rn
al
 co
nt
ro
l
ov
er
 fi
na
nc
ia
l re
po
rti
ng
, in
clu
di
ng
 bo
th
 in
iti
at
in
g 
an
d m
ai
nt
ai
ni
ng
 th
e 
pr
og
ra
m
?
6.
3 
Ar
e 
se
ni
or
 a
nd
 fu
nc
tio
na
l m
an
ag
em
en
t r
es
po
ns
ib
le
 fo
r e
ns
ur
in
g 
al
l e
m
pl
oy
ee
s
un
de
rs
ta
nd
 th
ei
r r
es
po
ns
ib
ilit
ie
s f
or
 a
ch
ie
vin
g 
fin
an
cia
l re
po
rti
ng
 ob
je
ct
ive
s
th
ro
ug
h 
ad
he
re
nc
e 
to
 in
te
rn
al
 co
nt
ro
l p
ol
ici
es
 a
nd
 pr
oc
ed
ur
es
?
6.
4 
Do
es
 th
e 
as
sig
nm
en
t o
f a
ut
ho
rit
y 
an
d r
es
po
ns
ib
ilit
y i
nc
lu
de
 a
pp
ro
pr
ia
te
 
lim
ita
tio
ns
?
7. 
Hu
m
an
 Re
so
ur
ce
s - 
Hu
m
an
 re
so
ur
ce
 p
ol
ici
es
 a
nd
 p
ra
ct
ice
s a
re
 d
es
ig
ne
d 
an
d i
m
pl
em
en
te
d 
to
 fa
cil
ita
te
 e
ffe
ct
ive
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
7.
1 
Ha
s m
an
ag
em
en
t e
st
ab
lis
he
d h
um
an
 re
so
ur
ce
 p
ra
ct
ice
s t
ha
t d
em
on
st
ra
te
 its
co
m
m
itm
en
t t
o i
nt
eg
rit
y, 
et
hi
ca
l b
eh
av
io
r, 
an
d c
om
pe
te
nc
e?
7.
2 
Ar
e 
em
pl
oy
ee
 re
cr
ui
tm
en
t a
nd
 re
te
nt
io
n 
fo
r k
ey
 fi
na
nc
ia
l p
os
iti
on
s g
ui
de
d b
y
th
e p
rin
cip
le
s o
f i
nt
eg
rit
y 
an
d b
y 
th
e n
ec
es
sa
ry
 co
m
pe
te
nc
ie
s a
ss
oc
ia
te
d 
wi
th
 
th
e p
os
iti
on
s?
7.
3 
Do
es
 m
an
ag
em
en
t s
up
po
rt 
em
pl
oy
ee
s b
y p
ro
vid
in
g a
cc
es
s t
o 
th
e 
to
ol
s a
nd
tra
in
in
g 
ne
ed
ed
 to
 p
er
fo
rm
 th
ei
r f
in
an
cia
l re
po
rti
ng
 ro
le
s?
7.
4 
Do
 e
m
pl
oy
ee
 p
er
fo
rm
an
ce
 e
va
lu
at
io
ns
 an
d 
th
e 
co
m
pa
ny
's 
co
m
pe
ns
at
io
n
pr
ac
tic
es
, in
clu
di
ng
 th
os
e 
af
fe
ct
in
g 
to
p 
m
an
ag
em
en
t, 
su
pp
or
t t
he
 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
?
II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
: C
on
tro
l E
nv
iro
nm
en
t P
rin
cip
le
s
Co
nt
ro
l E
nv
iro
nm
en
t S
um
m
ar
y
D
es
ig
n 
Ef
fe
ct
iv
en
es
s o
f C
on
tr
ol
 A
ct
iv
iti
es
 C
om
po
ne
nt
 Operating
 Ef
fe
ct
iv
en
es
s o
f C
on
tr
ol
 A
ct
iv
iti
es
 C
om
po
ne
nt
In
 su
m
m
ar
y, 
ar
e 
th
e 
pr
oc
es
se
s s
et
 fo
rth
 su
ffi
cie
nt
 to
 a
cc
om
pl
ish
 
th
e 
se
ve
n c
on
tro
l e
nv
iro
nm
en
t p
rin
cip
le
s i
de
nt
ifi
ed
 an
d s
up
po
rt 
th
e 
ac
hi
ev
em
en
t o
f t
he
 c
om
pa
ny
's 
ob
je
ct
ive
s r
el
at
ed
 to
 fi
na
nc
ia
l 
re
po
rti
ng
?
Su
m
m
ar
ize
 th
e r
ea
so
ni
ng
 fo
r t
hi
s j
ud
gm
en
t a
lo
ng
 w
ith
 an
y a
re
as
 th
at
 
th
e 
co
m
pa
ny
 w
ill 
be
 a
dd
re
ss
in
g 
to
 im
pr
ov
e 
th
e 
qu
al
ity
 o
f i
nt
er
na
l 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
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Fu
lly
 M
et
 
Fu
lly
 M
et
Pa
rti
al
ly 
M
et
 
Pa
rti
al
ly 
M
et
N
ot
 M
et
 
N
ot
 M
et
II.
 Pr
in
cip
le
s E
va
lu
at
io
n M
at
rix
: R
isk
 A
ss
es
sm
en
t P
rin
cip
le
s
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8. 
Fin
an
cia
l R
ep
or
tin
g O
bj
ec
tiv
es
 - M
an
ag
em
en
t s
pe
cif
ie
s f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
 w
ith
 su
ffi
cie
nt
 cl
ar
ity
 a
nd
 cr
ite
ria
 to
 e
na
bl
e 
th
e i
de
nt
ifi
ca
tio
n 
of
 ri
sk
s t
o 
re
lia
bl
e 
fin
an
cia
l re
po
rti
ng
.
8.
1 
Do
 fi
na
nc
ia
l re
po
rti
ng
 o
bj
ec
tiv
es
 al
ig
n 
wi
th
 th
e r
eq
ui
re
m
en
ts
 o
f g
en
er
al
ly 
ac
ce
pt
ed
 
ac
co
un
tin
g p
rin
cip
le
s?
8.
2 
Ar
e 
th
e 
ac
co
un
tin
g p
rin
cip
le
s s
el
ec
te
d 
ap
pr
op
ria
te
 in
 th
e 
cir
cu
m
st
an
ce
s?
8.
3 
Ar
e 
fin
an
cia
l s
ta
te
m
en
ts
 in
fo
rm
at
ive
 o
f m
at
te
rs
 th
at
 m
ay
 a
ffe
ct
 th
ei
r u
se
,
un
de
rs
ta
nd
in
g,
 an
d i
nt
er
pr
et
at
io
n?
8.
4 
Is i
nf
or
m
at
io
n p
re
se
nt
ed
 cl
as
sif
ie
d a
nd
 su
m
m
ar
ize
d i
n a
 re
as
on
ab
le
 m
an
ne
r, n
ei
th
er
to
o 
de
ta
ile
d n
or
 to
o 
co
nd
en
se
d?
8.
5 
Do
 th
e 
fin
an
cia
l s
ta
te
m
en
ts
 re
fle
ct
 th
e u
nd
er
lyi
ng
 tr
an
sa
ct
io
ns
 a
nd
 ev
en
ts
 in
 a 
m
an
ne
r t
ha
t p
re
se
nt
s t
he
 fi
na
nc
ia
l p
os
iti
on
, r
es
ul
ts
 o
f o
pe
ra
tio
ns
, a
nd
 ca
sh
 fl
ow
s 
wi
th
in
 a 
ra
ng
e 
of
 ac
ce
pt
ab
le
 lim
its
?
8.
6 
Fo
r e
ac
h s
ig
ni
fic
an
t a
cc
ou
nt
 a
nd
 d
isc
lo
su
re
, a
re
 fi
na
nc
ia
l re
po
rti
ng
 o
bj
ec
tiv
es
 
su
pp
or
te
d b
y f
in
an
cia
l s
ta
te
m
en
t a
ss
er
tio
ns
 th
at
 u
nd
er
lie
 a 
co
m
pa
ny
's 
fin
an
cia
l 
st
at
em
en
ts
, w
ith
 re
le
va
nc
e 
de
pe
nd
in
g 
on
 th
e 
cir
cu
m
st
an
ce
s?
8.
7 
Do
es
 th
e 
fin
an
cia
l s
ta
te
m
en
t p
re
se
nt
at
io
n r
ef
le
ct
 th
e i
de
a o
f m
at
er
ia
lit
y?
9.
 
Fin
an
cia
l Re
po
rti
ng
 Ri
sk
s -
Th
e 
co
m
pa
ny
 id
en
tif
ie
s a
nd
 an
al
yz
es
 ris
ks
 to
 th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
 as
 a 
ba
sis
 fo
r d
et
er
m
in
in
g h
ow
 th
e r
isk
s s
ho
ul
d b
e m
an
ag
ed
.
9.
1 
Do
es
 th
e 
co
m
pa
ny
's 
ris
k 
id
en
tif
ica
tio
n i
nc
lu
de
 co
ns
id
er
at
io
n o
f t
he
 b
us
in
es
s
pr
oc
es
se
s t
ha
t i
m
pa
ct
 fi
na
nc
ia
l s
ta
te
m
en
t a
cc
ou
nt
s a
nd
 d
isc
lo
su
re
s?
 
 
9.
2 
Do
es
 ris
k i
de
nt
ifi
ca
tio
n a
nd
 as
se
ss
m
en
t c
on
sid
er
 th
e 
co
m
pe
te
nc
y o
f c
om
pa
ny
 
pe
rs
on
ne
l d
ed
ica
te
d 
to
 su
pp
or
tin
g 
th
e 
fin
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
?
9.
3 
Ar
e i
nf
or
m
at
io
n 
te
ch
no
lo
gy
 in
fra
st
ru
ct
ur
e 
an
d p
ro
ce
ss
es
 su
pp
or
tin
g 
th
e 
fin
an
cia
l
re
po
rti
ng
 o
bj
ec
tiv
es
 in
clu
de
d i
n t
he
 fi
na
nc
ia
l re
po
rti
ng
 ris
k 
as
se
ss
m
en
t?
 
 
9.
4 
Ha
s t
he
 o
rg
an
iza
tio
n p
ut
 in
to
 p
la
ce
 e
ffe
ct
ive
 ris
k a
ss
es
sm
en
t m
ec
ha
ni
sm
s t
ha
t 
in
vo
lve
 a
pp
ro
pr
ia
te
 le
ve
ls 
of
 m
an
ag
em
en
t?
Su
m
m
ar
y 
of
 C
on
tr
ol
s 
En
tit
y 
Le
ve
l Process Lev
el
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
II.
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
: R
isk
 A
ss
es
sm
en
t P
rin
cip
le
s
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9.
5 
Do
es
 ris
k i
de
nt
ifi
ca
tio
n 
co
ns
id
er
 b
ot
h i
nt
er
na
l a
nd
 ex
te
rn
al
 fa
ct
or
s a
nd
 th
ei
r i
m
pa
ct
 
on
 th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
?
9.
6 
Ar
e i
de
nt
ifi
ed
 ris
ks
 a
na
lyz
ed
 th
ro
ug
h 
a p
ro
ce
ss
 th
at
 in
clu
de
s e
st
im
at
in
g 
th
e 
lik
el
ih
oo
d o
f t
he
 ris
k 
oc
cu
rri
ng
 an
d 
th
e p
ot
en
tia
l im
pa
ct
 o
f t
he
 ris
k?
9.
7 
Ha
s m
an
ag
em
en
t e
st
ab
lis
he
d 
tri
gg
er
s f
or
 re
as
se
ss
m
en
t o
f r
isk
s a
s c
ha
ng
es
 o
cc
ur
 
th
at
 m
ay
 im
pa
ct
 fi
na
nc
ia
l re
po
rti
ng
 o
bj
ec
tiv
es
?
10
. Frau
d R
isk
-T
he
 p
ot
en
tia
l f
or
 m
at
er
ia
l m
iss
ta
te
m
en
t d
ue
 to
 fr
au
d i
s e
xp
lic
itl
y 
co
ns
id
er
ed
 in
 as
se
ss
in
g r
isk
s t
o 
th
e a
ch
ie
ve
m
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
.
10
.1
 
Do
es
 th
e 
co
m
pa
ny
's 
as
se
ss
m
en
t o
f f
ra
ud
 ris
ks
 co
ns
id
er
 in
ce
nt
ive
s a
nd
 pr
es
su
re
s,
at
tit
ud
es
, a
nd
 ra
tio
na
liz
at
io
ns
, a
s w
el
l a
s o
pp
or
tu
ni
ty
 to
 co
m
m
it 
fra
ud
?
10
.2
 
Do
es
 th
e 
co
m
pa
ny
's 
as
se
ss
m
en
t c
on
sid
er
 ri
sk
 fa
ct
or
s t
ha
t i
nf
lu
en
ce
 th
e l
ik
el
ih
oo
d o
f
so
m
eo
ne
 co
m
m
itt
in
g 
a f
ra
ud
 an
d 
th
e i
m
pa
ct
 o
f a
 fr
au
d o
n 
fin
an
cia
l re
po
rti
ng
? 
 
10
.3
 
Do
 re
sp
on
sib
ilit
y a
nd
 ac
co
un
ta
bi
lit
y f
or
 fr
au
d p
ol
ici
es
 a
nd
 pr
oc
ed
ur
es
 re
sid
e 
wi
th
 
th
e m
an
ag
em
en
t o
f t
he
 b
us
in
es
s o
r f
un
ct
io
n i
n 
wh
ich
 th
e r
isk
 re
sid
es
?
Su
m
m
ar
y 
of
 C
on
tr
ol
s 
En
tit
y 
Le
ve
l Process Lev
el
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
Ri
sk
 A
ss
es
sm
en
t S
um
m
ar
y 
D
es
ig
n 
Ef
fe
ct
iv
en
es
s o
f R
isk
 A
ss
es
sm
en
t C
om
po
ne
nt
 Operating 
Ef
fe
ct
iv
en
es
s o
f R
isk
 A
ss
es
sm
en
t C
om
po
ne
nt
Fu
lly
 M
et
 
Fu
lly
 M
et
Pa
rti
al
ly 
M
et
 
Pa
rti
al
ly 
M
et
N
ot
 M
et
 
N
ot
 M
et
In
 su
m
m
ar
y, 
ar
e t
he
 p
ro
ce
ss
es
 se
t f
or
th
 su
ffi
cie
nt
 to
 a
cc
om
pl
ish
 
th
e 
th
re
e r
isk
 a
ss
es
sm
en
t p
rin
cip
le
s i
de
nt
ifi
ed
 an
d s
up
po
rt 
th
e 
ac
hi
ev
em
en
t o
f t
he
 co
m
pa
ny
's 
ob
je
ct
ive
s r
el
at
ed
 to
 fi
na
nc
ia
l 
re
po
rti
ng
?
Su
m
m
ar
ize
 th
e r
ea
so
ni
ng
 fo
r t
hi
s j
ud
gm
en
t a
lo
ng
 w
ith
 an
y 
ar
ea
s t
ha
t 
th
e 
co
m
pa
ny
 w
ill 
be
 a
dd
re
ss
in
g 
to
 im
pr
ov
e 
th
e 
qu
al
ity
 o
f i
nt
er
na
l 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
: C
on
tro
l A
ct
ivi
tie
s P
rin
cip
le
s
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To
 fu
lly
 co
ns
id
er
 p
rin
cip
le
s 1
1 th
ro
ug
h 1
4,
 m
an
ag
em
en
t w
ill 
ne
ed
 to
 re
vie
w 
ea
ch
 q
ue
st
io
n i
n 
re
la
tio
n 
to
 th
e 
sp
ec
ifi
c p
ro
ce
ss
es
 id
en
tif
ie
d i
n t
he
 ri
sk
 a
ss
es
sm
en
t p
ro
ce
ss
. C
om
m
on
 pr
oc
es
se
s, 
as
 n
ot
ed
 in
 th
e r
isk
 a
ss
es
sm
en
t c
ha
pt
er
, f
or
 e
va
lu
at
io
n m
ay
 in
clu
de
: 
Ac
co
un
tin
g 
es
tim
at
es
 
Pa
yr
ol
l a
nd
 em
pl
oy
ee
 b
en
ef
its
Ad
ju
st
m
en
ts
 
Pu
rc
ha
se
 an
d p
ay
ab
le
s
Ca
pi
ta
l a
ss
et
s 
Re
ve
nu
e 
an
d r
ec
ei
va
bl
es
Eq
ui
ty
 
Ta
xe
s
Fin
an
cia
l s
ta
te
m
en
t c
lo
se
 an
d r
ep
or
tin
g 
Tr
ea
su
ry
Fin
an
cin
g 
Un
us
ua
l t
ra
ns
ac
tio
ns
Ch
ap
te
r V
 co
nt
ai
ns
 a 
sa
m
pl
e 
qu
es
tio
nn
ai
re
 re
la
te
d 
to
 a
cc
ou
nt
 e
st
im
at
es
 a
nd
 ad
ju
st
in
g 
en
tri
es
 
th
at
, w
he
n 
co
m
pl
et
ed
, w
ou
ld
 fo
rm
 th
e b
as
is 
fo
r m
an
ag
em
en
t t
o 
su
m
m
ar
ize
 in
 th
is 
m
at
rix
 ke
y 
co
nc
lu
sio
ns
 fo
r e
ac
h 
of
 th
e 
fo
llo
wi
ng
 q
ue
st
io
ns
.
Ch
ap
te
r V
I c
on
ta
in
s a
 sa
m
pl
e 
qu
es
tio
nn
ai
re
 re
la
te
d 
to
 o
ne
 p
ro
ce
ss
 no
te
d a
bo
ve
, b
ei
ng
 re
ve
nu
e 
an
d r
ec
ei
va
bl
es
 th
at
, w
he
n 
co
m
pl
et
ed
, w
ou
ld
 fo
rm
 th
e b
as
is 
fo
r m
an
ag
em
en
t t
o 
su
m
m
ar
ize
 in
 
th
is 
m
at
rix
 ke
y 
co
nc
lu
sio
ns
 fo
r e
ac
h o
f t
he
 fo
llo
wi
ng
 q
ue
st
io
ns
. T
he
se
 pr
oc
es
s l
ev
el
 co
nt
ro
ls 
al
so
 
wi
ll f
or
m
 th
e p
rim
ar
y r
el
ia
nc
e 
fo
r m
an
ag
em
en
t.
11
. 
In
te
gr
at
io
n w
ith
 Ris
k A
ss
es
sm
en
t - 
Ac
tio
ns
 ar
e 
ta
ke
n 
to
 ad
dr
es
s r
isk
s t
o 
th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 ob
je
ct
ive
s.
11
.1
 
Ar
e 
co
nt
ro
l a
ct
ivi
tie
s d
es
ig
ne
d 
to
 m
iti
ga
te
 ris
ks
 p
ot
en
tia
lly
 im
pa
ct
in
g 
fin
an
cia
l 
re
po
rti
ng
 o
bj
ec
tiv
es
?
11
.2
 
Do
 co
nt
ro
l a
ct
ivi
tie
s c
on
sid
er
 ri
sk
s r
el
at
ed
 to
 al
l a
sp
ec
ts
 o
f t
he
 re
co
rd
in
g p
ro
ce
ss
, 
in
clu
di
ng
 ac
co
un
tin
g 
es
tim
at
es
, a
nd
 ad
ju
st
in
g 
an
d c
lo
sin
g 
jo
ur
na
l e
nt
rie
s?
11
.3
 
Do
es
 th
e 
se
le
ct
io
n o
f c
on
tro
l a
ct
ivi
tie
s e
nc
om
pa
ss
 re
le
va
nt
 in
fo
rm
at
io
n 
te
ch
no
lo
gy
 
ris
ks
?
12
. 
Se
lec
tio
n a
nd
 De
ve
lo
pm
en
t o
f C
on
tro
l A
ct
ivi
tie
s - 
Co
nt
ro
l a
ct
ivi
tie
s a
re
 se
le
ct
ed
 an
d d
ev
el
op
ed
 co
ns
id
er
in
g 
th
ei
r c
os
t a
nd
 th
ei
r p
ot
en
tia
l e
ffe
ct
ive
ne
ss
 
in
 m
iti
ga
tin
g r
isk
s t
o 
th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
.
12
.1
 Do co
nt
ro
l a
ct
ivi
tie
s i
nc
lu
de
 a 
ra
ng
e 
of
 ac
tiv
iti
es
 th
at
 v
ar
y i
n t
er
m
s o
f c
os
t a
nd
 
ef
fe
ct
ive
ne
ss
, d
ep
en
di
ng
 on
 th
e 
cir
cu
m
st
an
ce
s?
 (Th
es
e i
nc
lu
de
 a
pp
ro
va
ls,
 
au
th
or
iza
tio
ns
, v
er
ifi
ca
tio
ns
, r
ec
on
cil
ia
tio
ns
, re
vie
ws
 o
f o
pe
ra
tin
g p
er
fo
rm
an
ce
, 
se
cu
rit
y 
of
 as
se
ts
, a
nd
 se
gr
eg
at
io
n 
of
 d
ut
ie
s)
Su
m
m
ar
y 
of
 C
on
tr
ol
s 
En
tit
y 
Le
ve
l Process Leve
l
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g 
Ef
fe
ct
iv
en
es
s 
Re
ga
rd
in
g 
Pr
in
ci
pl
es
II.
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
: C
on
tro
l A
ct
ivi
tie
s P
rin
cip
le
s
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12
.2
 
Do
es
 m
an
ag
em
en
t u
se
 an
 ap
pr
op
ria
te
 b
al
an
ce
 o
f p
re
ve
nt
ive
 a
nd
 d
et
ec
tiv
e 
co
nt
ro
ls,
 
an
d a
n a
pp
ro
pr
ia
te
 b
al
an
ce
 o
f m
an
ua
l a
nd
 au
to
m
at
ed
 co
nt
ro
ls,
 to
 m
iti
ga
te
 ris
ks
 to
th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
? 
 
12
.3
 
Ar
e 
du
tie
s l
og
ica
lly
 d
ivi
de
d 
am
on
g p
eo
pl
e o
r p
ro
ce
ss
es
 to
 m
iti
ga
te
 ris
ks
 a
nd
 m
ee
t 
fin
an
cia
l re
po
rti
ng
 ob
je
ct
ive
s?
12
.4
 
W
he
n s
el
ec
tin
g 
am
on
gs
t a
lte
rn
at
ive
 co
nt
ro
l o
pt
io
ns
, d
oe
s m
an
ag
em
en
t c
on
sid
er
 th
e 
co
st
 o
f c
on
tro
l a
ct
ivi
tie
s i
n r
el
at
io
n 
to
 e
xp
ec
te
d b
en
ef
its
 o
f i
m
pr
ov
ed
 co
nt
ro
l?
13
. Polic
ies
 an
d P
ro
ce
du
re
s - 
Po
lic
ie
s r
el
at
ed
 to
 re
lia
bl
e 
fin
an
cia
l re
po
rti
ng
 ar
e e
st
ab
lis
he
d 
an
d 
co
m
m
un
ica
te
d 
th
ro
ug
ho
ut
 th
e 
co
m
pa
ny
, w
ith
 
co
rre
sp
on
di
ng
 p
ro
ce
du
re
s r
es
ul
tin
g i
n m
an
ag
em
en
t d
ire
ct
ive
s t
o 
be
 ca
rri
ed
 ou
t.
13
.1
 
Ar
e 
co
nt
ro
l a
ct
ivi
tie
s b
ui
lt 
in
to
 b
us
in
es
s p
ro
ce
ss
es
 an
d 
th
e 
da
y-
to
-d
ay
 a
ct
ivi
tie
s o
f it
s 
em
pl
oy
ee
s?
13
.2
 
Do
 re
sp
on
sib
ilit
y 
an
d 
ac
co
un
ta
bi
lit
y f
or
 p
ol
ici
es
 a
nd
 pr
oc
ed
ur
es
 re
sid
e 
wi
th
 th
e 
m
an
ag
em
en
t o
f t
he
 b
us
in
es
s o
r f
un
ct
io
n i
n w
hi
ch
 th
e r
el
ev
an
t r
isk
 re
sid
es
?
13
.3
 
Ar
e p
ro
ce
du
re
s p
er
fo
rm
ed
 in
 a 
tim
el
y m
an
ne
r?
13
.4
 
Ar
e p
ro
ce
du
re
s i
m
pl
em
en
te
d 
th
ou
gh
tfu
lly
, c
on
sc
ie
nt
io
us
ly,
 an
d c
on
sis
te
nt
ly 
ac
ro
ss
bu
sin
es
s u
ni
ts
?
13
.5
 
Do
 pr
oc
ed
ur
es
 re
fle
ct
 p
ol
ici
es
 d
ev
el
op
ed
 at
 th
e s
en
io
r m
an
ag
em
en
t le
ve
l a
nd
 ar
e 
pr
oc
ed
ur
es
 d
ev
el
op
ed
 w
ith
 in
cr
ea
sin
g s
pe
cif
ici
ty
 w
ith
in
 ea
ch
 la
ye
r o
f t
he
 co
m
pa
ny
- e
.g
., f
un
ct
io
ns
, d
ep
ar
tm
en
ts
, a
nd
 pr
oc
es
se
s?
13
.6
 
Ar
e 
co
nd
iti
on
s i
de
nt
ifi
ed
 as
 a 
re
su
lt 
of
 ex
ec
ut
in
g 
th
e p
ro
ce
du
re
s i
nv
es
tig
at
ed
 an
d 
ar
e 
ap
pr
op
ria
te
 a
ct
io
ns
 ta
ke
n?
13
.7
 
Ar
e p
ol
ici
es
 an
d p
ro
ce
du
re
s r
ev
ie
we
d p
er
io
di
ca
lly
 to
 d
et
er
m
in
e 
th
ei
r c
on
tin
ue
d
re
le
va
nc
e?
Su
m
m
ar
y 
of
 C
on
tr
ol
s 
En
tit
y 
Le
ve
l Process Lev
el
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
: C
on
tro
l A
ct
ivi
tie
s P
rin
cip
le
s
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14
. Info
rm
at
io
n T
ec
hn
olo
gy
 - I
nf
or
m
at
io
n 
te
ch
no
lo
gy
 co
nt
ro
ls,
 w
he
re
 a
pp
lic
ab
le
, a
re
 d
es
ig
ne
d 
an
d i
m
pl
em
en
te
d 
to
 su
pp
or
t t
he
 a
ch
ie
ve
m
en
t o
f f
in
an
cia
l re
po
rti
ng
 ob
je
ct
ive
s.
14
.1
 
Ar
e a
pp
lic
at
io
n c
on
tro
ls 
bu
ilt
 in
to
 co
m
pu
te
r p
ro
gr
am
s a
nd
 su
pp
or
tin
g m
an
ua
l
pr
oc
ed
ur
es
?
14
.2
 
Ar
e 
ap
pl
ica
tio
n 
co
nt
ro
ls 
de
sig
ne
d t
o p
ro
vid
e 
co
m
pl
et
en
es
s a
nd
 ac
cu
ra
cy
 o
f 
in
fo
rm
at
io
n p
ro
ce
ss
in
g 
cr
iti
ca
l t
o 
th
e i
nt
eg
rit
y 
of
 th
e 
fin
an
cia
l re
po
rti
ng
 pr
oc
es
s,
au
th
or
iza
tio
n,
 a
nd
 v
al
id
ity
? 
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
_
14
.3
 
Do
 g
en
er
al
 co
m
pu
te
r c
on
tro
ls 
in
clu
de
 co
nt
ro
ls 
cr
iti
ca
l t
o 
th
e i
nt
eg
rit
y 
of
 th
e 
fin
an
cia
l
re
po
rti
ng
 pr
oc
es
s, 
su
ch
 as
?
• 
Ac
ce
ss
 co
nt
ro
ls?
• 
Ch
an
ge
 a
nd
 in
cid
en
t m
an
ag
em
en
t?
• 
Sy
st
em
s d
ev
el
op
m
en
t a
nd
 d
ep
lo
ym
en
t?
• 
Co
m
pu
te
r o
pe
ra
tio
ns
?
• 
Da
ta
 b
ac
ku
p 
an
d r
ec
ov
er
y?
• 
Th
ird
 pa
rty
 ve
nd
or
 m
an
ag
em
en
t?
• 
Ph
ys
ica
l s
ec
ur
ity
?
14
.4
 
Ar
e 
en
d-
us
er
 co
m
pu
tin
g p
ro
ce
ss
es
, in
clu
di
ng
 sp
re
ad
sh
ee
ts
 a
nd
 o
th
er
 u
se
r-
de
ve
lo
pe
d 
pr
og
ra
m
s d
oc
um
en
te
d,
 se
cu
re
d,
 b
ac
ke
d-
up
, a
nd
 re
gu
la
rly
 re
vie
we
d 
fo
r p
ro
ce
ss
in
g
in
te
gr
ity
? 
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
_
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
Su
m
m
ar
y 
of
 C
on
tr
ol
s 
En
tit
y 
Le
ve
l Process Leve
l
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
II.
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
: C
on
tro
l A
ct
ivi
tie
s P
rin
cip
le
s
In
 su
m
m
ar
y, 
ar
e c
on
tro
l p
ro
ce
du
re
s i
m
pl
em
en
te
d 
ov
er
 m
aj
or
 
tra
ns
ac
tio
n 
cy
cle
s, 
ac
co
un
tin
g 
es
tim
at
es
, a
nd
 th
e 
clo
sin
g p
ro
ce
ss
 
su
ffi
cie
nt
 to
 su
pp
or
t t
he
 a
ch
ie
ve
m
en
t o
f t
he
 co
m
pa
ny
's 
ob
je
ct
ive
s 
re
la
te
d 
to
 e
ffe
ct
ive
 fi
na
nc
ia
l re
po
rti
ng
? 
Co
ns
id
er
 su
m
m
ar
y c
on
clu
sio
ns
 in
 th
e 
co
nt
ex
t o
f e
ac
h 
of
 th
e 
pr
oc
es
se
s i
de
nt
ifi
ed
 a
bo
ve
.
Su
m
m
ar
ize
 th
e r
ea
so
ni
ng
 fo
r t
hi
s j
ud
gm
en
t a
lo
ng
 w
ith
 an
y 
ar
ea
s t
ha
t 
th
e 
co
m
pa
ny
 w
ill 
be
 a
dd
re
ss
in
g 
to
 im
pr
ov
e 
th
e 
qu
al
ity
 o
f i
nt
er
na
l 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
D
es
ig
n 
Ef
fe
ct
iv
en
es
s o
f C
on
tr
ol
 A
ct
iv
iti
es
 C
om
po
ne
nt
 
O
pe
ra
tin
g 
Ef
fe
ct
iv
en
es
s o
f C
on
tr
ol
 A
ct
iv
iti
es
 C
om
po
ne
nt
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II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
: In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ica
tio
ns
 P
rin
cip
le
s
15
. 
Fin
an
cia
l R
ep
or
tin
g In
fo
rm
at
io
n -
 Pe
rti
ne
nt
 in
fo
rm
at
io
n i
s i
de
nt
ifi
ed
, c
ap
tu
re
d,
 us
ed
 at
 a
ll l
ev
el
s o
f t
he
 co
m
pa
ny
, a
nd
 d
ist
rib
ut
ed
 in
 a 
fo
rm
 an
d 
tim
ef
ra
m
e 
th
at
 su
pp
or
ts
 th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
.
15
.1
 
Is 
da
ta
 un
de
rly
in
g 
fin
an
cia
l s
ta
te
m
en
ts
 ca
pt
ur
ed
 (o
pt
im
al
ly,
 at
 th
e s
ou
rc
e)
co
m
pl
et
el
y, 
ac
cu
ra
te
ly,
 ti
m
el
y?
15
.2
 
Is i
nf
or
m
at
io
n i
de
nt
ifi
ed
 an
d 
ca
pt
ur
ed
 fo
r a
ll f
in
an
cia
l t
ra
ns
ac
tio
ns
 an
d 
ev
en
ts
?
15
.3
 
Is 
in
fo
rm
at
io
n u
se
d,
 a
m
on
g 
ot
he
r p
ur
po
se
s, 
fo
r a
dj
us
tin
g 
en
tri
es
 an
d 
ac
co
un
tin
g 
es
tim
at
es
, a
s w
el
l a
s t
o 
m
on
ito
r t
he
 re
as
on
ab
le
ne
ss
 o
f 
re
co
rd
ed
 tr
an
sa
ct
io
ns
?
15
.4
 
Is 
in
fo
rm
at
io
n 
de
ve
lo
pe
d u
sin
g i
nt
er
na
l a
nd
 ex
te
rn
al
 so
ur
ce
s?
15
.5
 
Do
es
 o
pe
ra
tin
g i
nf
or
m
at
io
n u
se
d 
to
 d
ev
el
op
 ac
co
un
tin
g 
an
d 
fin
an
cia
l
in
fo
rm
at
io
n o
fte
n s
er
ve
 as
 a 
ba
sis
 fo
r r
el
ia
bl
e 
fin
an
cia
l re
po
rti
ng
?
15
.6
 
Do
 in
fo
rm
at
io
n s
ys
te
m
s p
ro
du
ce
 in
fo
rm
at
io
n 
th
at
 is
 ti
m
el
y, 
cu
rre
nt
,
ac
cu
ra
te
, a
nd
 ac
ce
ss
ib
le
? 
 
16
. 
In
te
rn
al 
Co
nt
ro
l In
fo
rm
at
io
n -
 In
fo
rm
at
io
n 
ne
ed
ed
 to
 fa
cil
ita
te
 th
e 
fu
nc
tio
ni
ng
 o
f o
th
er
 co
nt
ro
l c
om
po
ne
nt
s i
s i
de
nt
ifi
ed
, c
ap
tu
re
d,
 us
ed
, a
nd
 d
ist
rib
ut
ed
 in
 a 
fo
rm
 an
d 
tim
ef
ra
m
e 
th
at
 e
na
bl
es
 p
er
so
nn
el
 to
 ca
rry
 o
ut
 th
ei
r i
nt
er
na
l c
on
tro
l re
sp
on
sib
ilit
ie
s.
16
.1
 
Ar
e 
da
ta
 re
qu
ire
d 
to
 e
xe
cu
te
 e
ac
h 
co
nt
ro
l c
om
po
ne
nt
 ca
pt
ur
ed
co
m
pl
et
el
y, 
ac
cu
ra
te
ly,
 a
nd
 ti
m
el
y 
an
d i
n c
om
pl
ia
nc
e 
wi
th
 la
ws
 an
d
re
gu
la
tio
ns
? 
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
_ ____
16
.2
 
Do
 re
po
rti
ng
 tr
ig
ge
rs
 p
ro
m
pt
 e
xc
ep
tio
n r
es
ol
ut
io
n,
 ro
ot
-c
au
se
 an
al
ys
is,
an
d 
co
nt
ro
l u
pd
at
e,
 a
s n
ee
de
d?
 
16
.3
 
Do
 in
fo
rm
at
io
n s
ys
te
m
s p
ro
du
ce
 in
fo
rm
at
io
n 
th
at
 is
 ti
m
el
y, 
cu
rre
nt
,
ac
cu
ra
te
 an
d 
ac
ce
ss
ib
le
? 
16
.4
 
Is 
th
e 
qu
al
ity
 o
f s
ys
te
m
 in
fo
rm
at
io
n r
ev
ie
we
d p
er
io
di
ca
lly
 to
 a
ss
es
s i
ts
 
re
lia
bi
lit
y 
an
d 
tim
el
in
es
s i
n m
ee
tin
g 
th
e 
co
m
pa
ny
's 
in
te
rn
al
 co
nt
ro
l
ob
je
ct
ive
s?
 
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
__
In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ic
at
io
n 
Pr
in
ci
pl
es
Su
m
m
ar
y 
of
 C
on
tr
ol
s
En
tit
y 
le
ve
l Process Level
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
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II.
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
: In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ica
tio
ns
 P
rin
cip
le
s
17
. 
In
te
rn
al 
Co
m
m
un
ica
tio
n -
 Co
m
m
un
ica
tio
ns
 e
na
bl
e 
an
d 
su
pp
or
t u
nd
er
st
an
di
ng
 an
d 
ex
ec
ut
io
n 
of
 in
te
rn
al
 co
nt
ro
l o
bj
ec
tiv
es
, p
ro
ce
ss
es
, a
nd
 in
di
vid
ua
l re
sp
on
sib
ilit
ie
s 
at
 al
l le
ve
ls 
of
 th
e 
or
ga
ni
za
tio
n.
17
.1
 
Do
es
 m
an
ag
em
en
t c
om
m
un
ica
te
 to
 al
l p
er
so
nn
el
, p
ar
tic
ul
ar
ly 
th
os
e
in
 ro
le
s a
ffe
ct
in
g 
fin
an
cia
l re
po
rti
ng
, t
ha
t i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l 
re
po
rti
ng
 m
us
t b
e 
ta
ke
n s
er
io
us
ly?
17
.2
 
Do
es
 an
 o
pe
n 
co
m
m
un
ica
tio
ns
 ch
an
ne
l e
xis
t b
et
we
en
 m
an
ag
em
en
t
an
d 
th
e 
bo
ar
d o
f d
ire
ct
or
s s
o 
th
at
 b
ot
h h
av
e i
nf
or
m
at
io
n n
ee
de
d 
to
 fu
lfi
ll 
th
ei
r r
ol
es
 w
ith
 re
sp
ec
t t
o 
fin
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
?
17
.3
 
Ar
e 
se
pa
ra
te
 lin
es
 o
f c
om
m
un
ica
tio
n i
n p
la
ce
 a
nd
 do
 th
ey
 se
rv
e 
as
 a 
"fa
il­
sa
fe
" m
ec
ha
ni
sm
 in
 ca
se
 no
rm
al
 ch
an
ne
ls 
ar
e i
no
pe
ra
tiv
e 
or
 in
ef
fe
ct
ive
?
17
.4
 
Do
es
 th
e b
oa
rd
 ha
ve
 a
cc
es
s t
o 
in
fo
rm
at
io
n s
ou
rc
es
 o
ut
sid
e 
of
m
an
ag
em
en
t, 
on
 a 
re
gu
la
r b
as
is 
an
d 
as
 n
ee
de
d,
 in
clu
di
ng
 ac
ce
ss
 to
 th
e 
ex
te
rn
al
 au
di
to
rs
, t
he
 in
te
rn
al
 au
di
to
rs
, a
nd
 o
th
er
 re
le
va
nt
 p
ar
tie
s (
su
ch
 as
 
re
gu
la
to
ry
 a
ut
ho
rit
ie
s)?
18
. 
Ex
te
rn
al 
Co
m
m
un
ica
tio
n -
 M
at
te
rs
 a
ffe
ct
in
g 
th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 ar
e 
co
m
m
un
ica
te
d 
wi
th
 o
ut
sid
e p
ar
tie
s.
18
.1
 
Do
 o
pe
n 
ex
te
rn
al
 co
m
m
un
ica
tio
ns
 ch
an
ne
ls 
al
lo
w 
in
pu
t f
ro
m
 cu
st
om
er
s, 
co
ns
um
er
s, 
en
d u
se
rs
, s
up
pl
ie
rs
, e
xt
er
na
l a
ud
ito
rs
, re
gu
la
to
rs
, f
in
an
cia
l 
an
al
ys
ts
, a
nd
 o
th
er
s, 
pr
ov
id
e m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 w
ith
 im
po
rta
nt
 
in
fo
rm
at
io
n 
on
 th
e 
ef
fe
ct
ive
ne
ss
 o
f i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l 
re
po
rti
ng
?
18
.2
 
Is 
ac
hi
ev
em
en
t o
f i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 as
se
ss
ed
, 
wh
er
e r
eq
ui
re
d b
y 
ex
te
rn
al
 au
di
to
rs
, a
nd
 is 
th
is 
as
se
ss
m
en
t 
co
m
m
un
ica
te
d 
to
 m
an
ag
em
en
t a
nd
 th
e b
oa
rd
?
In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ic
at
io
n 
Pr
in
ci
pl
es
Su
m
m
ar
y 
of
 C
on
tr
ol
s
En
tit
y 
le
ve
l Process Level
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
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II.
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
: In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ica
tio
ns
 P
rin
cip
le
s
In
 su
m
m
ar
y, 
ar
e 
th
e p
ro
ce
ss
es
 se
t f
or
th
 su
ffi
cie
nt
 to
 a
cc
om
pl
ish
 
th
e 
fo
ur
 in
fo
rm
at
io
n a
nd
 co
m
m
un
ica
tio
n p
rin
cip
le
s i
de
nt
ifi
ed
 an
d 
su
pp
or
t t
he
 a
ch
ie
ve
m
en
t o
f t
he
 co
m
pa
ny
's 
ob
je
ct
ive
s r
el
at
ed
 to
 
fin
an
cia
l re
po
rti
ng
?
In
 su
m
m
ar
y, 
ar
e 
th
e p
ro
ce
ss
es
 se
t f
or
th
 su
ffi
cie
nt
 to
 a
cc
om
pl
ish
 
th
e 
fo
ur
 in
fo
rm
at
io
n 
an
d c
om
m
un
ica
tio
n p
rin
cip
le
s i
de
nt
ifi
ed
 an
d 
su
pp
or
t t
he
 a
ch
ie
ve
m
en
t o
f t
he
 co
m
pa
ny
's 
ob
je
ct
ive
s r
el
at
ed
 to
 
fin
an
cia
l re
po
rti
ng
?
D
es
ig
n 
Ef
fe
ct
iv
en
es
s o
f I
nf
or
m
at
io
n 
an
d 
Co
m
m
un
ic
at
io
ns
 Co
m
po
ne
nt
O
pe
ra
tin
g 
Ef
fe
ct
iv
en
es
s o
f I
nf
or
m
at
io
n 
an
d 
Co
m
m
un
ic
at
io
ns
 Co
m
po
ne
nt
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II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
:
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M
on
ito
rin
g 
Pr
in
ci
pl
es
19
. 
On
go
in
g a
nd
 Se
pa
ra
te
 Ev
alu
at
io
ns
 - O
ng
oi
ng
 an
d/
or
 se
pa
ra
te
 e
va
lu
at
io
ns
 e
na
bl
e m
an
ag
em
en
t t
o 
de
te
rm
in
e 
wh
et
he
r t
he
 o
th
er
 co
m
po
ne
nt
s o
f i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 
co
nt
in
ue
 to
 fu
nc
tio
n 
ov
er
 ti
m
e.
19
.1
 
Is 
on
go
in
g m
on
ito
rin
g b
ui
lt 
in
to
 o
pe
ra
tio
ns
 th
ro
ug
ho
ut
 th
e 
co
m
pa
ny
?
19
.2
 
Do
 e
va
lu
at
io
ns
 p
ro
vid
e 
an
 o
bj
ec
tiv
e 
co
ns
id
er
at
io
n 
of
 th
e 
ov
er
al
l in
te
rn
al
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
? 
19
.3
 
Do
es
 th
e 
ev
al
ua
to
r u
nd
er
st
an
d 
th
e 
co
m
po
ne
nt
s b
ei
ng
 ev
al
ua
te
d a
nd
 
ho
w 
th
ey
 re
la
te
 to
 th
e 
ac
tiv
iti
es
 su
pp
or
tin
g 
th
e r
el
ia
bi
lit
y o
f f
in
an
cia
l
re
po
rti
ng
? 
19
.4
 
Do
es
 m
an
ag
em
en
t r
ec
ei
ve
 fe
ed
ba
ck
 o
n 
th
e 
ef
fe
ct
ive
ne
ss
 o
f i
nt
er
na
l
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
?
19
.5
 
Do
es
 m
an
ag
em
en
t v
ar
y t
he
 sc
op
e 
an
d 
fre
qu
en
cy
 o
f s
ep
ar
at
e 
ev
al
ua
tio
ns
 
de
pe
nd
in
g o
n 
th
e 
sig
ni
fic
an
ce
 o
f r
isk
s b
ei
ng
 co
nt
ro
lle
d,
 th
e i
m
po
rta
nc
e 
of
 th
e 
co
nt
ro
ls 
in
 m
iti
ga
tin
g 
th
os
e r
isk
s, 
an
d 
th
e 
ov
er
al
l e
ffe
ct
ive
ne
ss
 o
f
on
go
in
g 
m
on
ito
rin
g?
 
20
. 
Re
po
rti
ng
 De
fic
ien
cie
s - 
In
te
rn
al
 co
nt
ro
l d
ef
ici
en
cie
s a
re
 id
en
tif
ie
d 
an
d 
co
m
m
un
ica
te
d 
in
 a 
tim
el
y m
an
ne
r t
o 
th
os
e p
ar
tie
s r
es
po
ns
ib
le
 fo
r t
ak
in
g 
co
rre
ct
ive
 a
ct
io
n,
 an
d 
to
 m
an
ag
em
en
t 
an
d 
th
e b
oa
rd
 as
 ap
pr
op
ria
te
.
20
.1
 
Ar
e 
fin
di
ng
s o
f i
nt
er
na
l c
on
tro
l d
ef
ici
en
cie
s r
ep
or
te
d 
to
 th
e i
nd
ivi
du
al
 
wh
o 
ow
ns
 th
e p
ro
ce
ss
 an
d r
el
at
ed
 co
nt
ro
ls,
 an
d 
wh
o 
is 
in
 po
sit
io
n 
to
 
ta
ke
 co
rre
ct
ive
 a
ct
io
ns
? A
re
 th
e 
fin
di
ng
s a
lso
 ar
e r
ep
or
te
d 
to
 at
 le
as
t o
ne
le
ve
l o
f m
an
ag
em
en
t a
bo
ve
 th
e p
ro
ce
ss
 o
wn
er
?
20
.2
 
Ar
e 
de
fic
ie
nc
ie
s t
ha
t a
ffe
ct
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 
co
m
m
un
ica
te
d 
to
 to
p 
m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 or
 a
ud
it 
co
m
m
itt
ee
,
re
gu
la
rly
 a
nd
 as
 n
ec
es
sa
ry
? 
20
.3
 
Ar
e d
ef
ici
en
cie
s r
ep
or
te
d 
fro
m
 bo
th
 in
te
rn
al
 an
d 
ex
te
rn
al
 so
ur
ce
s 
co
ns
id
er
ed
 fo
r i
nt
er
na
l c
on
tro
l im
pl
ica
tio
ns
, a
nd
 ti
m
el
y 
co
rre
ct
ive
 a
ct
io
ns
ar
e i
de
nt
ifi
ed
 an
d 
ta
ke
n?
Su
m
m
ar
y 
of
 C
on
tr
ol
s
En
tit
y 
le
ve
l 
Pr
oc
es
s L
ev
el
D
es
ig
n 
Ef
fe
ct
iv
en
es
s 
(F
ul
ly
 m
et
, 
pa
rt
ia
lly
 m
et
, 
no
t m
et
)
Su
m
m
ar
y 
Ev
id
en
ce
 
of
 C
on
tr
ol
O
pe
ra
tin
g
Ef
fe
ct
iv
en
es
s
Re
ga
rd
in
g 
Pr
in
ci
pl
es
II.
 P
rin
cip
le
s E
va
lu
at
io
n 
M
at
rix
:
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M
on
ito
rin
g 
Su
m
m
ar
y
In
 su
m
m
ar
y, 
ar
e 
th
e p
ro
ce
ss
es
 se
t f
or
th
 su
ffi
cie
nt
 to
 a
cc
om
pl
ish
 th
e 
tw
o 
m
on
ito
rin
g p
rin
cip
le
s i
de
nt
ifi
ed
 an
d s
up
po
rt 
th
e 
ac
hi
ev
em
en
t o
f 
th
e 
co
m
pa
ny
's 
ob
je
ct
ive
s r
el
at
ed
 to
 fi
na
nc
ia
l re
po
rti
ng
? 
Su
m
m
ar
ize
 th
e 
re
as
on
in
g 
fo
r t
hi
s j
ud
gm
en
t a
lo
ng
 w
ith
 an
y 
ar
ea
s t
ha
t 
th
e 
co
m
pa
ny
 w
ill 
be
 a
dd
re
ss
in
g 
to
 im
pr
ov
e 
th
e 
qu
al
ity
 o
f i
nt
er
na
l 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
D
es
ig
n 
Ef
fe
ct
iv
en
es
s o
f M
on
ito
rin
g C
om
po
ne
nt
 
O
pe
ra
tin
g 
Ef
fe
ct
iv
en
es
s o
f M
on
ito
rin
g 
Co
m
po
ne
nt
Fu
lly
 M
et
 
Fu
lly
 M
et
Pa
rti
al
ly 
M
et
 
Pa
rti
al
ly 
M
et
N
ot
 M
et
 
N
ot
 M
et
D
ef
ic
ie
nc
ie
s
Id
en
tif
y w
hi
ch
 d
ef
ici
en
cie
s, 
if 
an
y, 
ar
e (
or
 m
ig
ht
 b
e)
 ca
te
go
riz
ed
 as
 si
gn
ifi
ca
nt
 d
ef
ici
en
cie
s o
r m
at
er
ia
l w
ea
kn
es
se
s.
Po
te
nt
ia
l S
ig
ni
fic
an
t D
ef
ic
ie
nc
ie
s 
Po
te
nt
ia
l M
at
er
ia
l W
ea
kn
es
se
s
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III
. Ent
ity
-W
ide
 Co
nt
ro
ls
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Co
nt
ro
l E
nv
iro
nm
en
t2
Pr
in
cip
le
 a
nd
 A
ttr
ib
ut
e
Su
m
m
ar
y 
of
 E
nt
ity
-W
id
e 
Co
nt
ro
l a
nd
 M
an
ag
em
en
t's
 D
oc
um
en
ta
tio
n
1.
 
In
te
gr
ity
 an
d E
th
ica
l V
alu
es
 - S
ou
nd
 in
te
gr
ity
 a
nd
 e
th
ica
l v
al
ue
s, 
pa
rti
cu
la
rly
 o
f t
op
 m
an
ag
em
en
t, 
ar
e 
de
ve
lo
pe
d 
an
d u
nd
er
st
oo
d 
an
d s
et
 th
e 
st
an
da
rd
 o
f co
nd
uc
t f
or
 fi
na
nc
ia
l re
po
rti
ng
.
1.
1 
Ha
s t
op
 m
an
ag
em
en
t d
ev
el
op
ed
 a 
cle
ar
ly 
ar
tic
ul
at
ed
 st
at
em
en
t o
f e
th
ica
l v
al
ue
s t
ha
t i
s 
un
de
rs
to
od
 at
 al
l le
ve
ls 
of
 th
e 
or
ga
ni
za
tio
n?
• 
Is 
th
er
e 
an
 es
ta
bl
ish
ed
 "t
on
e 
at
 th
e 
to
p"
 th
at
 re
in
fo
rc
es
 a
cc
ep
ta
bl
e m
or
al
 g
ui
da
nc
e 
ab
ou
t w
ha
t i
s r
ig
ht
 a
nd
 w
ro
ng
? H
ow
 is
 th
is 
to
ne
 co
m
m
un
ica
te
d 
an
d p
ra
ct
ice
d b
y 
ex
ec
ut
ive
s a
nd
 m
an
ag
er
s t
hr
ou
gh
ou
t t
he
 o
rg
an
iza
tio
n?
• 
Do
es
 a 
co
de
 o
f co
nd
uc
t e
xis
t a
nd
 do
es
 it 
in
clu
de
 g
ui
da
nc
e 
on
 ac
ce
pt
ab
le
 b
us
i­
ne
ss
 p
ra
ct
ice
, c
on
fli
ct
s o
f i
nt
er
es
t, 
an
d 
ex
pe
ct
ed
 st
an
da
rd
s o
f e
th
ica
l a
nd
 m
or
al
 
be
ha
vio
r?
Ar
e 
th
e 
st
an
da
rd
s a
nd
 g
ui
da
nc
e 
ef
fe
ct
ive
ly 
im
pl
em
en
te
d 
wi
th
in
 th
e 
or
ga
ni
za
tio
n?
• 
Ho
w 
do
es
 th
e 
co
m
pa
ny
 a
tta
in
 co
nf
id
en
ce
 th
at
 d
ea
lin
gs
 w
ith
 em
pl
oy
ee
s, 
su
pp
lie
rs
,
cu
st
om
er
s, 
in
ve
st
or
s, 
cr
ed
ito
rs
, in
su
re
rs
, c
om
pe
tit
or
s, 
an
d 
au
di
to
rs
, e
tc
., a
re
 e
th
ica
l?
1.
2 
Ar
e p
ro
ce
ss
es
 in
 pl
ac
e 
to
 m
on
ito
r a
dh
er
en
ce
 to
 p
rin
cip
le
s o
f s
ou
nd
 in
te
gr
ity
 a
nd
 et
hi
ca
l 
va
lu
es
?
• 
Is 
th
er
e 
a p
ro
ce
ss
 o
f p
er
io
di
ca
lly
 a
ss
es
sin
g c
om
pl
ia
nc
e 
wi
th
 th
e 
co
m
pa
ny
's 
co
de
 o
f 
co
nd
uc
t?
2.
 N
um
be
rin
g 
in
 th
is 
m
at
rix
 co
rre
sp
on
ds
 to
 th
e n
um
be
r i
n t
he
 P
rin
cip
le
s E
va
lu
at
io
n M
at
rix
.
Th
e E
m
pl
oy
ee
 H
an
db
oo
k 
co
nt
ai
ns
 e
m
pl
oy
ee
 re
sp
on
sib
ilit
ie
s.
Q
ua
rte
rly
 m
ee
tin
gs
 w
ith
 co
m
pa
ny
 to
p 
m
an
ag
em
en
t a
re
 he
ld
, w
he
re
 th
e 
CE
O
 re
in
fo
rc
es
 th
e 
po
sit
io
n 
th
at
 st
af
f m
ay
 n
ot
 a
ct
 in
ap
pr
op
ria
te
ly 
in
 o
rd
er
 to
 "g
et
 th
e 
sa
le
." 
Al
l S
al
es
 Ex
ec
ut
ive
s m
us
t s
ig
n 
a 
"n
o s
id
e l
et
te
r a
gr
ee
m
en
t" 
qu
ar
te
rly
.
Th
e 
Co
de
 o
f C
on
du
ct
 is
 p
os
te
d o
n t
he
 e
xt
er
na
l a
nd
 in
te
rn
al
 w
eb
sit
e.
 A
ll e
m
pl
oy
ee
s r
ec
ei
ve
 
th
e 
Co
de
 o
f C
on
du
ct
 u
po
n 
em
pl
oy
m
en
t. N
ew
 e
m
pl
oy
ee
s c
er
tif
y t
hi
s r
ec
ei
pt
 b
y 
sig
na
tu
re
. T
he
 
sig
ne
d c
op
ie
s a
re
 re
ta
in
ed
 by
 H
R,
 w
ith
 a 
re
po
rt 
se
nt
 to
 th
e 
CE
O
 in
 M
ar
ch
 o
f e
ac
h 
ye
ar
 lis
tin
g a
ny
 
em
pl
oy
ee
s t
ha
t h
av
e n
ot
 ye
t s
ig
ne
d a
ck
no
wl
ed
gi
ng
 re
ce
ip
t.
La
st
 ye
ar
 th
e 
co
m
pa
ny
 a
lso
 co
m
pa
re
d i
ts
 C
od
e 
to
 se
ve
ra
l p
ub
lic
at
io
ns
 se
tti
ng
 ou
t g
oo
d 
pr
ac
tic
es
 fo
r s
uc
h 
co
de
s. 
M
in
or
 re
vis
io
ns
 w
er
e m
ad
e 
an
d c
om
m
un
ica
te
d 
ac
ro
ss
 th
e 
co
m
pa
ny
 
an
d 
to
 th
e b
oa
rd
.
Se
e 
al
so
 co
m
m
en
ts
 to
 q
ue
st
io
ns
 1.2
 an
d 1
.3
.
Co
nf
id
en
ce
 is
 p
rim
ar
ily
 a
tta
in
ed
 by
 se
nd
in
g 
th
e r
ig
ht
 m
es
sa
ge
 co
up
le
d 
wi
th
 m
an
ag
er
s' 
ob
se
rv
at
io
ns
 o
f e
m
pl
oy
ee
s' b
eh
av
io
r. 
Th
e 
co
m
pa
ny
 d
oe
s n
ot
 u
nd
er
ta
ke
 se
pa
ra
te
 e
va
lu
at
io
ns
 to
 
as
se
ss
 cu
st
om
er
s' 
pe
rc
ep
tio
ns
 o
f c
om
pa
ny
 e
th
ics
.
Ea
ch
 ye
ar
, m
an
ag
em
en
t r
eq
ui
re
s e
m
pl
oy
ee
s t
o 
(a
) a
ck
no
wl
ed
ge
 th
at
 th
ey
 u
nd
er
st
an
d 
th
e 
co
nt
en
ts
 o
f t
he
 C
od
e 
of
 Co
nd
uc
t, 
an
d (
b)
 w
he
th
er
 th
ey
 a
re
 a
wa
re
 o
f a
ny
on
e i
n t
he
 C
om
pa
ny
 
th
at
 m
ig
ht
 h
av
e 
vio
la
te
d s
om
e p
ar
t o
f t
he
 C
od
e. 
Th
e r
es
ul
ts
 ar
e s
um
m
ar
ize
d 
wi
th
 co
ns
ol
id
at
ed
 
fin
di
ng
s r
ep
or
te
d 
to
 th
e 
CE
O
. A
ny
 si
gn
ifi
ca
nt
 fi
nd
in
gs
 ar
e a
dd
re
ss
ed
 by
 th
e 
CE
O
 a
nd
 se
ni
or
 
m
an
ag
em
en
t, 
as
 n
ee
de
d.
 A
t t
he
 fi
rs
t a
ud
it 
co
m
m
itt
ee
 m
ee
tin
g 
in
 th
e 3
rd
 q
ua
rte
r o
f e
ac
h 
ye
ar
 
th
e 
CE
O
 ta
bl
es
 th
e s
um
m
ar
y r
ep
or
t.
III
. E
nt
ity
-W
id
e 
Co
nt
ro
ls:
 C
on
tro
l E
nv
iro
nm
en
t
1.
3 Are de
via
tio
ns
 fr
om
 so
un
d i
nt
eg
rit
y 
an
d e
th
ica
l v
al
ue
s i
de
nt
ifi
ed
 in
 a 
tim
el
y m
an
ne
r a
nd
 
ad
dr
es
se
d 
an
d r
em
ed
ie
d 
at
 a
pp
ro
pr
ia
te
 le
ve
ls 
wi
th
in
 th
e 
co
m
pa
ny
?
• 
Ar
e 
ap
pr
op
ria
te
 re
m
ed
ia
l a
ct
io
ns
 ta
ke
n i
n r
es
po
ns
e 
to
 d
ep
ar
tu
re
s f
ro
m
 ap
pr
ov
ed
 
po
lic
ie
s a
nd
 pr
oc
ed
ur
es
 o
r v
io
la
tio
ns
 o
f t
he
 co
de
 o
f c
on
du
ct
, a
nd
 if 
so
 w
ha
t a
re
 
th
es
e 
ac
tio
ns
?
• 
W
ha
t p
ro
ce
ss
es
 ar
e i
n p
la
ce
 to
 e
ns
ur
e 
th
at
 re
m
ed
ia
l a
ct
io
n p
ol
ici
es
 an
d s
te
ps
 a
re
 
co
m
m
un
ica
te
d 
to
 a
nd
 un
de
rs
to
od
 by
 al
l a
ss
oc
ia
te
s?
• 
Do
es
 m
an
ag
em
en
t a
vo
id
 in
te
rv
en
in
g o
r o
ve
rri
di
ng
 es
ta
bl
ish
ed
 co
nt
ro
ls?
A 
W
hi
st
le
bl
ow
er
 Pr
og
ra
m
 is 
in
 pl
ac
e 
fo
r e
m
pl
oy
ee
s t
o 
re
po
rt 
vio
la
tio
ns
. T
he
 in
te
rn
al
 au
di
to
r 
re
vie
ws
 al
l re
po
rts
, in
ve
st
ig
at
es
 th
os
e 
th
at
 a
re
 p
ot
en
tia
l v
io
la
tio
ns
 o
f t
he
 C
od
e 
an
d 
tra
ck
s 
m
at
te
rs
 th
ro
ug
h 
to
 re
so
lu
tio
n.
 S
ig
ni
fic
an
t i
ss
ue
s a
re
 im
m
ed
ia
te
ly 
es
ca
la
te
d 
to
 th
e 
CE
O
, w
ith
 le
ss
 
se
rio
us
 m
at
te
rs
 re
po
rte
d m
on
th
ly 
to
 th
e 
CE
O
. T
he
se
 re
po
rts
 ar
e p
ro
vid
ed
 to
 th
e b
oa
rd
 qu
ar
te
rly
. 
Du
rin
g 
em
pl
oy
ee
 tr
ai
ni
ng
 o
rie
nt
at
io
n 
an
d i
n a
t l
ea
st
 a
nn
ua
lly
, a
ll e
m
pl
oy
ee
s a
re
 in
fo
rm
ed
 o
f 
pa
st
 in
cid
en
ts
 th
at
 p
ot
en
tia
lly
 c
ou
ld
 be
 v
ie
we
d 
as
 v
io
la
tio
ns
 o
f t
he
 C
od
e 
of
 C
on
du
ct
. C
ar
e i
s 
ta
ke
n n
ot
 to
 id
en
tif
y i
nd
ivi
du
al
s a
nd
 pr
es
er
ve
 e
m
pl
oy
ee
 pr
iva
cy
. 
M
an
ag
em
en
t h
as
 su
pp
or
te
d 
th
e 
Co
de
 o
f C
on
du
ct
. N
ei
th
er
 se
ni
or
 m
an
ag
er
s, 
in
te
rn
al
 au
di
to
r, 
no
r b
oa
rd
 ha
s o
bs
er
ve
d 
at
te
m
pt
s t
o o
ve
rri
de
 o
r b
yp
as
s c
on
tro
ls.
Th
e b
oa
rd
 ha
s f
or
m
al
ly 
de
fin
ed
 an
d 
do
cu
m
en
te
d r
ol
es
 an
d r
es
po
ns
ib
ilit
ie
s f
or
 fi
na
nc
ia
l 
re
po
rti
ng
 an
d r
el
at
ed
 in
te
rn
al
 co
nt
ro
l. O
n 
an
 an
nu
al
 ba
sis
, t
he
 b
oa
rd
 re
vie
ws
 th
es
e r
ol
es
 an
d 
re
sp
on
sib
ilit
ie
s, 
an
d 
co
m
m
un
ica
te
s t
he
m
 to
 m
an
ag
em
en
t. 
Th
re
e m
em
be
rs
 ar
e i
nd
ep
en
de
nt
 a
s d
ef
in
ed
 in
 th
e 
Co
m
pa
ny
's 
by
la
ws
.
An
nu
al
ly,
 e
ac
h b
oa
rd
 m
em
be
r i
s a
sk
ed
 to
 d
isc
lo
se
 a
ny
 p
ot
en
tia
l in
de
pe
nd
en
ce
 is
su
es
. T
he
 
N
om
in
at
in
g 
Co
m
m
itt
ee
 o
f t
he
 b
oa
rd
 re
vie
ws
 a
nd
 ev
al
ua
te
s r
el
ev
an
t m
at
te
rs
.
Th
e i
nd
ep
en
de
nc
e 
of
 b
oa
rd
 m
em
be
rs
 is
 al
so
 co
ns
id
er
ed
 as
 pa
rt 
of
 p
ro
xy
 p
ro
ce
ss
. T
he
 p
ro
xy
 
qu
es
tio
nn
ai
re
 is
 re
vie
we
d b
y 
CF
O
 an
d o
ut
sid
e 
co
un
se
l.
Th
e b
oa
rd
 re
qu
ire
s t
ha
t a
ll a
ud
it 
co
m
m
itt
ee
 m
em
be
rs
 be
 in
de
pe
nd
en
t. 
Th
er
e 
ar
e b
oa
rd
 
pr
oc
es
se
s i
n p
la
ce
 to
 as
se
ss
 in
de
pe
nd
en
ce
 o
f d
ire
ct
or
s. 
Th
e 
th
re
e i
nd
ep
en
de
nt
 d
ire
ct
or
s 
co
m
pr
ise
 th
e 
au
di
t c
om
m
itt
ee
.
O
n 
a q
ua
rte
rly
 b
as
is,
 th
e 
CE
O
, C
FO
 an
d i
nt
er
na
l a
ud
ito
r r
ep
or
t t
o 
th
e 
au
di
t c
om
m
itt
ee
 o
n 
th
e 
qu
al
ity
 o
f t
he
 o
rg
an
iza
tio
n'
s c
on
tro
ls 
an
d 
ac
co
un
tin
g p
ol
ici
es
. W
hi
le
 th
es
e r
ep
or
ts
 ar
e i
nc
lu
de
d 
in
 th
e b
oa
rd
 pa
ck
ag
e 
an
d r
ef
er
en
ce
d i
n t
he
 b
oa
rd
 m
in
ut
es
, t
he
re
 is
 o
nl
y l
im
ite
d d
isc
us
sio
n 
of
 
th
es
e m
at
te
rs
. 
__
__
__
__
__
__
__
__
_
2.
 Board o
f D
ire
cto
rs 
- Th
e b
oa
rd
 o
f d
ire
ct
or
s u
nd
er
st
an
ds
 a
nd
 ex
er
cis
es
 o
ve
rs
ig
ht
 re
sp
on
sib
ilit
y r
el
at
ed
 to
 fi
na
nc
ia
l 
re
po
rti
ng
 an
d r
el
at
ed
 in
te
rn
al
 co
nt
ro
l.
2.
1 
Ha
s t
he
 b
oa
rd
 o
f d
ire
ct
or
s d
ef
in
ed
 an
d c
om
m
un
ica
te
d 
au
th
or
iti
es
 re
ta
in
ed
 at
 th
e b
oa
rd
 
le
ve
l a
nd
 th
os
e 
de
le
ga
te
d 
to
 m
an
ag
em
en
t?
2.
2 
Do
es
 th
e 
bo
ar
d o
f d
ire
ct
or
s h
av
e 
a c
rit
ica
l m
as
s o
f m
em
be
rs
 w
ho
 ar
e i
nd
ep
en
de
nt
 o
f
m
an
ag
em
en
t?
• 
Do
es
 th
e b
oa
rd
 ha
ve
 a
t l
ea
st
 tw
o 
in
de
pe
nd
en
t d
ire
ct
or
s?
• 
Do
es
 th
e 
co
m
pa
ny
 h
av
e 
a p
ro
ce
ss
 to
 p
er
io
di
ca
lly
 e
va
lu
at
e 
th
e i
nd
ep
en
de
nc
e 
of
 
ou
ts
id
e b
oa
rd
, in
clu
di
ng
 th
ei
r a
ffi
lia
tio
ns
, r
el
at
io
ns
hi
ps
, a
nd
 tr
an
sa
ct
io
ns
 w
ith
 th
e 
co
m
pa
ny
?
• 
is 
th
e 
au
di
t c
om
m
itt
ee
 co
ns
tit
ut
ed
 so
le
ly 
of
 in
de
pe
nd
en
t m
em
be
rs
 o
f t
he
 b
oa
rd
?
2.
3 
Do
es
 th
e 
bo
ar
d 
of
 d
ire
ct
or
s a
ct
ive
ly 
ev
al
ua
te
 a
nd
 m
on
ito
r r
isk
 o
f m
an
ag
em
en
t o
ve
rri
de
of
 in
te
rn
al
 co
nt
ro
l a
nd
 co
ns
id
er
 ri
sk
s a
ffe
ct
in
g 
th
e r
el
ia
bi
lit
y 
of
 fi
na
nc
ia
l re
po
rti
ng
?
• 
Do
es
 th
e 
bo
ar
d (
an
d a
ud
it 
co
m
m
itt
ee
) r
ep
re
se
nt
 a
n i
nf
or
m
ed
 an
d 
vig
ila
nt
 o
ve
rs
ee
r
of
 th
e 
fin
an
cia
l re
po
rti
ng
 pr
oc
es
s a
nd
 in
te
rn
al
 co
nt
ro
ls,
 in
clu
di
ng
 th
e 
in
fo
rm
at
io
n 
sy
st
em
s p
ro
ce
ss
in
g a
nd
 re
la
te
d c
on
tro
ls?
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2.
4 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 ha
ve
 o
ne
 o
r m
or
e m
em
be
rs
 w
ho
 h
av
e 
fin
an
cia
l re
po
rti
ng
 
ex
pe
rti
se
?
2.
5 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 a
ct
ive
ly 
m
on
ito
r t
he
 e
ffe
ct
ive
ne
ss
 o
f i
nt
er
na
l c
on
tro
l o
ve
r 
fin
an
cia
l re
po
rti
ng
 an
d 
fin
an
cia
l s
ta
te
m
en
t p
re
pa
ra
tio
n?
• 
Do
es
 a 
pr
oc
es
s e
xis
t f
or
 in
fo
rm
in
g 
th
e 
au
di
t c
om
m
itt
ee
 o
f s
ig
ni
fic
an
t i
ss
ue
s?
 Is 
in
fo
rm
at
io
n 
co
m
m
un
ica
te
d 
on
 a 
tim
el
y b
as
is?
• 
Do
es
 th
e b
oa
rd
 o
f d
ire
ct
or
s a
nd
/o
r a
ud
it 
co
m
m
itt
ee
 g
ive
 a
de
qu
at
e 
co
ns
id
er
at
io
n 
to
 u
nd
er
st
an
di
ng
 ho
w 
m
an
ag
em
en
t i
de
nt
ifi
es
, m
on
ito
rs
, a
nd
 co
nt
ro
ls 
fin
an
cia
l 
re
po
rti
ng
 ris
ks
 a
ffe
ct
in
g 
th
e 
or
ga
ni
za
tio
n?
2.
6 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 o
ve
rs
ee
 th
e 
wo
rk
 o
f b
ot
h i
nt
er
na
l a
nd
ex
te
rn
al
 au
di
to
rs
?
• 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 m
ee
t p
riv
at
el
y 
wi
th
 th
e 
ex
te
rn
al
 au
di
to
rs
 to
 d
isc
us
s 
th
e r
ea
so
na
bl
en
es
s o
f t
he
 fi
na
nc
ia
l re
po
rti
ng
 pr
oc
es
s, 
sy
st
em
 o
f i
nt
er
na
l c
on
tro
l, 
sig
ni
fic
an
t c
om
m
en
ts
, a
nd
 re
co
m
m
en
da
tio
ns
?
• 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 re
vie
w 
th
e 
sc
op
e 
of
 ac
tiv
iti
es
 o
f t
he
 e
xt
er
na
l a
ud
ito
rs
?
2.
7 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 in
te
ra
ct
 w
ith
 re
gu
la
to
ry
 a
ud
ito
rs
, a
s n
ec
es
sa
ry
?
Th
e 
Ch
ai
r o
f t
he
 a
ud
it 
co
m
m
itt
ee
 is
 a 
CP
A 
kn
ow
le
dg
ea
bl
e i
n f
in
an
cia
l re
po
rti
ng
, h
av
in
g 
pr
ev
io
us
ly 
se
rv
ed
 as
 a 
co
rp
or
at
e 
CF
O
. T
hi
s i
s n
ot
ed
 in
 th
e 
an
nu
al
 pr
ox
y f
ilin
g.
Th
e 
au
di
t c
om
m
itt
ee
 m
ee
ts
 p
riv
at
el
y 
wi
th
 th
e i
nt
er
na
l a
ud
ito
r, 
an
d r
ev
ie
ws
 re
po
rts
 fr
om
 th
e 
W
hi
st
le
bl
ow
er
 P
ro
gr
am
.
Th
e b
oa
rd
 ha
s d
ev
el
op
ed
 a 
ca
le
nd
ar
 o
f m
at
te
rs
 to
 be
 ta
bl
ed
 fo
r e
ac
h m
ee
tin
g.
 Th
e b
oa
rd
 
ex
pe
ct
s m
an
ag
em
en
t t
o i
nc
lu
de
 in
 th
e 
m
at
er
ia
l p
ro
vid
ed
 an
y s
ig
ni
fic
an
t i
ss
ue
s r
eq
ui
rin
g b
oa
rd
 
at
te
nt
io
n.
 In
 ad
di
tio
n,
 th
e b
oa
rd
 in
clu
de
s o
n i
ts
 a
ge
nd
a a
 se
ss
io
n 
to
 in
qu
ire
 o
f m
an
ag
em
en
t o
f 
an
y s
pe
cif
ic 
m
at
te
rs
 no
t a
lre
ad
y b
ro
ug
ht
 fo
rw
ar
d.
 A
cc
ou
nt
in
g i
ss
ue
s, 
if 
an
y, 
ar
e d
isc
us
se
d b
y 
th
e
CF
O
 w
ith
 C
ha
ir 
of
 au
di
t c
om
m
itt
ee
.
A 
"k
ey
 ris
k"
 re
po
rt,
 d
ea
lin
g 
wi
th
 si
gn
ifi
ca
nt
 ri
sk
s t
o 
fin
an
cia
l s
ta
te
m
en
ts
 a
nd
 re
la
te
d d
isc
lo
su
re
s, 
is 
de
ve
lo
pe
d b
y m
an
ag
em
en
t a
nd
 d
isc
us
se
d 
wi
th
 th
e 
au
di
t c
om
m
itt
ee
 d
ur
in
g 
on
e 
of
 th
e 
th
ird
 
qu
ar
te
r m
ee
tin
gs
. A
lth
ou
gh
 ti
m
e i
s s
pe
nt
 re
vie
wi
ng
 th
is 
"k
ey
 ri
sk
" r
ep
or
t, l
itt
le
 ti
m
e i
s s
pe
nt
 
by
 th
e b
oa
rd
 to
 un
de
rs
ta
nd
 m
an
ag
em
en
t's
 p
ro
ce
ss
 fo
r i
de
nt
ify
in
g,
 cl
as
sif
yin
g,
 a
ss
es
sin
g,
 a
nd
 
re
po
rti
ng
 th
e "
ke
y r
isk
s"
.
Th
e 
au
di
t c
om
m
itt
ee
 in
vit
es
 o
th
er
 p
er
so
nn
el
 be
yo
nd
 fi
na
nc
e p
er
so
nn
el
 to
 m
ee
t w
ith
 th
em
, a
s 
ne
ce
ss
ar
y, 
an
d m
ee
ts
 at
 le
as
t a
nn
ua
lly
 w
ith
 th
e 
ex
te
rn
al
 au
di
to
r i
n e
xe
cu
tiv
e 
se
ss
io
n.
 
A 
pr
iva
te
 se
ss
io
n b
et
we
en
 th
e 
au
di
t c
om
m
itt
ee
 an
d t
he
 e
xt
er
na
l a
ud
ito
rs
 ta
ke
s p
la
ce
 at
 le
as
t 
an
nu
al
ly,
 an
d m
or
e 
fre
qu
en
tly
 a
s n
ee
de
d.
 Th
e 
di
sc
us
sio
n i
s c
om
pr
eh
en
siv
e,
 o
pe
n 
an
d 
fra
nk
. T
he
 
m
ee
tin
gs
 an
d d
et
ai
le
d 
to
pi
cs
 co
ve
re
d a
re
 in
clu
de
d i
n t
he
 a
ud
it 
co
m
m
itt
ee
 m
in
ut
es
. 
Th
e 
au
di
t c
om
m
itt
ee
 re
vie
ws
 th
e 
ex
te
rn
al
 au
di
to
r's
 a
nn
ua
l a
ud
it 
pl
an
. A
ud
it 
pr
oc
ed
ur
es
 ar
e 
pr
es
en
te
d b
y q
ua
rte
r. T
hi
s i
s r
ef
er
en
ce
d i
n t
he
 a
ud
it 
co
m
m
itt
ee
 m
in
ut
es
.
Al
l c
or
re
sp
on
de
nc
e 
to
/fr
om
 re
gu
la
to
ry
 a
ud
ito
rs
 re
ce
ive
d b
y m
an
ag
em
en
t i
s t
ab
le
d 
wi
th
 
th
e 
au
di
t c
om
m
itt
ee
, a
nd
 bo
ar
d a
s n
ee
de
d.
 A
lth
ou
gh
 th
is 
wo
ul
d b
e r
ef
er
en
ce
d i
n t
he
 a
ud
it 
co
m
m
itt
ee
 m
in
ut
es
, n
o 
su
ch
 co
rre
sp
on
de
nc
e 
wa
s r
ec
ei
ve
d i
n t
he
 p
as
t y
ea
r.
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Th
e 
au
di
t c
om
m
itt
ee
 h
as
 th
is 
au
th
or
ity
, a
nd
 co
ns
id
er
s t
he
 q
ua
lit
y 
of
 th
e 
au
di
t a
nd
 
re
sp
on
siv
en
es
s o
f t
he
 e
ng
ag
em
en
t t
ea
m
 an
nu
al
ly.
An
 au
di
t c
om
m
itt
ee
 ch
ar
te
r i
s in
 pl
ac
e.
 Th
e 
Co
m
m
itt
ee
 m
em
be
rs
 ha
ve
 a
de
qu
at
e k
no
wl
ed
ge
 
an
d 
ex
pe
rie
nc
e, 
an
d 
th
e 
Co
m
m
itt
ee
 ha
s a
ut
ho
rit
y t
o 
en
ga
ge
 sp
ec
ia
lis
ts
 as
 n
ee
de
d.
 O
n a
n 
an
nu
al
 ba
sis
, t
he
 bo
ar
d 
as
se
ss
es
 th
e 
ad
eq
ua
cy
 o
f t
he
 a
ud
it 
co
m
m
itt
ee
's 
re
so
ur
ce
s a
nd
 au
th
or
ity
, 
wh
ich
 is 
re
fe
re
nc
ed
 in
 th
e b
oa
rd
 m
in
ut
es
.
O
n a
t l
ea
st
 a
n 
an
nu
al
 ba
sis
, a
nd
 no
rm
al
ly 
m
or
e 
fre
qu
en
tly
, t
he
 a
ud
it 
co
m
m
itt
ee
 m
ee
ts
 w
ith
 th
e 
in
te
rn
al
 au
di
to
rs
 to
 so
lic
it 
fe
ed
ba
ck
 o
n 
th
ei
r a
ud
its
 a
nd
 th
e 
ef
fe
ct
ive
ne
ss
 o
f c
on
tro
l a
ct
ivi
tie
s.
Th
is 
is r
ef
er
en
ce
d i
n t
he
 a
ud
it 
co
m
m
itt
ee
 m
in
ut
es
.
O
n a
n a
nn
ua
l b
as
is,
 m
an
ag
em
en
t p
re
se
nt
s i
ts
 a
pp
ro
ac
h 
an
d r
es
ul
ts
 to
 fr
au
d r
isk
 id
en
tif
ica
tio
n 
an
d 
as
se
ss
m
en
t. 
Sp
ec
ifi
c f
ra
ud
 ris
ks
 ar
e i
nc
lu
de
d i
n m
an
ag
em
en
t's
 "k
ey
 ri
sk
" r
ep
or
t r
ef
er
re
d 
to
 in
 
se
ct
io
n 2
.5
 ab
ov
e.
Th
e b
oa
rd
 o
f d
ire
ct
or
s m
ee
ts
 o
n 
a q
ua
rte
rly
 b
as
is,
 an
d 
th
e 
au
di
t c
om
m
itt
ee
 m
ee
ts
 m
or
e 
fre
qu
en
tly
. E
xe
cu
tiv
e 
se
ss
io
ns
 ar
e s
ch
ed
ul
ed
 on
 an
 an
nu
al
 ba
sis
, b
ut
 u
su
al
ly 
oc
cu
r m
or
e 
of
te
n.
 
Th
is 
is 
re
fe
re
nc
ed
 in
 bo
ar
d 
an
d a
ud
it 
co
m
m
itt
ee
 m
in
ut
es
.
Au
di
t c
om
m
itt
ee
 m
ee
tin
gs
 ar
e s
et
 fo
r a
 m
in
im
um
 o
f 3
 ho
ur
s. 
An
nu
al
 m
ee
tin
gs
 to
 re
vie
w 
fin
an
cia
l s
ta
te
m
en
ts
 a
nd
 th
e 
au
di
to
r's
 re
po
rt 
ge
ne
ra
lly
 la
st
 1 -
 2 
ho
ur
s l
on
ge
r.
2.
8 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 ha
ve
 th
e 
ex
clu
siv
e 
au
th
or
ity
 to
 e
ng
ag
ed
, re
pl
ac
e, 
an
d 
de
te
rm
in
e 
th
e 
co
m
pe
ns
at
io
n o
f t
he
 e
xt
er
na
l a
ud
it 
fir
m
?
• 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 h
av
e 
a c
ha
rte
r o
ut
lin
in
g i
ts
 d
ut
ie
s a
nd
 re
sp
on
sib
ilit
ie
s?
• 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 ha
ve
 a
de
qu
at
e r
es
ou
rc
es
 a
nd
 au
th
or
ity
 to
 d
isc
ha
rg
e 
its
 re
sp
on
sib
ilit
ie
s?
2.
9 
Do
es
 th
e 
au
di
t c
om
m
itt
ee
 m
ee
t p
riv
at
el
y w
ith
 in
te
rn
al
 an
d 
ex
te
rn
al
 au
di
to
rs
 to
 d
isc
us
s 
re
le
va
nt
 m
at
te
rs
?
3.
 Manage
m
en
t's
 Ph
ilo
so
ph
y a
nd
 O
pe
ra
tin
g S
ty
le 
- M
an
ag
em
en
t's
 p
hi
lo
so
ph
y 
an
d 
op
er
at
in
g s
ty
le
 su
pp
or
t a
ch
ie
vin
g 
ef
fe
ct
ive
 in
te
rn
al
 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
3.
1 
Do
es
 m
an
ag
em
en
t's
 p
hi
lo
so
ph
y 
an
d o
pe
ra
tin
g 
st
yle
 e
m
ph
as
ize
 re
lia
bl
e 
fin
an
cia
l 
re
po
rti
ng
?
3.
2 
Do
es
 m
an
ag
em
en
t's
 a
tti
tu
de
 su
pp
or
t a
 d
isc
ip
lin
ed
, o
bj
ec
tiv
e p
ro
ce
ss
 in
 se
le
ct
in
g 
ac
co
un
tin
g p
rin
cip
le
s a
nd
 d
ev
el
op
in
g 
ac
co
un
tin
g 
es
tim
at
es
?
3.
3 
Ha
s m
an
ag
em
en
t e
st
ab
lis
he
d 
an
d 
cle
ar
ly 
ar
tic
ul
at
ed
 fi
na
nc
ia
l re
po
rti
ng
 o
bj
ec
tiv
es
, 
in
clu
di
ng
 th
os
e r
el
at
ed
 to
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
?
Pe
rs
on
ne
l h
ire
d 
fo
r t
he
 a
cc
ou
nt
in
g 
gr
ou
p 
al
l h
av
e s
om
e 
fo
rm
 o
f a
cc
ou
nt
in
g 
de
sig
na
tio
n 
or
 
di
pl
om
a. 
St
af
f a
re
 al
l e
nc
ou
ra
ge
d 
to
 m
ai
nt
ai
n 
a 
"h
ea
lth
y s
ke
pt
ici
sm
" i
n p
er
fo
rm
in
g 
as
sig
ne
d 
du
tie
s. 
__
__
__ ______
__
__
Se
ni
or
 p
er
so
nn
el
 in
 th
e 
ac
co
un
tin
g 
gr
ou
p 
m
ee
t m
on
th
ly 
to
 re
vie
w 
ac
co
un
tin
g 
es
tim
at
es
 
de
ve
lo
pe
d b
ot
h 
wi
th
in
 th
e 
fin
an
ce
 g
ro
up
 an
d o
pe
ra
tio
ns
.T
hi
s m
ee
tin
g 
ge
ne
ra
lly
 la
st
s 2
 ho
ur
s. 
W
he
n n
ew
 p
ol
ici
es
 ar
e b
ei
ng
 d
ev
el
op
ed
, o
r e
xis
tin
g p
ol
ici
es
 a
re
 re
vie
we
d 
an
d r
ev
ise
d,
 th
is 
gr
ou
p r
ev
ie
ws
 su
gg
es
te
d 
al
te
rn
at
ive
s. 
Po
lic
ie
s (
ne
w 
or
 a
m
en
de
d)
 th
at
 ca
n m
at
er
ia
lly
 a
ffe
ct
 
fin
an
cia
l re
po
rti
ng
 ar
e d
isc
us
se
d 
wi
th
 th
e 
au
di
t c
om
m
itt
ee
.
M
an
ag
em
en
t h
as
 d
oc
um
en
te
d 
th
e 
co
m
pa
ny
's 
fin
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
 in
 th
e 
fo
rm
 
of
 re
le
va
nt
 a
ss
er
tio
ns
 to
 fi
na
nc
ia
l s
ta
te
m
en
t a
cc
ou
nt
s, 
an
d 
th
e b
oa
rd
 ha
s a
pp
ro
ve
d 
th
es
e 
ob
je
ct
ive
s. 
__
__
__
__
_
 
 Co
nt
ro
l E
nv
iro
nm
en
t
Pr
in
cip
le
 a
nd
 A
ttr
ib
ut
e
Su
m
m
ar
y 
of
 E
nt
ity
-W
id
e 
Co
nt
ro
l a
nd
 M
an
ag
em
en
t's
 D
oc
um
en
ta
tio
n
4.
 Organiz
at
ion
al S
tru
ct
ur
e - 
Th
e 
co
m
pa
ny
's 
or
ga
ni
za
tio
na
l s
tru
ct
ur
e 
su
pp
or
ts
 e
ffe
ct
ive
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
4.
1 
Ha
s m
an
ag
em
en
t e
st
ab
lis
he
d i
nt
er
na
l re
po
rti
ng
 re
sp
on
sib
ilit
ie
s f
or
 e
ac
h 
fu
nc
tio
na
l a
re
a 
an
d b
us
in
es
s u
ni
t i
n t
he
 o
rg
an
iza
tio
n?
• 
Ho
w 
ar
e o
rg
an
iza
tio
na
l re
sp
on
sib
ilit
ie
s a
ss
ig
ne
d r
el
at
ive
 to
 fi
na
nc
ia
l re
po
rti
ng
?
• 
Ho
w 
ar
e m
od
ifi
ca
tio
ns
 to
 th
e 
or
ga
ni
za
tio
na
l s
tru
ct
ur
e m
ad
e 
on
 a 
tim
el
y b
as
is 
in
 
lig
ht
 o
f c
ha
ng
ed
 co
nd
iti
on
s?
4.
2 
Do
es
 m
an
ag
em
en
t m
ai
nt
ai
n 
an
 or
ga
ni
za
tio
na
l s
tru
ct
ur
e 
th
at
 fa
cil
ita
te
s e
ffe
ct
ive
 
re
po
rti
ng
 an
d o
th
er
 co
m
m
un
ica
tio
ns
 a
bo
ut
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
?
• 
Ar
e 
th
er
e a
n a
pp
ro
pr
ia
te
 n
um
be
r o
f p
eo
pl
e,
 p
ar
tic
ul
ar
ly 
wi
th
 re
sp
ec
t t
o 
da
ta
 pr
o­
ce
ss
in
g 
an
d 
ac
co
un
tin
g 
fu
nc
tio
ns
, w
ith
 th
e r
eq
ui
sit
e 
sk
ill l
ev
el
s r
el
at
ive
 to
 th
e 
siz
e o
f 
th
e 
en
tit
y 
an
d n
at
ur
e 
an
d c
om
pl
ex
ity
 o
f a
ct
ivi
tie
s a
nd
 sy
st
em
s?
• 
Ar
e m
ec
ha
ni
sm
s i
n p
la
ce
 fo
r r
ep
or
tin
g i
de
nt
ifi
ed
 in
te
rn
al
 co
nt
ro
l d
ef
ici
en
cie
s?
 H
ow
 
ar
e 
ga
ps
 re
po
rte
d 
to
 m
an
ag
em
en
t?
Th
e 
co
m
pa
ny
 h
as
 an
 o
rg
an
iza
tio
na
l d
ia
gr
am
 th
at
 d
ep
ict
s r
ep
or
tin
g l
in
es
. R
ol
es
 ar
e a
ss
ig
ne
d 
wi
th
in
 th
e 
co
rp
or
at
e 
of
fic
e 
ac
co
un
tin
g 
gr
ou
p 
re
la
tiv
e 
to
 v
ar
io
us
 fi
na
nc
ia
l c
yc
le
s (
e.
g.
 pa
yr
ol
l, 
pa
ya
bl
es
, re
ce
iva
bl
es
, e
tc
). E
ac
h 
of
 th
e 
ot
he
r l
oc
at
io
ns
 ha
s s
ta
ff 
th
at
 re
po
rt 
di
re
ct
ly 
to
 se
ni
or
 
ac
co
un
tin
g p
er
so
nn
el
.
W
he
n a
n o
rg
an
iza
tio
na
l c
ha
ng
e i
s m
ad
e,
 ch
an
ge
s a
re
 m
ad
e i
n t
he
 fi
na
nc
ia
l s
ys
te
m
. S
uc
h 
ch
an
ge
s a
re
 co
nf
irm
ed
 in
 th
e m
on
th
ly 
ac
co
un
tin
g m
ee
tin
g.
M
an
ag
em
en
t h
as
 d
ev
el
op
ed
 an
d 
co
m
m
un
ica
te
d 
an
 o
rg
an
iza
tio
na
l s
tru
ct
ur
e 
th
at
 d
el
in
ea
te
s 
re
po
rti
ng
 ro
le
s a
nd
 re
sp
on
sib
ilit
ie
s.
Th
e c
or
e a
cc
ou
nt
in
g g
ro
up
 co
ns
ist
s o
f a
 C
FO
, c
on
tro
lle
r, 
an
d A
cc
ou
nt
in
g M
an
ag
er
, a
nd
 al
l 
ha
ve
 a
pp
ro
pr
ia
te
 e
xp
er
ie
nc
e. 
In
 ad
di
tio
n 
th
er
e i
s a
n I
T 
m
an
ag
er
 th
at
 su
pp
or
ts
 th
e 
fin
an
cia
l 
ac
co
un
tin
g s
ys
te
m
s.
A 
pr
oc
es
s i
s in
 pl
ac
e 
to
 d
oc
um
en
t i
nt
er
na
l c
on
tro
ls,
 a
nd
 ex
ce
pt
io
ns
 fr
om
 te
st
in
g 
of
 co
nt
ro
ls 
ar
e 
co
m
m
un
ica
te
d 
to
 m
an
ag
em
en
t a
cc
or
di
ng
ly.
5. Financ
ial
 Re
po
rti
ng
 Co
m
pe
te
nc
ies
 - T
he
 co
m
pa
ny
 re
ta
in
s i
nd
ivi
du
al
s c
om
pe
te
nt
 in
 fi
na
nc
ia
l re
po
rti
ng
 an
d r
el
at
ed
 ov
er
sig
ht
 ro
le
s.
5.
1 
Do
es
 th
e 
co
m
pa
ny
 id
en
tif
y 
co
m
pe
te
nc
ie
s t
ha
t s
up
po
rt 
ac
cu
ra
te
 a
nd
 re
lia
bl
e 
fin
an
cia
l 
re
po
rti
ng
?
5.
2 
Do
es
 th
e 
co
m
pa
ny
 e
m
pl
oy
 o
r o
th
er
wi
se
 re
ta
in
 in
di
vid
ua
ls 
wh
o 
po
ss
es
s t
he
 re
qu
ire
d 
co
m
pe
te
nc
ie
s r
el
at
ed
 to
 fi
na
nc
ia
l re
po
rti
ng
?
5.
3 
Do
es
 th
e 
co
m
pa
ny
 re
gu
la
rly
 e
va
lu
at
e 
an
d m
ai
nt
ai
n n
ee
de
d 
co
m
pe
te
nc
ie
s?
M
an
ag
em
en
t i
de
nt
ifi
ed
 an
d d
oc
um
en
te
d n
ec
es
sa
ry
 fi
na
nc
ia
l re
po
rti
ng
 co
m
pe
te
nc
ie
s, 
an
d 
th
e b
oa
rd
 ha
s r
ev
ie
we
d.
 T
he
se
 ca
ll f
or
 a
cc
ou
nt
in
g d
es
ig
na
tio
ns
 a
nd
 e
xp
er
ie
nc
e i
n s
pe
cif
ie
d 
po
sit
io
ns
. C
om
pe
te
nc
ie
s a
re
 ke
pt
 cu
rre
nt
 th
ro
ug
h 
on
go
in
g p
ro
fe
ss
io
na
l in
st
itu
te
 tr
ai
ni
ng
. (s
ee
 
al
so
 7.
3)
Th
e 
CF
O
 is 
a C
PA
 w
ho
 g
ai
ne
d s
ev
en
 ye
ar
s e
xp
er
ie
nc
e 
at
 a 
"B
ig
 4
"fi
rm
 an
d 
fiv
e m
or
e 
as
 co
nt
ro
lle
r 
of
 a
 m
id
-s
ize
 p
ub
lic
 co
m
pa
ny
. T
he
 co
nt
ro
lle
r i
s a
 C
M
A,
 w
ith
 fi
ve
 y
ea
rs
 e
xp
er
ie
nc
e 
at
 a 
sm
al
l 
pu
bl
ic 
co
m
pa
ny
. Th
e 
ac
co
un
tin
g m
an
ag
er
 a
nd
 sy
st
em
s m
an
ag
er
 h
av
e 
ac
co
un
tin
g 
an
d I
T 
di
pl
om
as
 re
sp
ec
tiv
el
y f
ro
m
 a 
po
lyt
ec
hn
ic 
in
st
itu
tio
n,
 w
ith
 se
ve
ra
l y
ea
rs
 e
xp
er
ie
nc
e i
n o
th
er
 
co
m
pa
ni
es
.
O
n a
n a
nn
ua
l b
as
is,
 th
e 
co
nt
ro
lle
r a
ss
es
se
s t
he
 co
m
pe
te
nc
ie
s o
f a
cc
ou
nt
in
g s
ta
ff 
an
d 
tra
in
in
g 
re
ce
ive
d o
ve
r t
he
 ye
ar
, a
nd
 su
m
m
ar
ize
s f
in
di
ng
s t
o t
he
 C
FO
.
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Su
m
m
ar
y 
of
 E
nt
ity
-W
id
e 
Co
nt
ro
l a
nd
 M
an
ag
em
en
t's
 D
oc
um
en
ta
tio
n
6.
 Author
ity
 an
d R
es
po
ns
ibi
lit
y - 
M
an
ag
em
en
t a
nd
 em
pl
oy
ee
s a
re
 as
sig
ne
d a
pp
ro
pr
ia
te
 le
ve
ls 
of
 au
th
or
ity
 a
nd
 re
sp
on
sib
ilit
y t
o 
fa
cil
ita
te
 e
ffe
ct
ive
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
6.
1 
Do
es
 th
e b
oa
rd
 o
f d
ire
ct
or
s o
ve
rs
ee
 m
an
ag
em
en
t's
 p
ro
ce
ss
 fo
r d
ef
in
in
g r
es
po
ns
ib
ilit
ie
s
fo
r k
ey
 fi
na
nc
ia
l re
po
rti
ng
 ro
le
s?
6.
2 
Ar
e 
th
e 
CE
O
 a
nd
 se
ni
or
 m
an
ag
em
en
t r
es
po
ns
ib
le
 fo
r s
ou
nd
 in
te
rn
al
 co
nt
ro
l o
ve
r 
fin
an
cia
l re
po
rti
ng
, in
clu
di
ng
 bo
th
 in
iti
at
in
g 
an
d m
ai
nt
ai
ni
ng
 th
e p
ro
gr
am
?
6.
3 
Ar
e s
en
io
r a
nd
 fu
nc
tio
na
l m
an
ag
em
en
t r
es
po
ns
ib
le
 fo
r e
ns
ur
in
g 
al
l e
m
pl
oy
ee
s 
un
de
rs
ta
nd
 th
ei
r r
es
po
ns
ib
ilit
ie
s f
or
 a
ch
ie
vin
g 
fin
an
cia
l re
po
rti
ng
 o
bj
ec
tiv
es
 th
ro
ug
h 
ad
he
re
nc
e 
to
 in
te
rn
al
 co
nt
ro
l p
ol
ici
es
 a
nd
 pr
oc
ed
ur
es
?
6.
4 
Do
es
 th
e 
as
sig
nm
en
t o
f a
ut
ho
rit
y 
an
d r
es
po
ns
ib
ilit
y i
nc
lu
de
 a
pp
ro
pr
ia
te
 lim
ita
tio
ns
?
An
nu
al
ly 
th
e b
oa
rd
 re
vie
ws
 a
ut
ho
rit
ie
s d
el
eg
at
ed
 to
 m
an
ag
em
en
t a
nd
 m
an
ag
em
en
t's
 p
ro
ce
ss
 
fo
r d
el
in
ea
tin
g r
ol
es
 a
nd
 re
sp
on
sib
ilit
ie
s f
or
 fi
na
nc
ia
l re
po
rti
ng
. T
hi
s i
s r
ef
er
en
ce
d i
n t
he
 b
oa
rd
 
m
in
ut
es
.
Th
e 
fo
rm
al
 jo
b 
de
sc
rip
tio
n 
fo
r t
he
 C
EO
 an
d s
en
io
r m
an
ag
em
en
t i
nc
lu
de
 re
sp
on
sib
ilit
y 
fo
r s
ou
nd
 
in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
. J
ob
 d
es
cr
ip
tio
ns
 ar
e r
ev
ie
we
d 
an
nu
al
ly 
by
 th
e b
oa
rd
. 
Th
is 
is 
re
fe
re
nc
ed
 in
 th
e 
bo
ar
d m
in
ut
es
.
Fo
rm
al
 jo
b 
de
sc
rip
tio
ns
 fo
r s
en
io
r a
nd
 fu
nc
tio
na
l m
an
ag
em
en
t i
nc
lu
de
 re
sp
on
sib
ilit
y f
or
 
en
su
rin
g 
th
at
 al
l e
m
pl
oy
ee
s u
nd
er
st
an
d 
th
e 
im
po
rta
nc
e 
of
 co
m
pl
yin
g 
wi
th
 in
te
rn
al
 co
nt
ro
l
ob
je
ct
ive
s.
Th
e 
or
ga
ni
za
tio
na
l c
ha
rt 
an
d 
jo
b 
de
sc
rip
tio
ns
 d
es
cr
ib
e 
th
e r
es
po
ns
ib
ilit
ie
s o
f f
in
an
ce
 a
nd
 
ac
co
un
tin
g 
of
fic
er
s. 
O
rg
an
iza
tio
n 
ch
ar
ts
 ar
e r
ev
ie
we
d 
an
nu
al
ly 
by
 th
e b
oa
rd
. T
hi
s i
s r
ef
er
en
ce
d 
in
 th
e b
oa
rd
 m
in
ut
es
.
Co
m
pa
ny
 le
ve
l p
ol
ici
es
 se
t l
im
its
 o
n w
ho
 ha
s w
ha
t a
pp
ro
va
l a
ut
ho
rit
y, 
in
clu
di
ng
 th
e l
ev
el
 of
 
tra
ns
ac
tio
n r
eq
ui
rin
g b
oa
rd
 ap
pr
ov
al
. T
hi
s i
s r
e-
co
m
m
un
ica
te
d 
ea
ch
 ye
ar
 to
 st
af
f.
7. Huma
n R
es
ou
rc
es
 - H
um
an
 re
so
ur
ce
 p
ra
ct
ice
s a
re
 d
es
ig
ne
d 
an
d i
m
pl
em
en
te
d 
to
 fa
cil
ita
te
 e
ffe
ct
ive
 in
te
rn
al
 co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
.
7.
1 Has ma
na
ge
m
en
t e
st
ab
lis
he
d h
um
an
 re
so
ur
ce
 p
ra
ct
ice
s t
ha
t d
em
on
st
ra
te
 its
 
co
m
m
itm
en
t t
o i
nt
eg
rit
y, 
et
hi
ca
l b
eh
av
io
r, 
an
d c
om
pe
te
nc
e?
• 
Ar
e k
ey
 m
an
ag
er
s' 
re
sp
on
sib
ilit
ie
s c
le
ar
ly 
de
fin
ed
, a
nd
 is 
th
ei
r u
nd
er
st
an
di
ng
 o
f 
th
es
e r
es
po
ns
ib
ilit
ie
s c
on
sid
er
ed
 ad
eq
ua
te
?
• 
Ar
e p
ol
ici
es
 an
d p
ro
ce
du
re
s f
or
 h
iri
ng
, t
ra
in
in
g,
 p
ro
m
ot
in
g,
 a
nd
 co
m
pe
ns
at
in
g 
em
pl
oy
ee
s i
n p
la
ce
?
Th
e 
co
m
pa
ny
's 
co
m
m
itm
en
t t
o 
in
te
gr
ity
 a
nd
 so
un
d b
us
in
es
s p
ra
ct
ice
s i
s e
vid
en
t t
hr
ou
gh
ou
t i
ts
 
HR
 pr
ac
tic
es
. N
ew
 h
ire
s a
re
 e
du
ca
te
d 
on
 th
e 
co
m
pa
ny
's 
co
m
m
itm
en
t, 
an
d m
us
t s
ig
n o
ff 
on
 th
e 
Co
de
 o
f C
on
du
ct
.
In
te
gr
ity
 a
nd
 et
hi
cs
 ar
e 
a f
ac
to
r i
n c
om
pe
ns
at
io
n a
nd
 pr
om
ot
io
n d
ec
isi
on
s.
De
ta
ile
d r
ol
es
 an
d r
es
po
ns
ib
ilit
ie
s a
re
 d
ef
in
ed
 an
d c
om
m
un
ica
te
d 
an
nu
al
ly 
as
 p
ar
t o
f t
he
 o
ve
ra
ll 
pe
rfo
rm
an
ce
 e
va
lu
at
io
n p
ro
ce
ss
.
HR
 ha
s f
or
m
al
 hi
rin
g,
 tr
ai
ni
ng
, p
ro
m
ot
in
g,
 a
nd
 co
m
pe
ns
at
io
n p
ol
ici
es
.
III
. E
nt
ity
-W
id
e 
Co
nt
ro
ls:
 C
on
tro
l E
nv
iro
nm
en
t
7.
2 
Ar
e 
em
pl
oy
ee
 re
cr
ui
tm
en
t a
nd
 re
te
nt
io
n 
fo
r k
ey
 fi
na
nc
ia
l p
os
iti
on
s g
ui
de
d b
y t
he
 
pr
in
cip
le
s o
f i
nt
eg
rit
y a
nd
 by
 th
e n
ec
es
sa
ry
 co
m
pe
te
nc
ie
s a
ss
oc
ia
te
d 
wi
th
 th
e p
os
iti
on
s?
• 
Do
 e
xe
cu
tiv
es
 h
av
e 
th
e r
eq
ui
re
d k
no
wl
ed
ge
, e
xp
er
ie
nc
e,
 a
nd
 tr
ai
ni
ng
 to
 pe
rfo
rm
 
th
ei
r d
ut
ie
s?
• 
Is 
th
er
e 
ap
pr
op
ria
te
 o
ve
rs
ig
ht
 o
f c
om
pe
ns
at
io
n,
 re
te
nt
io
n,
 a
nd
 te
rm
in
at
io
n 
of
 k
ey
 
ex
ec
ut
ive
s b
y t
he
 b
oa
rd
?
• 
Ar
e e
m
pl
oy
ee
 ca
nd
id
at
e b
ac
kg
ro
un
d 
ch
ec
ks
 p
er
fo
rm
ed
, p
ar
tic
ul
ar
ly 
wi
th
 re
ga
rd
 to
 
pr
io
r a
ct
io
ns
 o
r a
ct
ivi
tie
s c
on
sid
er
ed
 to
 be
 u
na
cc
ep
ta
bl
e b
y t
he
 e
nt
ity
?
7.
3 
Do
es
 m
an
ag
em
en
t s
up
po
rt 
em
pl
oy
ee
s b
y p
ro
vid
in
g 
ac
ce
ss
 to
 th
e 
to
ol
s a
nd
 tr
ai
ni
ng
 
ne
ed
ed
 to
 p
er
fo
rm
 th
ei
r f
in
an
cia
l re
po
rti
ng
 ro
le
s?
• 
Ar
e a
ll e
m
pl
oy
ee
s a
ffe
ct
in
g 
fin
an
cia
l re
po
rti
ng
, in
clu
di
ng
 in
fo
rm
at
io
n 
te
ch
no
lo
gy
 
pe
rs
on
ne
l, a
de
qu
at
el
y 
tra
in
ed
 in
 th
ei
r i
nt
er
na
l c
on
tro
l ro
le
s a
nd
 re
sp
on
sib
ilit
ie
s?
7.
4 
Do
 e
m
pl
oy
ee
 p
er
fo
rm
an
ce
 e
va
lu
at
io
ns
 a
nd
 th
e 
co
m
pa
ny
's 
co
m
pe
ns
at
io
n p
ra
ct
ice
s, 
in
clu
di
ng
 th
os
e 
af
fe
ct
in
g t
op
 m
an
ag
em
en
t, 
su
pp
or
t t
he
 a
ch
ie
ve
m
en
t o
f f
in
an
cia
l 
re
po
rti
ng
 ob
je
ct
ive
s?
Se
e 
co
m
m
en
ts
 re
: P
rin
cip
le
 5.
 Th
e b
oa
rd
 o
f d
ire
ct
or
s c
on
du
ct
s e
xt
en
siv
e r
ev
ie
ws
 o
f a
ll p
ot
en
tia
l 
ex
ec
ut
ive
s.
Th
e b
oa
rd
's 
Co
m
pe
ns
at
io
n c
om
m
itt
ee
 re
vie
w 
al
l c
om
pe
ns
at
io
n,
 p
ro
m
ot
io
n,
 a
nd
 te
rm
in
at
io
n 
de
cis
io
ns
.
Ba
ck
gr
ou
nd
 ch
ec
ks
 ar
e c
on
du
ct
ed
 fo
r a
ll e
m
pl
oy
ee
s.
Al
l e
m
pl
oy
ee
s a
re
 re
qu
ire
d 
to
 ta
ke
 o
ne
 w
ee
k 
of
 tr
ai
ni
ng
, h
al
f o
f w
hi
ch
 is 
sp
ec
ifi
c t
o 
th
ei
r r
ol
e,
 
th
e 
ot
he
r w
hi
ch
 m
ay
 b
e m
or
e 
ge
ne
ra
l in
 na
tu
re
. T
hu
s, 
em
pl
oy
ee
s w
ith
 d
ire
ct
 fi
na
nc
ia
l re
po
rti
ng
 
re
sp
on
sib
ilit
ie
s r
ec
ei
ve
 at
 le
as
t 2
0 h
ou
rs
 o
f f
in
an
cia
l re
po
rti
ng
 tr
ai
ni
ng
 ea
ch
 ye
ar
. 
Em
pl
oy
ee
s w
ith
 re
sp
on
sib
ilit
ie
s f
or
 fi
na
nc
ia
l re
po
rti
ng
 ar
e 
ev
al
ua
te
d o
n t
he
se
 re
sp
on
sib
ilit
ie
s f
or
 
co
m
pe
ns
at
io
n 
an
d p
ro
m
ot
io
n p
ur
po
se
s. 
Th
is 
is 
re
ta
in
ed
 in
 H
R 
fil
es
.
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In
fo
rm
at
io
n 
an
d 
Co
m
m
un
ic
at
io
n
Pr
in
cip
le
 a
nd
 A
ttr
ib
ut
e
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17
. Inte
rn
al 
Co
m
m
un
ica
tio
n -
 Co
m
m
un
ica
tio
ns
 e
na
bl
e 
an
d s
up
po
rt 
un
de
rs
ta
nd
in
g a
nd
 ex
ec
ut
io
n 
of
 in
te
rn
al
 co
nt
ro
l o
bj
ec
tiv
es
, 
an
d 
in
di
vid
ua
l r
es
po
ns
ib
ilit
ie
s a
t a
ll l
ev
el
s o
f t
he
 o
rg
an
iza
tio
n.
17
.1
 
Do
es
 m
an
ag
em
en
t c
om
m
un
ica
te
 to
 al
l p
er
so
nn
el
, p
ar
tic
ul
ar
ly 
th
os
e i
n r
ol
es
 a
ffe
ct
in
g 
fin
an
cia
l re
po
rti
ng
, t
ha
t i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 m
us
t b
e 
ta
ke
n s
er
io
us
ly?
17
.2
 
Do
es
 an
 o
pe
n 
co
m
m
un
ica
tio
ns
 ch
an
ne
l e
xis
t b
et
we
en
 m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 
of
 d
ire
ct
or
s s
o 
th
at
 b
ot
h h
av
e i
nf
or
m
at
io
n n
ee
de
d 
to
 fu
lfi
ll t
he
ir 
ro
le
s w
ith
 re
sp
ec
t t
o 
fin
an
cia
l r
ep
or
tin
g 
ob
je
ct
ive
s?
17
.3
 
Ar
e 
se
pa
ra
te
 lin
es
 o
f c
om
m
un
ica
tio
n 
in
 pl
ac
e 
an
d d
o 
th
ey
 se
rv
e 
as
 a 
"fa
il-
sa
fe
" 
m
ec
ha
ni
sm
 in
 ca
se
 n
or
m
al
 ch
an
ne
ls 
ar
e i
no
pe
ra
tiv
e 
or
 in
ef
fe
ct
ive
?
17
.4
 
Do
es
 th
e b
oa
rd
 ha
ve
 a
cc
es
s t
o 
in
fo
rm
at
io
n 
so
ur
ce
s o
ut
sid
e 
of
 m
an
ag
em
en
t, 
on
 a 
re
gu
la
r 
ba
sis
 a
nd
 as
 ne
ed
ed
, in
clu
di
ng
 ac
ce
ss
 to
 th
e 
ex
te
rn
al
 au
di
to
rs
, t
he
 in
te
rn
al 
au
di
to
rs
, a
nd
 
ot
he
r r
el
ev
an
t p
ar
tie
s (
su
ch
 as
 re
gu
la
to
ry
 a
ut
ho
rit
ie
s)?
W
he
n c
om
m
un
ica
tin
g 
ab
ou
t f
in
an
cia
l re
po
rti
ng
, m
an
ag
em
en
t s
tre
ss
es
 th
e i
m
po
rta
nc
e 
of
 
so
un
d i
nt
er
na
l c
on
tro
ls.
M
an
ag
em
en
t p
os
ts
 d
et
ai
le
d i
nf
or
m
at
io
n e
xp
ec
ta
tio
ns
 re
la
te
d 
to
 in
te
rn
al
 co
nt
ro
l o
n 
th
e 
co
m
pa
ny
 in
tra
ne
t. 
An
nu
al
 re
vie
w 
of
 co
nt
en
t b
y s
en
io
r m
an
ag
em
en
t i
s u
nd
er
ta
ke
n 
to
 id
en
tif
y 
ne
ed
ed
 m
od
ifi
ca
tio
ns
 a
ris
in
g 
ov
er
 tim
e.
M
an
ag
em
en
t m
ee
ts
 w
ith
 th
e b
oa
rd
 at
 le
as
t q
ua
rte
rly
, a
nd
 is 
en
co
ur
ag
ed
 to
 ad
d i
te
m
s t
o 
th
e 
ag
en
da
, a
s n
ee
de
d.
 Th
e 
CE
O
 is 
av
ai
la
bl
e 
to
 th
e b
oa
rd
 C
ha
ir 
as
 ne
ed
ed
.
Em
pl
oy
ee
s a
re
 e
nc
ou
ra
ge
d 
to
 re
po
rt 
sig
ni
fic
an
t i
nf
or
m
at
io
n o
n i
nt
er
na
l c
on
tro
ls 
via
 se
ve
ra
l 
ch
an
ne
ls 
(e
.g
., d
ire
ct
ly 
to
 m
an
ag
em
en
t, 
to
 H
R,
 W
hi
st
le
bl
ow
er
 H
ot
lin
e,
 e
tc
.) 
O
n a
n a
nn
ua
l b
as
is,
 th
e 
au
di
t c
om
m
itt
ee
 m
ee
ts
 w
ith
 bo
th
 in
te
rn
al
 an
d 
ex
te
rn
al
 au
di
to
rs
. In
 
ad
di
tio
n,
 th
e 
au
di
t c
om
m
itt
ee
 m
ee
ts
 w
ith
 o
th
er
 re
le
va
nt
 p
ar
tie
s o
n 
an
 as
-n
ee
de
d b
as
is.
18
. Exte
rn
al 
Co
m
m
un
ica
tio
n -
 M
at
te
rs
 af
fe
ct
in
g 
th
e 
ac
hi
ev
em
en
t o
f f
in
an
cia
l re
po
rti
ng
 ar
e c
om
m
un
ica
te
d 
wi
th
 o
ut
sid
e p
ar
tie
s.
18
.1
 
Do
 o
pe
n e
xt
er
na
l c
om
m
un
ica
tio
ns
 ch
an
ne
ls 
al
lo
w 
in
pu
t f
ro
m
 cu
st
om
er
s, 
co
ns
um
er
s, 
en
d u
se
rs
, s
up
pl
ie
rs
, e
xt
er
na
l a
ud
ito
rs
, re
gu
la
to
rs
, f
in
an
cia
l a
na
lys
ts
, a
nd
 o
th
er
s, 
pr
ov
id
e 
m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 w
ith
 im
po
rta
nt
 in
fo
rm
at
io
n 
on
 th
e 
ef
fe
ct
ive
ne
ss
 o
f i
nt
er
na
l 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
?
18
.2
 
Is 
ac
hi
ev
em
en
t o
f i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 as
se
ss
ed
, w
he
re
 re
qu
ire
d b
y 
ex
te
rn
al
 a
ud
ito
rs
, a
nd
 is 
th
is 
as
se
ss
m
en
t c
om
m
un
ica
te
d 
to
 m
an
ag
em
en
t a
nd
 th
e b
oa
rd
?
Th
e 
co
m
pa
ny
 m
ai
nt
ai
ns
 an
 80
0-
nu
m
be
r t
hr
ou
gh
 w
hi
ch
 st
ak
eh
ol
de
rs
 ca
n p
ro
vid
e 
co
m
m
en
ts
. 
Th
e 
co
nt
ro
lle
r r
eg
ul
ar
ly 
in
te
ra
ct
s w
ith
 ex
te
rn
al
 pa
rti
es
 in
clu
di
ng
 cu
st
om
er
s a
nd
 su
pp
lie
rs
. A
ny
 
co
m
m
en
ts
 no
te
d i
n t
ho
se
 in
te
ra
ct
io
ns
 th
at
 in
di
ca
te
 an
 in
te
rn
al 
co
nt
ro
l c
on
ce
rn
 ar
e s
ha
re
d a
t 
th
e m
on
th
ly 
gr
ou
p 
m
ee
tin
g,
 o
r m
or
e u
rg
en
tly
 a
s n
ee
de
d.
O
n a
n a
nn
ua
l b
as
is,
 th
e 
ex
te
rn
al
 au
di
to
rs
 as
se
ss
 in
te
rn
al
 co
nt
ro
ls 
ov
er
 fi
na
nc
ia
l re
po
rti
ng
, a
nd
 
pr
es
en
t t
he
ir 
fin
di
ng
s t
o 
m
an
ag
em
en
t.
III
. E
nt
ity
-W
id
e C
on
tro
ls:
 M
on
ito
rin
g
M
on
ito
rin
g
Su
m
m
ar
y 
of
 E
nt
ity
-W
id
e 
Co
nt
ro
l a
nd
 M
an
ag
em
en
t's
 D
oc
um
en
ta
tio
n
19
. Ong
oi
ng
 an
d S
ep
ar
at
e E
va
lua
tio
ns
 - O
ng
oi
ng
 an
d/
or
 se
pa
ra
te
 e
va
lu
at
io
ns
 e
na
bl
e m
an
ag
em
en
t t
o 
de
te
rm
in
e 
wh
et
he
r t
he
 o
th
er
 c
om
po
ne
nt
s o
f in
te
rn
al
 
co
nt
ro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 co
nt
in
ue
 to
 fu
nc
tio
n 
ov
er
 ti
m
e.
19
.1
 Is ong
oi
ng
 m
on
ito
rin
g b
ui
lt 
in
to
 o
pe
ra
tio
ns
 th
ro
ug
ho
ut
 th
e 
co
m
pa
ny
?
A 
sa
m
pl
e 
of
 o
ng
oi
ng
 m
on
ito
rin
g i
nc
lu
de
s t
he
 fo
llo
wi
ng
:
• 
CE
O
 a
nd
 C
FO
 a
re
 in
vo
lve
d 
on
 a 
da
ily
 b
as
is 
wi
th
 pr
oc
es
s o
wn
er
s.
• 
CE
O
 a
nd
 C
FO
 re
vie
w 
m
on
th
ly 
di
sa
gg
re
ga
te
d g
ro
ss
 m
ar
gi
n 
an
d o
pe
ra
tin
g m
ar
gi
n 
da
ta
 by
 d
ivi
sio
n.
• 
CE
O
 an
d C
FO
 ar
e r
eq
ui
re
d 
to
 fo
rm
al
ly 
au
th
or
ize
 al
l m
aj
or
 d
isb
ur
se
m
en
ts
 o
r 
co
m
m
itm
en
t o
f c
om
pa
ny
 fu
nd
s.
• 
CF
O
 re
vie
ws
 m
on
th
ly 
al
l ju
dg
m
en
ta
l re
se
rv
e m
ov
em
en
ts
 fo
r e
ac
h d
ivi
sio
n.
• 
Pr
ep
ar
at
io
n o
f r
ep
or
tin
g p
ac
ka
ge
 by
 lo
ca
tio
n 
th
at
 a
na
lyz
es
 tr
en
ds
 in
 in
co
m
e 
an
d 
wo
rk
in
g 
ca
pi
ta
l -
 re
vie
we
d b
y 
CE
O
, C
FO
 an
d B
oa
rd
.
• 
Re
vie
w 
of
 d
isa
gg
re
ga
te
d i
nc
om
e s
ta
te
m
en
ts
 d
at
a v
er
su
s c
om
pa
ra
bl
e p
er
io
d i
n t
he
 
pr
ec
ed
in
g 
ye
ar
.
• 
Pr
ep
ar
at
io
n a
nd
 re
vie
w 
of
 m
on
th
ly 
clo
sin
g 
ch
ec
kli
st
 a
t e
ac
h l
oc
at
io
n 
th
at
 lo
ca
l 
co
nt
ro
lle
rs
hi
p 
sig
ns
 a
nd
 su
bm
its
 to
 th
e 
CF
O
.
• 
Fr
eq
ue
nt
 d
ivi
sio
n 
vis
its
 b
y 
CF
O
 a
nd
 co
nt
ro
lle
r t
o r
ev
ie
w 
ac
co
un
tin
g 
wi
th
 lo
ca
l 
ac
co
un
tin
g p
er
so
nn
el
.
In
 ad
di
tio
n,
 th
e r
ev
ie
w 
of
 b
ud
ge
t-t
o-
ac
tu
al
 is 
an
 im
po
rta
nt
 to
ol
 in
 ev
al
ua
tin
g 
th
e r
es
ul
ts
 o
f 
fin
an
cia
l re
po
rti
ng
. B
ud
ge
ts
 a
re
 p
re
pa
re
d a
nn
ua
lly
 a
nd
 ap
pr
ov
ed
 by
 th
e B
oa
rd
. T
he
 co
nt
ro
lle
r 
is 
re
sp
on
sib
le
 fo
r p
re
pa
rin
g 
th
e b
ud
ge
t u
nd
er
 th
e s
up
er
vis
io
n o
f t
he
 C
FO
 a
nd
 C
EO
 an
d 
ke
y p
er
so
nn
el
 fr
om
 ea
ch
 d
ep
ar
tm
en
t, 
op
er
at
in
g 
an
d 
fin
an
cia
l, a
re
 a
ct
ive
ly 
in
vo
lve
d i
n t
he
 
de
ve
lo
pm
en
t o
f t
he
 b
ud
ge
t. 
O
n 
a q
ua
rte
rly
 b
as
is,
 d
ep
ar
tm
en
ta
l m
an
ag
er
s m
ee
t t
o 
di
sc
us
s t
he
 
co
nt
in
ue
d 
ap
pr
op
ria
te
ne
ss
 o
f t
he
 b
ud
ge
t a
nd
 m
ak
e a
dj
us
tm
en
ts
 n
ec
es
sa
ry
 to
 re
fle
ct
 a
ct
ua
l 
ex
pe
rie
nc
e 
an
d 
cu
rre
nt
 e
co
no
m
ic 
an
d i
nd
us
try
 co
nd
iti
on
s a
nd
 ex
pe
ct
at
io
ns
.
Th
e 
co
nt
ro
lle
r p
re
pa
re
s a
 b
ud
ge
t-t
o-
ac
tu
al
 re
po
rt 
ea
ch
 m
on
th
 an
d i
nv
es
tig
at
es
 a
ny
 u
ne
xp
ec
te
d 
re
su
lts
. T
he
 co
nt
ro
lle
r's
 m
on
th
ly 
re
vie
w 
of
 th
e o
pe
ra
tin
g r
ep
or
ts
 fr
om
 al
l d
ep
ar
tm
en
ts
 an
d 
in
te
ra
ct
io
n 
wi
th
 pe
rs
on
ne
l fr
om
 th
os
e 
de
pa
rtm
en
ts
/d
ivi
sio
ns
. In
 ad
di
tio
n,
 ke
y 
op
er
at
in
g 
pe
rs
on
ne
l a
re
 re
qu
ire
d t
o r
ev
ie
w 
an
d 
as
se
ss
 th
e b
ud
ge
t-t
o-
ac
tu
al 
re
po
rt 
an
d c
om
m
en
t o
n 
va
ria
nc
es
. T
he
 co
m
pl
et
io
n 
of
 th
e b
ud
ge
t-t
o-
ac
tu
al 
re
vie
w 
re
qu
ire
s t
he
 a
pp
ro
va
l o
f a
ll s
en
io
r 
m
an
ag
em
en
t. 
Th
e i
nt
eg
ra
te
d n
at
ur
e 
of
 th
e r
ev
ie
w 
ef
fe
ct
ive
ly 
al
lo
ws
 fo
r t
he
 ti
m
el
y 
id
en
tif
ica
tio
n 
of
 d
iff
er
en
ce
s a
nd
 in
co
ns
ist
en
cie
s t
ha
t m
ay
 h
av
e 
fin
an
cia
l re
po
rti
ng
 im
pl
ica
tio
ns
.
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III
. E
nt
ity
-W
id
e 
Co
nt
ro
ls:
M
on
ito
rin
g
19
.2
 
Do
 e
va
lu
at
io
ns
 p
ro
vid
e 
an
 o
bj
ec
tiv
e 
co
ns
id
er
at
io
n 
of
 th
e 
ov
er
al
l in
te
rn
al
 co
nt
ro
l o
ve
r 
fin
an
cia
l re
po
rti
ng
?
19
.3
 
Do
es
 th
e 
ev
al
ua
to
r u
nd
er
st
an
d 
th
e 
co
m
po
ne
nt
s b
ei
ng
 ev
al
ua
te
d 
an
d h
ow
 th
ey
 re
la
te
 to
 
th
e 
ac
tiv
iti
es
 su
pp
or
tin
g 
th
e r
el
ia
bi
lit
y 
of
 fin
an
cia
l re
po
rti
ng
?
19
.4
 
Do
es
 m
an
ag
em
en
t r
ec
ei
ve
 fe
ed
ba
ck
 o
n 
th
e 
ef
fe
ct
ive
ne
ss
 o
f i
nt
er
na
l c
on
tro
l o
ve
r 
fin
an
cia
l re
po
rti
ng
?
19
.5
 
Do
es
 m
an
ag
em
en
t v
ar
y t
he
 sc
op
e 
an
d 
fre
qu
en
cy
 o
f s
ep
ar
at
e 
ev
al
ua
tio
ns
 d
ep
en
di
ng
 o
n 
th
e 
sig
ni
fic
an
ce
 o
f r
isk
s b
ei
ng
 co
nt
ro
lle
d,
 th
e i
m
po
rta
nc
e 
of
 th
e 
co
nt
ro
ls 
in
 m
iti
ga
tin
g 
th
os
e r
isk
s, 
an
d 
th
e 
ov
er
al
l e
ffe
ct
ive
ne
ss
 o
f o
ng
oi
ng
 m
on
ito
rin
g?
Th
e 
co
m
pa
ny
 d
oe
s n
ot
 e
xp
lic
itl
y s
ep
ar
at
el
y 
as
se
ss
 th
e s
ys
te
m
 o
f i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l 
re
po
rti
ng
. In
st
ea
d,
 it 
re
lie
s o
n t
he
 a
bo
ve
 p
ro
ce
ss
es
 a
nd
 lim
ite
d i
nt
er
na
l a
ud
it 
ac
tiv
iti
es
 w
hi
ch
 
fo
cu
s o
n 
ce
rta
in
 in
te
rn
al
 co
nt
ro
ls.
Th
e 
co
m
pa
ny
 d
oe
s n
ot
 p
er
fo
rm
 se
pa
ra
te
 e
va
lu
at
io
ns
 o
f t
he
 in
te
rn
al
 co
nt
ro
l s
ys
te
m
.
Th
is 
is p
ro
vid
ed
 in
di
re
ct
ly 
th
ro
ug
h 
th
e 
ab
ov
e 
ap
pr
oa
ch
es
 n
ot
ed
 in
 se
ct
io
n 1
9.
1 a
nd
 d
ire
ct
ly 
via
 
a v
ar
ie
ty
 o
f i
nt
er
na
l a
ud
it 
ac
tiv
iti
es
.
Ea
ch
 ye
ar
 th
e 
in
te
rn
al
 au
di
to
r d
ev
el
op
s i
ts
 p
la
n,
 w
hi
ch
 is 
re
vie
we
d b
y m
an
ag
em
en
t a
nd
 th
e 
au
di
t c
om
m
itt
ee
. E
le
m
en
ts
 o
f t
he
 pl
an
 re
fle
ct
 p
er
ce
ive
d c
ha
ng
es
 to
 ris
ks
 to
 fi
na
nc
ia
l re
po
rti
ng
.
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20
. Rep
or
tin
g D
ef
ici
en
cie
s - 
In
te
rn
al
 co
nt
ro
l d
ef
ici
en
cie
s a
re
 id
en
tif
ie
d 
an
d c
om
m
un
ica
te
d 
in
 a 
tim
el
y m
an
ne
r t
o 
th
os
e p
ar
tie
s r
es
po
ns
ib
le
 fo
r t
ak
in
g 
co
rre
ct
ive
 a
ct
io
n,
 
an
d 
to
 m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 as
 a
pp
ro
pr
ia
te
.
20
.1
 
Ar
e 
fin
di
ng
s o
f i
nt
er
na
l c
on
tro
l d
ef
ici
en
cie
s r
ep
or
te
d 
to
 th
e i
nd
ivi
du
al
 w
ho
 o
wn
s t
he
 
pr
oc
es
s a
nd
 re
la
te
d c
on
tro
ls,
 an
d 
wh
o 
is 
in
 po
sit
io
n 
to
 ta
ke
 co
rre
ct
ive
 a
ct
io
ns
? A
re
 th
e 
fin
di
ng
s a
lso
 re
po
rte
d 
to
 a
t l
ea
st
 o
ne
 le
ve
l o
f m
an
ag
em
en
t a
bo
ve
 th
e p
ro
ce
ss
 o
wn
er
?
20
.2
 
Ar
e 
de
fic
ie
nc
ie
s i
n i
nt
er
na
l c
on
tro
l o
ve
r f
in
an
cia
l re
po
rti
ng
 co
m
m
un
ica
te
d 
to
 to
p 
m
an
ag
em
en
t a
nd
 th
e b
oa
rd
 or
 a
ud
it 
co
m
m
itt
ee
, re
gu
la
rly
 a
nd
 as
 n
ec
es
sa
ry
?
20
.3
 
Ar
e 
de
fic
ie
nc
ie
s r
ep
or
te
d 
fro
m
 bo
th
 in
te
rn
al
 an
d 
ex
te
rn
al
 so
ur
ce
s c
on
sid
er
ed
 fo
r i
nt
er
na
l 
co
nt
ro
l im
pl
ica
tio
ns
, a
nd
 ti
m
el
y c
or
re
ct
ive
 a
ct
io
ns
 id
en
tif
ie
d a
nd
 ta
ke
n?
W
he
n a
 sp
ec
ifi
c 
we
ak
ne
ss
 in
 co
nt
ro
l is
 d
et
ec
te
d 
as
 p
ar
t o
f t
he
 a
bo
ve
, t
he
 C
FO
 o
r c
on
tro
lle
r w
ill 
co
nt
ac
t t
he
 p
ro
ce
ss
 o
wn
er
 a
nd
 di
sc
us
s f
in
di
ng
s a
nd
 su
gg
es
tio
ns
 fo
r r
em
ed
ia
tio
n.
 
Al
l s
ig
ni
fic
an
t f
in
di
ng
s a
re
 re
po
rte
d 
to
 th
e 
CF
O
 m
on
th
ly.
 Th
e 
CF
O
 up
da
te
s t
he
 a
ud
it 
co
m
m
itt
ee
 
qu
ar
te
rly
 o
n 
th
e 
st
at
us
 o
f i
nt
er
na
l c
on
tro
l, i
nc
lu
di
ng
 co
nt
ro
l n
ew
ly 
id
en
tif
ie
d 
we
ak
ne
ss
es
, 
co
nt
ro
l w
ea
kn
es
s r
em
ed
ia
tio
n i
n p
ro
ce
ss
, a
nd
 re
m
ed
ia
tio
n 
ef
fo
rts
 co
m
pl
et
ed
. 
Fin
di
ng
s o
rig
in
at
in
g i
nt
er
na
lly
, o
r e
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at
io
n 
an
d 
An
al
ys
is 
by
 A
cc
ou
nt
 a
nd
 D
isc
lo
su
re
Fi
na
nc
ia
l S
ta
te
m
en
t
Ac
co
un
t/
 D
isc
lo
su
re
BA
LA
NC
E 
SH
EE
T
As
se
ts Ca
sh
 &
 C
as
h E
qu
iva
le
nt
s 
6%
 
M
 
H 
M
 
H 
M
 
H
Ac
co
un
ts
 R
ec
ei
va
bl
e 
30
%
 
H 
H 
H 
H 
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M
 
M
 
M
 
M
 
M
To
ta
l A
ss
et
s 
10
0%
Li
ab
ilit
ie
s
Ac
co
un
ts
 P
ay
ab
le
 
25
%
 
H 
H 
L 
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at
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Ri
gh
ts
 a
nd
 O
bl
ig
at
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at
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d D
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pa
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ra
ll 
Ra
tin
g
Si
gn
ifi
ca
nt
 A
ss
er
tio
ns
3
E 
C V/A R&O
 P&D
Ri
sk
 A
ss
es
sm
en
t M
at
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at
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 D
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 D
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at
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at
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ra
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 p
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at
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Ri
gh
ts
 an
d O
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at
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at
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d D
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su
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ro
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ro
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 C
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d C
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ra
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ra
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at
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y D
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 Re
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 D
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 C
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ra
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 C
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ra
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 d
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 o
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Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools 37
Ca
sh
 &
 C
as
h 
Eq
ui
va
le
nt
s
Ac
co
un
ts
 
Pa
ya
bl
e
Re
ta
in
ed
Ea
rn
in
gs
Pr
od
uc
t S
al
es
Co
m
pe
ns
at
io
n 
an
d 
Re
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at
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ro
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ro
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 D
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 C
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ra
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 C
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at
io
n 
N
am
e
Tr
ea
su
ry
 M
an
ag
em
en
t
So
ftw
ar
e
Sp
re
ad
sh
ee
t
Fin
an
cia
l S
of
tw
ar
e
N
on
e
Fin
an
cia
l S
of
tw
ar
e 
Fin
an
cia
l S
of
tw
ar
e 
Fin
an
cia
l S
of
tw
ar
e 
O
ut
so
ur
ce
d 
O
ut
so
ur
ce
d 
Sp
re
ad
sh
ee
t
St
oc
k 
O
pt
io
n 
So
ftw
ar
e 
In
co
m
e T
ax
 S
of
tw
ar
e 
Fin
an
cia
l S
of
tw
ar
e 
Sp
re
ad
sh
ee
t
W
or
d P
ro
ce
ss
in
g
D
at
ab
as
e
Em
be
dd
ed
N
/A Pr
op
rie
ta
ry
 
Da
ta
ba
se
N
/A
N
/A Pr
op
rie
ta
ry
 
Da
ta
ba
se
 
Pr
op
rie
ta
ry
 
Da
ta
ba
se
N
/A
N
/A
N
/A Em
be
dd
ed
 
Em
be
dd
ed
 
Pr
op
rie
ta
ry
 
Da
ta
ba
se
N
/A
N
/A
O
pe
ra
tin
g
Sy
st
em
W
in
do
ws
W
in
do
ws
UN
IX
N
/A
N
/A
W
in
do
ws
W
in
do
ws
N
/A
N
/A N
et
wo
rk
 Fi
le
 S
ha
re
s
W
in
do
ws
 P
C 
Ba
se
d
W
in
do
ws
W
in
do
ws
W
in
do
ws
W
in
do
ws
Cr
iti
ca
l
Sp
re
ad
sh
ee
t
N
am
e
N
/A Sp
re
ad
sh
ee
t
N
/A N
/A Sp
re
ad
sh
ee
t
N
/A
N
/A N/
A
Em
pl
oy
ee
 Be
ne
fit
s,
Ti
m
e 
Sh
ee
ts
In
ce
nt
ive
s
N
/A N
/A
N
/A Fin
an
cia
l
Sp
re
ad
sh
ee
ts
N
/A
Su
pp
or
te
d 
by
 
a 
Th
ird
 P
ar
ty
N
o
N
o
Ye
s
N
/A
N
/A Ye
s
Ye
s
Ye
s
Ye
s
N
o
Ye
s
N
o
Ye
s
N
o N
o
H
os
te
d 
by
 a
 
Th
ird
 P
ar
ty
 
Pr
ov
id
er
N
o
N
o
Ye
s 
N
/A
N
/A
 
Ye
s 
Ye
s
Ye
s
Ye
s 
N
o
Ye
s
N
o
Ye
s 
N
o
N
o
V.
 Acco
un
t E
sti
m
at
es
, A
dj
us
tin
g E
nt
rie
s, 
an
d C
lo
sin
g E
nt
rie
s
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e r
ef
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 an
d C
om
ple
te
ne
ss
 - A
ll n
on
re
cu
rri
ng
 
ev
en
ts
 a
nd
 tr
an
sa
ct
io
ns
 a
re
 va
lid
 an
d p
ro
pe
rly
 
re
co
rd
ed
 in
 th
e 
ap
pr
op
ria
te
 a
cc
ou
nt
in
g 
pe
rio
d.
 
Va
lua
tio
n -
 Al
l jo
ur
na
l e
nt
rie
s m
us
t b
al
an
ce
. 
Va
lua
tio
n a
nd
 Co
m
pl
et
en
es
s - 
Re
la
te
d p
ar
ty
 e
ve
nt
s 
an
d 
tra
ns
ac
tio
ns
 ar
e i
de
nt
ifi
ed
, a
pp
ro
pr
ia
te
ly 
ac
co
un
te
d 
fo
r, 
an
d 
di
sc
lo
se
d 
as
 n
ec
es
sa
ry
 in
 th
e 
co
rre
ct
 a
cc
ou
nt
in
g 
pe
rio
d.
Ri
sk
 
Pe
rs
on
ne
l w
ith
ou
t t
he
 p
ro
pe
r a
ut
ho
rit
y 
ha
ve
 a
cc
es
s t
o 
th
e 
ge
ne
ra
l le
dg
er
, 
wh
ich
 m
ay
 re
su
lt 
in
 p
ro
ce
ss
in
g 
of
 
fic
tit
io
us
 tr
an
sa
ct
io
ns
 a
nd
 ul
tim
at
el
y 
fin
an
cia
l s
ta
te
m
en
t m
iss
ta
te
m
en
ts
. 
Pe
rs
on
ne
l re
co
rd
 in
va
lid
 tr
an
sa
ct
io
ns
 
in
 th
e 
ge
ne
ra
l le
dg
er
, w
hi
ch
 m
ay
 
le
ad
 to
 fi
na
nc
ia
l s
ta
te
m
en
ts
 co
at
in
g,
 
m
isl
ea
di
ng
, o
r m
iss
ta
te
d 
ac
co
un
t 
ba
la
nc
es
.
Pe
rs
on
ne
l d
o 
no
t r
ec
or
d n
on
re
cu
rri
ng
 
ev
en
ts
 in
to
 th
e 
ge
ne
ra
l le
dg
er
, le
ad
in
g 
to
 in
co
m
pl
et
e 
fin
an
cia
l s
ta
te
m
en
ts
. 
Pe
rs
on
ne
l p
re
pa
re
 an
d 
en
te
r j
ou
rn
al
 
en
tri
es
 in
to
 th
e 
ge
ne
ra
l le
dg
er
 w
hi
ch
 
do
 n
ot
 b
al
an
ce
, le
ad
in
g 
to
 in
ac
cu
ra
te
 
fin
an
cia
l s
ta
te
m
en
ts
.
Pe
rs
on
ne
l d
o n
ot
 a
de
qu
at
el
y i
de
nt
ify
 
tra
ns
ac
tio
ns
 w
ith
 re
la
te
d p
ar
tie
s, 
wh
ich
 
m
ay
 le
ad
 to
 in
ad
eq
ua
te
 o
r i
nc
om
pl
et
e 
re
co
rd
in
g 
or
 d
isc
lo
su
re
 o
f r
el
at
ed
 pa
rty
 
tra
ns
ac
tio
ns
.
En
tit
y-
W
id
e 
Co
nt
ro
l 
O
nl
y 
th
e 
co
nt
ro
lle
r a
nd
 A
cc
ou
nt
in
g M
an
ag
er
 h
av
e 
ac
ce
ss
 to
 th
e 
Ge
ne
ra
l L
ed
ge
r. 
Th
e 
sy
st
em
 is 
pa
ss
wo
rd
 pr
ot
ec
te
d a
nd
 pa
ss
wo
rd
s 
ar
e 
ch
an
ge
d 
ev
er
y 3
 m
on
th
s t
o 
pr
ev
en
t u
na
ut
ho
riz
ed
 ac
ce
ss
 to
 
ge
ne
ra
l le
dg
er
.
Th
e 
co
nt
ro
lle
r r
ev
ie
ws
 d
et
ai
ls 
of
 al
l n
on
re
cu
rri
ng
 tr
an
sa
ct
io
ns
 
fo
r c
om
pl
et
en
es
s a
nd
 va
lid
ity
 o
n 
a m
on
th
ly 
ba
sis
 as
 pa
rt 
of
 th
e 
m
on
th
ly 
jo
ur
na
l e
nt
ry
 re
vie
w.
 H
e 
ap
pr
ov
es
 th
e j
ou
rn
al
 e
nt
ry
 lo
g 
an
d s
ig
ns
 it 
to
 e
vid
en
ce
 th
e r
ev
ie
w.
Th
e 
ac
co
un
tin
g 
sy
st
em
 w
ill 
no
t p
ro
ce
ss
 a 
jo
ur
na
l e
nt
ry
 if
 th
e 
en
try
 
do
es
 n
ot
 b
al
an
ce
, g
en
er
at
in
g 
an
 er
ro
r m
es
sa
ge
 d
isp
la
ye
d 
fo
r t
he
 
in
di
vid
ua
l p
os
tin
g 
th
e 
en
try
 to
 re
so
lve
.
A 
lis
tin
g 
of
 re
la
te
d p
ar
tie
s i
s p
ro
vid
ed
 by
 th
e 
CF
O
, C
EO
, a
nd
 
Di
re
ct
or
s. 
Th
e 
co
nt
ro
lle
r a
nd
 A
cc
ou
nt
in
g M
an
ag
er
 co
ns
ol
id
at
e 
th
e l
ist
in
gs
. R
el
ia
nc
e i
s p
la
ce
d 
on
 th
e 
CF
O
, C
EO
, a
nd
 D
ire
ct
or
s 
th
at
 th
e i
nf
or
m
at
io
n 
th
ey
 p
ro
vid
e i
s c
om
pl
et
e. 
Th
e 
Ac
co
un
tin
g 
M
an
ag
er
 p
er
fo
rm
s a
 se
ar
ch
 in
 th
e 
AP
 an
d 
AR
 su
b-
le
dg
er
s t
o 
de
te
rm
in
e 
tra
ns
ac
tio
ns
 w
ith
 su
ch
 en
tit
ie
s a
nd
 pr
ov
id
es
 th
e l
ist
 to
 
th
e 
co
nt
ro
lle
r f
or
 u
se
 in
 d
et
er
m
in
in
g 
wh
et
he
r r
ec
or
di
ng
 an
 en
try
 
or
 d
isc
lo
su
re
 is
 ap
pr
op
ria
te
. O
n 
a q
ua
rte
rly
 b
as
is 
th
e 
co
nt
ro
lle
r a
lso
 
re
vie
ws
 ro
ut
in
e r
el
at
ed
 pa
rty
 a
ct
ivi
ty
 to
 e
ns
ur
e 
ac
co
un
tin
g 
an
d 
di
sc
lo
su
re
 is
 a
pp
ro
pr
ia
te
.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
Au
to
m
at
ed
Au
to
m
at
ed
 
Au
to
m
at
ed
 
M
an
ua
l
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V.
 A
cc
ou
nt
 Es
tim
at
es
, A
dj
us
tin
g E
nt
rie
s, 
an
d 
Cl
os
in
g E
nt
rie
s
Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n
Pe
rio
d 
Cl
os
e
Ex
ist
en
ce
 - P
os
tin
gs
 to
 pr
io
r p
er
io
ds
 ar
e r
es
tri
ct
ed
. 
Ex
ist
en
ce
, C
om
ple
te
ne
ss
 an
d V
alu
at
io
n 
- R
ec
on
cil
ia
tio
ns
 ar
e p
ro
pe
rly
 p
er
fo
rm
ed
 an
d 
re
vie
we
d 
fo
r a
ll s
ig
ni
fic
an
t a
cc
ou
nt
s o
n a
 ti
m
el
y 
ba
sis
 an
d 
in
 th
e 
ap
pr
op
ria
te
 a
cc
ou
nt
in
g p
er
io
d;
 
iss
ue
s i
de
nt
ifi
ed
 ar
e r
es
ol
ve
d.
Ex
ist
en
ce
, C
om
ple
te
ne
ss
 an
d V
alu
at
ion
 - P
os
tin
gs
 
fro
m
 su
bl
ed
ge
r t
o 
GL
 a
re
 m
ad
e 
co
m
pl
et
el
y, 
ac
cu
ra
te
ly,
 a
nd
 in
 th
e p
ro
pe
r p
er
io
d.
Ex
ist
en
ce
, C
om
ple
te
ne
ss
 an
d V
alu
at
ion
 - S
us
pe
ns
e, 
in
va
lid
, o
r o
th
er
 re
je
ct
ed
 or
 im
pr
op
er
 a
ut
om
at
ed
 
po
st
in
gs
 a
re
 an
al
yz
ed
 an
d r
es
ol
ve
d o
n a
 ti
m
el
y 
ba
sis
.
Fo
re
ig
n 
Cu
rr
en
cy
 T
ra
ns
la
tio
ns
 
Va
lua
tio
n -
 Ex
ch
an
ge
 ra
te
s u
se
d 
to
 tr
an
sla
te
 
fo
re
ig
n 
cu
rre
nc
y t
ria
l b
al
an
ce
s o
r a
m
ou
nt
s a
re
 
va
lid
.
Va
lua
tio
n -
 Fo
re
ig
n 
ex
ch
an
ge
 g
ai
ns
 an
d l
os
se
s a
re
 
co
rre
ct
ly 
ac
co
un
te
d 
fo
r.
Pe
rs
on
ne
l u
se
 in
ac
cu
ra
te
 m
on
th
- 
en
d 
fo
re
ig
n c
ur
re
nc
y r
at
es
, re
su
lti
ng
 
in
 m
iss
ta
te
d 
fo
re
ig
n 
de
no
m
in
at
ed
 
ac
co
un
t b
al
an
ce
s.
Pe
rs
on
ne
l m
ay
 re
co
rd
 in
ap
pr
op
ria
te
 
ga
in
s o
r l
os
se
s i
n t
he
 in
co
m
e
st
at
em
en
t.
Ri
sk
Pe
rs
on
ne
l m
ak
e 
ad
ju
st
m
en
ts
 to
 cl
os
ed
 
ac
co
un
tin
g p
er
io
ds
. U
na
ut
ho
riz
ed
 
clo
sin
g 
en
tri
es
 in
 pr
io
r p
er
io
ds
 m
ay
 
re
su
lt 
in
 m
iss
ta
te
d 
ac
co
un
t b
al
an
ce
s. 
Pe
rs
on
ne
l d
o 
no
t p
er
fo
rm
 
re
co
nc
ilia
tio
ns
 in
 th
e 
ap
pr
op
ria
te
 
ac
co
un
tin
g p
er
io
d.
 Th
is 
m
ay
 re
su
lt 
in
 in
ac
cu
ra
te
 o
r i
nc
om
pl
et
e 
fin
an
cia
l 
st
at
em
en
ts
. 
Su
bl
ed
ge
r t
o 
GL
 p
os
tin
gs
 ar
e 
in
ac
cu
ra
te
 o
r i
nc
om
pl
et
e,
 le
ad
in
g t
o 
m
iss
ta
te
d 
fin
an
cia
l s
ta
te
m
en
ts
. 
Ex
ist
en
ce
 o
f u
nr
es
ol
ve
d s
us
pe
ns
e, 
in
va
lid
 or
 o
th
er
 re
je
ct
ed
 or
 im
pr
op
er
 
au
to
m
at
ed
 po
st
in
gs
 a
t p
er
io
d 
en
d,
 
le
ad
in
g 
to
 in
ac
cu
ra
te
 fi
na
nc
ia
l 
in
fo
rm
at
io
n i
n t
he
 g
en
er
al
 le
dg
er
.
En
tit
y-
W
id
e 
Co
nt
ro
l
Po
st
in
gs
 to
 cl
os
ed
 pe
rio
ds
 ar
e r
es
tri
ct
ed
 by
 th
e 
ac
co
un
tin
g 
sy
st
em
. 
Th
e s
ys
te
m
 w
ill 
ac
ce
pt
 su
ch
 po
st
in
gs
 o
nl
y u
po
n 
ac
ce
pt
an
ce
 b
y 
th
e
CF
O
 o
r c
on
tro
lle
r.
Th
e 
co
nt
ro
lle
r r
ev
ie
ws
 e
ac
h m
on
th
 al
l re
co
nc
ilia
tio
ns
 pr
ep
ar
ed
 
in
 th
e 
de
pa
rtm
en
t. T
hi
s r
ev
ie
w 
co
ns
id
er
s w
he
th
er
 th
e 
ac
co
un
t 
wa
s r
ec
on
cil
ed
 w
ith
in
 15
 da
ys
 o
f m
on
th
-e
nd
 an
d 
wh
et
he
r a
ll 
un
re
co
nc
ile
d d
iff
er
en
ce
s h
av
e b
ee
n r
es
ol
ve
d.
Th
e s
ub
le
dg
er
 a
ut
om
at
ica
lly
 su
m
m
ar
ize
s a
nd
 po
st
s a
pp
ro
pr
ia
te
 
en
tri
es
 to
 th
e 
ge
ne
ra
l le
dg
er
 a
cc
ou
nt
s. T
he
 A
cc
ou
nt
in
g 
M
an
ag
er
 
re
vie
ws
 e
nt
rie
s p
os
te
d a
s p
ar
t o
f t
he
 su
bl
ed
ge
r r
ec
on
cil
ia
tio
ns
. 
Th
e 
co
nt
ro
lle
r r
ev
ie
ws
 an
d a
pp
ro
ve
s a
ll s
ub
le
dg
er
s t
o 
ge
ne
ra
l 
le
dg
er
 re
co
nc
ilia
tio
ns
 o
n 
a m
on
th
ly 
ba
sis
; e
xc
ep
tio
ns
 ar
e r
es
ol
ve
d 
by
 th
e 
Ac
co
un
tin
g M
an
ag
er
 p
rio
r t
o 
clo
se
. A
ny
 su
sp
en
de
d o
r 
in
va
lid
 d
at
a s
ho
ws
 up
 as
 a 
re
co
nc
ilin
g i
te
m
.
M
on
th
-e
nd
 ra
te
s u
se
d t
o p
ro
pe
rly
 tr
an
sla
te
 b
al
an
ce
s a
re
 o
bt
ai
ne
d 
by
 th
e 
Ac
co
un
tin
g M
an
ag
er
 fr
om
 a 
re
lia
bl
e 
th
ird
 pa
rty
, i.
e.
, a
 
re
pu
ta
bl
e 
fin
an
cia
l in
st
itu
tio
n'
s w
eb
sit
e.
Th
e 
Ac
co
un
tin
g M
an
ag
er
 tr
an
sla
te
s f
or
ei
gn
 e
xc
ha
ng
e 
tri
al
 
ba
la
nc
es
 a
t t
he
 e
nd
 o
f t
he
 m
on
th
, v
er
ify
in
g 
th
at
 p
er
m
an
en
t f
or
ei
gn
 
ex
ch
an
ge
 g
ai
ns
 an
d l
os
se
s a
re
 p
ro
pe
rly
 d
et
er
m
in
ed
 an
d 
wr
itt
en
 of
f, 
an
d 
te
m
po
ra
ry
 g
ai
ns
 an
d l
os
se
s a
re
 p
ro
pe
rly
 re
ta
in
ed
 in
 ba
la
nc
e 
sh
ee
t a
cc
ou
nt
s. 
Am
ou
nt
s a
re
 re
vie
we
d 
an
d a
pp
ro
ve
d b
y 
th
e 
co
nt
ro
lle
r a
s p
ar
t o
f t
he
 re
co
nc
ilia
tio
n p
ro
ce
ss
.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
De
te
ct
ive
 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
Au
to
m
at
ed
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
V.
 A
cc
ou
nt
 Es
tim
at
es
, A
dj
us
tin
g 
En
tri
es
, a
nd
 C
lo
sin
g 
En
tri
es
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n 
Co
ns
ol
id
at
io
ns
 
Co
m
ple
te
ne
ss
 - A
ll s
ub
sid
ia
rie
s o
r o
th
er
 a
pp
lic
ab
le
 
or
ga
ni
za
tio
ns
 ar
e i
de
nt
ifi
ed
 an
d 
co
ns
id
er
ed
 in
 th
e 
co
ns
ol
id
at
io
n p
ro
ce
ss
.
Ex
ist
en
ce
, R
igh
ts 
an
d O
bl
iga
tio
ns
 an
d V
alu
at
ion
 - 
Co
ns
ol
id
at
io
n p
ac
ka
ge
s r
ec
ei
ve
d 
fro
m
 su
bs
id
ia
rie
s 
ac
cu
ra
te
ly 
re
fle
ct
 th
e u
nd
er
lyi
ng
 o
pe
ra
tio
ns
. 
Co
m
ple
te
ne
ss
 an
d R
igh
ts 
an
d O
bli
ga
tio
ns
 - A
ll 
in
te
r-
co
m
pa
ny
 tr
an
sa
ct
io
ns
 an
d b
al
an
ce
s a
re
 
id
en
tif
ie
d,
 re
co
nc
ile
d,
 a
nd
 ap
pr
op
ria
te
ly 
el
im
in
at
ed
 
in
 co
ns
ol
id
at
io
n i
n t
he
 a
pp
ro
pr
ia
te
 a
cc
ou
nt
in
g 
pe
rio
d.
Ri
gh
ts 
an
d O
bli
ga
tio
ns
 - C
on
so
lid
at
io
n 
en
tri
es
 ar
e 
ap
pr
op
ria
te
.
Co
m
ple
te
ne
ss
 an
d P
re
se
nt
at
io
n a
nd
 Di
sc
los
ur
e 
- I
nc
lu
sio
n/
ex
clu
sio
n 
of
 su
bs
id
ia
rie
s i
n 
th
e 
co
ns
ol
id
at
io
n i
s a
pp
ro
pr
ia
te
.
Ex
ist
en
ce
 - I
nc
lu
sio
n/
ex
clu
sio
n o
f s
ub
sid
ia
rie
s i
n 
th
e 
co
ns
ol
id
at
io
n i
s a
pp
ro
pr
ia
te
.
Co
m
ple
te
ne
ss
 an
d V
alu
at
io
n -
 Co
ns
ol
id
at
io
n 
en
tri
es
 ar
e r
ec
or
de
d 
co
m
pl
et
el
y 
an
d 
ac
cu
ra
te
ly.
Ri
sk
 
Pe
rs
on
ne
l fa
il t
o 
id
en
tif
y 
al
l e
nt
iti
es
 
wh
ich
 sh
ou
ld
 be
 in
clu
de
d i
n t
he
 
co
m
pa
ny
's 
co
ns
ol
id
at
io
n o
r i
nc
lu
de
 
in
ap
pr
op
ria
te
 e
nt
iti
es
.
Co
ns
ol
id
at
io
n p
ac
ka
ge
s r
ec
ei
ve
d 
fro
m
 
su
bs
id
ia
rie
s a
re
 in
ac
cu
ra
te
, in
co
m
pl
et
e 
or
 o
th
er
wi
se
 d
o 
no
t a
cc
ur
at
el
y 
re
fle
ct
 
op
er
at
io
ns
 
Pe
rs
on
ne
l d
o 
no
t a
de
qu
at
el
y i
de
nt
ify
 
in
te
r-
co
m
pa
ny
 tr
an
sa
ct
io
ns
 an
d 
ba
la
nc
es
, w
hi
ch
 ar
e n
ot
 e
lim
in
at
ed
 in
 
co
ns
ol
id
at
io
n.
 
Pe
rs
on
ne
l b
oo
k u
na
ut
ho
riz
ed
 
co
ns
ol
id
at
io
n 
en
tri
es
, w
hi
ch
 m
ay
 re
su
lt 
in
 m
iss
ta
te
d 
fin
an
cia
l s
ta
te
m
en
ts
. 
Pe
rs
on
ne
l d
o n
ot
 a
de
qu
at
el
y 
id
en
tif
y 
su
bs
id
ia
rie
s f
or
 in
clu
sio
n i
n t
he
 
co
ns
ol
id
at
io
n,
 o
r e
nt
iti
es
 th
at
 sh
ou
ld
 
be
 in
clu
de
d 
ar
e n
ot
. 
Pe
rs
on
ne
l d
o n
ot
 a
de
qu
at
el
y 
id
en
tif
y s
ub
sid
ia
rie
s a
nd
 as
 su
ch
 th
e 
su
bs
id
ia
rie
s f
in
an
cia
l in
fo
rm
at
io
n i
s n
ot
 
in
clu
de
d i
n 
th
e 
co
ns
ol
id
at
io
n.
 
Pe
rs
on
ne
l b
oo
k i
na
cc
ur
at
e 
or
 
in
co
m
pl
et
e 
co
ns
ol
id
at
in
g 
en
tri
es
, 
le
ad
in
g 
to
 in
co
m
pl
et
e 
or
 in
ac
cu
ra
te
 
fin
an
cia
l s
ta
te
m
en
ts
.
En
tit
y-
W
id
e 
Co
nt
ro
l
Th
e 
ac
co
un
tin
g s
ys
te
m
 au
to
m
at
ica
lly
 in
clu
de
s a
ll s
ub
sid
ia
rie
s i
n t
he
 
ac
co
un
ts
. M
an
ag
em
en
t r
ev
ie
ws
 th
e m
on
th
ly 
fin
an
cia
l p
ac
ka
ge
 an
d 
wo
ul
d l
ike
ly 
de
te
ct
 u
nu
su
al
 am
ou
nt
s i
n 
th
e 
ov
er
al
l re
vie
w 
of
 th
e 
st
at
em
en
ts
Th
e 
fin
an
cia
l s
ta
te
m
en
ts
 su
bm
itt
ed
 fo
r c
on
so
lid
at
io
n 
ar
e p
re
pa
re
d 
fro
m
 th
e 
tri
al
 ba
la
nc
e 
th
at
 is
 pr
ep
ar
ed
 d
ire
ct
ly 
fro
m
 th
e 
di
vis
io
n'
s 
ge
ne
ra
l le
dg
er
.
In
te
r-
co
m
pa
ny
 a
cc
ou
nt
s a
re
 re
co
nc
ile
d b
y 
th
e 
Ac
co
un
tin
g 
M
an
ag
er
, a
nd
 th
e r
ec
on
cil
ia
tio
ns
 ar
e 
ap
pr
ov
ed
 by
 th
e 
co
nt
ro
lle
r 
as
 e
vid
en
ce
 o
f a
pp
ro
va
l. W
he
n o
pe
n i
ss
ue
s e
xis
t, 
th
e 
Ac
co
un
tin
g 
M
an
ag
er
 a
cc
es
se
s t
he
 re
co
nc
ilia
tio
ns
 o
n a
 sh
ar
ed
 dr
ive
 an
d 
re
so
lve
s t
he
 is
su
es
. A
cc
es
s t
o 
th
e 
sh
ar
ed
 d
riv
e i
s r
es
tri
ct
ed
 to
 
fin
an
ce
 p
er
so
nn
el
.
Th
e 
Ac
co
un
tin
g M
an
ag
er
 co
nf
irm
s t
ha
t t
he
re
 ar
e n
o 
tra
ns
ac
tio
ns
 
in
 su
sp
en
se
 in
 th
e r
ec
ov
er
ed
 tr
an
sa
ct
io
ns
 sc
re
en
, a
nd
 p
rin
ts
 o
ut
 a 
sc
re
en
 sh
ot
 o
f t
he
 u
np
os
te
d 
jo
ur
na
l lo
g t
o 
en
su
re
 th
at
 th
er
e 
is n
o 
su
sp
en
de
d/
re
je
ct
ed
 d
at
a. T
he
 co
nt
ro
lle
r a
pp
ro
ve
s a
ll r
es
ol
ut
io
ns
 o
f 
su
sp
en
de
d/
re
je
ct
ed
 da
ta
.
O
nc
e 
an
 in
te
re
st
 in
 a 
co
m
pa
ny
 is
 a
cq
ui
re
d,
 th
e 
co
nt
ro
lle
r a
nd
 C
FO
 
to
ge
th
er
 w
ith
 in
de
pe
nd
en
t a
pp
ra
ise
rs
 d
isc
us
s a
nd
 m
ak
e 
de
cis
io
ns
 
on
 ex
clu
sio
n/
in
clu
sio
n i
n 
th
e 
co
ns
ol
id
at
io
n.
If 
th
er
e i
s a
 ch
an
ge
 in
 ci
rc
um
st
an
ce
s t
ha
t w
ou
ld
 ca
us
e 
an
 en
tit
y 
to
 be
 in
clu
de
d 
or
 n
ot
 in
clu
de
d,
 th
e 
co
nt
ro
lle
r r
ee
va
lu
at
es
 th
e 
in
clu
sio
n/
ex
clu
sio
n 
de
cis
io
n
Th
e 
co
nt
ro
lle
r p
er
fo
rm
s a
 re
vie
w 
of
 th
e 
co
ns
ol
id
at
io
n 
to
 v
er
ify
 al
l 
co
ns
ol
id
at
ed
 ba
la
nc
es
 a
re
 in
 ac
co
rd
an
ce
 w
ith
 U.
S.
 G
AA
P.
 Th
e r
ev
ie
w 
fo
cu
se
s o
n 
el
im
in
at
io
n 
en
tri
es
, c
on
sid
er
in
g,
 fo
r e
xa
m
pl
e,
 w
he
th
er
 
in
te
r-
co
m
pa
ny
 a
cc
ou
nt
s a
re
 ze
ro
 o
r i
nc
lu
de
 o
nl
y 
ba
la
nc
es
 d
ue
 to
 
no
nc
on
so
lid
at
ed
 co
m
pa
ni
es
. D
isc
re
pa
nc
ie
s a
re
 re
se
ar
ch
ed
 an
d 
co
rre
ct
ed
 as
 n
ec
es
sa
ry
 b
y 
th
e 
Ac
co
un
tin
g 
M
an
ag
er
.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
Au
to
m
at
ed
Au
to
m
at
ed
 
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l 
M
an
ua
l
M
an
ua
l
V.
 A
cc
ou
nt
 Es
tim
at
es
, A
dj
us
tin
g 
En
tri
es
, a
nd
 C
lo
sin
g E
nt
rie
s
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n 
Ri
sk
 
En
tit
y-
W
id
e 
Co
nt
ro
l
Fi
na
nc
ia
l S
ta
te
m
en
t P
re
pa
ra
tio
n 
Al
l A
ss
er
tio
ns
 - A
cc
ou
nt
in
g p
ol
ici
es
 ar
e r
el
ev
an
t 
to
 an
d k
ep
t c
ur
re
nt
 in
 re
sp
on
se
 to
 ch
an
ge
s i
n t
he
 
co
m
pa
ny
's 
bu
sin
es
s a
nd
 o
pe
ra
tio
ns
 
Al
l A
ss
er
tio
ns
 - A
ll e
nt
rie
s a
re
 c
on
sis
te
nt
 w
ith
 
es
ta
bl
ish
ed
 ac
co
un
tin
g p
ol
ici
es
 
Al
l A
ss
er
tio
ns
 - I
nt
er
pr
et
at
io
n o
f G
AA
P 
re
qu
ire
m
en
ts
 is
 co
rre
ct
 
Al
l A
ss
er
tio
ns
 - A
cc
ou
nt
in
g p
ol
ici
es
 ar
e 
ap
pr
op
ria
te
 to
 th
e 
co
m
pa
ny
's 
cir
cu
m
st
an
ce
s, 
an
d 
co
nf
or
m
 w
ith
 G
AA
P.
 
Pr
es
en
ta
tio
n a
nd
 Di
sc
los
ur
e - 
Ba
la
nc
es
 an
d 
di
sc
lo
su
re
s a
re
 in
clu
de
d i
n t
he
 fi
na
nc
ia
l s
ta
te
m
en
ts
 
co
m
pl
et
el
y 
an
d 
ac
cu
ra
te
ly 
Pr
es
en
ta
tio
n a
nd
 Di
sc
los
ur
e - 
Fin
an
cia
l s
ta
te
m
en
t 
in
fo
rm
at
io
n i
s f
oo
te
d.
Pr
es
en
ta
tio
n a
nd
 Di
sc
los
ur
e - 
Fin
an
cia
l s
ta
te
m
en
ts
 
co
nf
or
m
 w
ith
 GA
AP
.
M
an
ag
em
en
t d
oe
s n
ot
 e
va
lu
at
e 
th
e 
im
pa
ct
 o
f c
ha
ng
es
 to
 th
e 
co
m
pa
ny
's 
bu
sin
es
s o
r t
he
 o
ve
ra
ll e
co
no
m
ic 
en
vir
on
m
en
t i
n t
he
 co
nt
ex
t o
f t
he
 
co
m
pa
ny
's 
ac
co
un
tin
g p
ol
ici
es
. 
Pe
rs
on
ne
l d
o 
no
t u
nd
er
st
an
d 
or
 a
re
 
un
aw
ar
e 
of
 th
e 
co
m
pa
ny
's 
ac
co
un
tin
g 
po
lic
ie
s r
es
ul
tin
g i
n d
ev
ia
tio
ns
 fr
om
 
co
m
pa
ny
 p
ol
icy
, w
hi
ch
 m
ay
 le
ad
 to
 
m
isa
pp
lic
at
io
n 
of
 p
ol
ici
es
. 
Un
qu
al
ifi
ed
 pe
rs
on
ne
l a
re
 m
ak
in
g 
ju
dg
m
en
ts
 o
n i
nt
er
pr
et
at
io
ns
 o
f 
co
m
pl
ex
 a
cc
ou
nt
in
g r
ul
es
 w
ith
ou
t 
pr
op
er
 g
ui
da
nc
e 
fro
m
 m
an
ag
em
en
t. 
Ac
co
un
tin
g p
ol
ici
es
 ar
e 
de
ve
lo
pe
d 
by
 p
er
so
nn
el
 w
ho
 la
ck
 su
ffi
cie
nt
 
un
de
rs
ta
nd
in
g o
f t
he
 co
m
pa
ny
's 
cir
cu
m
st
an
ce
s o
r e
xp
er
tis
e 
to
 in
te
rp
re
t 
co
m
pl
ex
 G
AA
P.
Pe
rs
on
ne
l a
nd
/o
r a
cc
ou
nt
in
g 
sy
st
em
s 
do
 no
t c
ap
tu
re
 al
l re
le
va
nt
 in
fo
rm
at
io
n 
fro
m
 th
e 
GL
 a
nd
 o
th
er
 so
ur
ce
s, 
re
su
lti
ng
 in
 in
co
m
pl
et
e 
fin
an
cia
l 
st
at
em
en
t i
nf
or
m
at
io
n.
 
Fin
an
cia
l s
ta
te
m
en
ts
 no
t f
oo
te
d 
co
nt
ai
n c
om
pu
ta
tio
n 
er
ro
rs
 w
hi
ch
 
wo
ul
d l
ea
d 
to
 in
ac
cu
ra
te
 fi
na
nc
ia
l
re
po
rti
ng
.
Fin
an
cia
l s
ta
te
m
en
ts
 m
ig
ht
 b
e 
in
ac
cu
ra
te
, in
co
m
pl
et
e, 
or
 la
ck
 p
ro
pe
r 
di
sc
lo
su
re
.
Ac
co
un
tin
g p
ol
ici
es
 fo
r s
ig
ni
fic
an
t t
ra
ns
ac
tio
ns
 ar
e r
ev
ie
we
d 
an
nu
al
ly 
by
 th
e 
co
nt
ro
lle
r f
or
 ch
an
ge
s i
n c
irc
um
st
an
ce
s, 
an
d 
up
da
te
d a
s n
ec
es
sa
ry
 a
nd
 ap
pr
ov
ed
 by
 th
e 
co
nt
ro
lle
r a
nd
 C
FO
. 
Al
l a
cc
ou
nt
in
g p
ol
ici
es
 an
d p
ol
icy
 ch
an
ge
s a
re
 co
m
m
un
ica
te
d 
to
 
al
l d
ivi
sio
ns
 in
 a 
tim
el
y 
m
an
ne
r.
Al
l d
ec
isi
on
s r
eg
ar
di
ng
 po
lic
y 
ch
an
ge
s a
re
 su
pp
or
te
d b
y 
do
cu
m
en
ta
tio
n.
 Th
e 
co
nt
ro
lle
r a
nd
 C
FO
 e
ns
ur
e 
th
es
e 
ar
e i
n l
in
e 
wi
th
 G
AA
P p
rio
r t
o 
ap
pr
ov
al
.
Al
l a
cc
ou
nt
in
g p
ol
ici
es
 ar
e a
pp
ro
ve
d b
y 
th
e 
Co
rp
or
at
e 
co
nt
ro
lle
r 
an
d 
CF
O
, a
nd
 cr
iti
ca
l a
cc
ou
nt
in
g p
ol
ici
es
 ar
e 
ap
pr
ov
ed
 by
 th
e 
au
di
t 
co
m
m
itt
ee
. A
cc
ou
nt
in
g p
ol
ici
es
 ar
e u
pd
at
ed
 as
 ne
ed
ed
 ba
se
d o
n 
ch
an
ge
s i
n a
cc
ou
nt
in
g p
ra
ct
ice
s.
In
fo
rm
at
io
n i
n t
he
 fi
na
nc
ia
l re
po
rti
ng
 sy
st
em
 is 
im
po
rte
d 
fro
m
 
th
e 
ac
co
un
tin
g s
ys
te
m
. T
he
 A
cc
ou
nt
in
g M
an
ag
er
 re
co
nc
ile
s 
th
e 
re
po
rti
ng
 sy
st
em
 to
 G
L 
an
d 
th
e 
fin
an
cia
l s
ta
te
m
en
ts
. A
ny
 
di
sc
re
pa
nc
ie
s a
re
 in
ve
st
ig
at
ed
 an
d r
es
ol
ve
d i
n a
 ti
m
el
y m
an
ne
r. 
As
 th
e 
co
m
pa
ny
 u
se
 p
ac
ka
ge
d s
of
tw
ar
e, 
th
e 
Ac
co
un
tin
g 
M
an
ag
er
 
ha
s t
es
te
d 
th
e 
ac
cu
ra
cy
 o
f r
ep
or
ts
 up
on
 in
st
al
la
tio
n 
of
 th
e 
sy
st
em
s 
an
d 
fo
llo
wi
ng
 m
aj
or
 u
pg
ra
de
s. 
N
o 
ot
he
r t
es
tin
g i
s p
er
fo
rm
ed
. 
Th
e 
Ac
co
un
tin
g M
an
ag
er
 co
m
pi
le
s o
th
er
 fi
na
nc
ia
l s
ta
te
m
en
t 
in
fo
rm
at
io
n,
 w
hi
ch
, t
og
et
he
r w
ith
 ba
sic
 fi
na
nc
ia
l s
ta
te
m
en
ts
, is
 
in
clu
de
d i
n t
he
 fi
na
nc
ia
l s
ta
te
m
en
ts
. A
ny
 q
ue
st
io
ns
 ar
e d
isc
us
se
d 
du
rin
g 
th
e 
dr
af
tin
g s
es
sio
n a
nd
 ch
an
ge
s a
re
 m
ad
e 
to
 re
fle
ct
 th
e 
co
rre
ct
 in
fo
rm
at
io
n i
n 
th
e 
do
cu
m
en
ts
. T
he
 fi
na
nc
ia
l s
ta
te
m
en
ts
 
ar
e 
ve
rif
ie
d 
an
d 
ap
pr
ov
ed
 by
 th
e 
CF
O
, C
EO
, a
ud
it 
co
m
m
itt
ee
, a
nd
 
bo
ar
d o
f d
ire
ct
or
s.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
De
te
ct
ive
 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
Au
to
m
at
ed
Au
to
m
at
ed
M
an
ua
l
V.
 A
cc
ou
nt
 Es
tim
at
es
, A
dj
us
tin
g 
En
tri
es
, a
nd
 C
lo
sin
g 
En
tri
es
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n 
Ri
sk
 
En
tit
y-
W
id
e 
Co
nt
ro
l
Pr
es
en
ta
tio
n a
nd
 Di
sc
lo
su
re
 -I
nf
or
m
at
io
n 
pr
es
en
te
d i
n t
he
 fi
na
nc
ia
l s
ta
te
m
en
t f
oo
tn
ot
es
 is
 
co
m
pl
et
e 
an
d a
cc
ur
at
e.
Di
sc
lo
su
re
 in
fo
rm
at
io
n i
s n
ot
 ca
pt
ur
ed
 
fu
lly
 o
r a
cc
ur
at
el
y, 
or
 fa
ils
 to
 p
ro
pe
rly
 
re
fle
ct
 e
ve
nt
s o
r c
on
di
tio
ns
.
In
fo
rm
at
io
n 
fo
r f
oo
tn
ot
es
, (e
.g
., c
om
m
itm
en
ts
 an
d c
on
tin
ge
nc
ie
s) 
wh
ich
 d
oe
s n
ot
 co
m
e 
di
re
ct
ly 
fro
m
 th
e 
G/
L 
or
 su
pp
or
tin
g 
sy
st
em
s, 
is i
nd
ep
en
de
nt
ly 
ve
rif
ie
d b
y 
th
e 
Ac
co
un
tin
g M
an
ag
er
, 
th
e 
co
nt
ro
lle
r, 
an
d o
th
er
 d
ep
ar
tm
en
t m
an
ag
er
s w
he
re
 re
le
va
nt
 to
 
en
su
re
 co
m
pl
et
en
es
s a
nd
 ac
cu
ra
cy
.
A 
di
sc
lo
su
re
 ch
ec
kli
st
 is
 co
m
pl
et
ed
 by
 A
cc
ou
nt
in
g M
an
ag
er
 o
n 
a s
ta
nd
ar
d 
fo
rm
 ev
er
y 
qu
ar
te
r r
ev
ie
ws
. T
he
 A
cc
ou
nt
in
g M
an
ag
er
 
re
vie
ws
 th
e 
ch
ec
kli
st
 fo
r e
vid
en
ce
 th
at
 it
 re
m
ai
ns
 cu
rre
nt
. T
he
 
co
nt
ro
lle
r r
ev
ie
ws
 th
e 
ch
ec
kli
st
 fo
r c
om
pl
et
en
es
s a
nd
 si
gn
s a
s 
ev
id
en
ce
 o
f t
hi
s r
ev
ie
w
.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
In
 ad
dit
ion
 to
 th
e a
bo
ve
 pr
oc
es
se
s m
an
ag
ed
 at
 th
e e
nt
ity
 le
ve
l, t
he
 fo
llo
wi
ng
 ac
co
un
ts 
ar
e p
rim
ar
ily
 m
an
ag
ed
 at
 th
e e
nt
ity
 le
ve
l an
d h
av
e t
he
re
fo
re
 be
en
 in
clu
de
d i
n t
his
 m
at
rix
. 
Ac
cr
ua
ls,
 M
an
ag
em
en
t E
st
im
at
es
, a
nd
 R
es
er
ve
s 
Co
m
ple
te
ne
ss
 - A
ll a
cc
ru
al
s a
nd
 ad
ju
st
m
en
ts
 to
 
al
lo
wa
nc
e 
ac
co
un
ts
 a
re
 re
co
rd
ed
. 
Va
lua
tio
n a
nd
 Co
m
pl
et
en
es
s - 
Al
l n
on
re
cu
rri
ng
 
ev
en
ts
, t
ra
ns
ac
tio
ns
, c
la
ss
es
 o
f t
ra
ns
ac
tio
ns
, a
nd
 
ac
co
un
t b
al
an
ce
s r
eq
ui
rin
g u
se
 o
f a
cc
ou
nt
in
g 
es
tim
at
es
 an
d a
pp
lic
at
io
n 
of
 ju
dg
m
en
t a
re
 
id
en
tif
ie
d 
an
d 
th
e 
ap
pr
op
ria
te
 a
cc
ou
nt
in
g 
tre
at
m
en
t i
s s
pe
cif
ie
d.
Pe
rs
on
ne
l d
o n
ot
 p
ro
pe
rly
 re
co
rd
 an
 
ac
cr
ua
l f
or
 e
xis
tin
g 
ob
lig
at
io
ns
 o
r o
th
er
 
cir
cu
m
st
an
ce
s, 
or
 b
oo
k i
na
pp
ro
pr
ia
te
 
am
ou
nt
s, 
wh
ich
 m
ay
 re
su
lt 
in
 fi
na
nc
ia
l 
st
at
em
en
t m
iss
ta
te
m
en
ts
. 
Pe
rs
on
ne
l m
ak
e m
isi
nf
or
m
ed
 or
 
ot
he
rw
ise
 in
ap
pr
op
ria
te
 ju
dg
m
en
ts
 
on
 ac
co
un
tin
g 
es
tim
at
es
 o
r o
th
er
 
m
at
te
rs
, w
hi
ch
 m
ay
 re
su
lt 
in
 m
iss
ta
te
d 
ob
lig
at
io
ns
 o
r o
th
er
 it
em
s i
n 
th
e 
fin
an
cia
l s
ta
te
m
en
ts
.
Th
e 
Ac
co
un
tin
g M
an
ag
er
 m
on
ito
rs
 a
cc
ru
al
s q
ua
rte
rly
 a
nd
 o
bt
ai
ns
 
in
fo
rm
at
io
n 
fro
m
 re
le
va
nt
 so
ur
ce
s s
uc
h 
as
 cu
st
om
er
 se
rv
ice
 o
r 
cr
ed
it 
an
al
ys
is 
to
 d
et
er
m
in
e 
wh
et
he
r a
cc
ru
al
 ca
lcu
la
tio
ns
 ar
e
ap
pr
op
ria
te
.
Th
e 
co
nt
ro
lle
r r
ev
ie
ws
 a
ll b
al
an
ce
 sh
ee
t r
ec
on
cil
ia
tio
ns
 o
n 
a 
m
on
th
ly 
ba
sis
 p
rio
r t
o 
clo
sin
g 
th
e b
oo
ks
. T
he
 co
nt
ro
lle
r v
al
id
at
es
 
th
at
 th
e 
ac
co
un
tin
g 
tre
at
m
en
t i
s c
or
re
ct
 a
nd
 ite
m
s h
av
e b
ee
n 
re
co
rd
ed
 ap
pr
op
ria
te
ly 
in
 th
e 
co
rre
ct
 a
cc
ou
nt
s a
nd
 ap
pr
ov
es
 an
y 
ad
ju
st
in
g 
en
tri
es
 re
qu
ire
d.
 Th
e 
co
nt
ro
lle
r s
ig
ns
 th
e r
ec
on
cil
ia
tio
n a
s 
ev
id
en
ce
 o
f t
hi
s r
ev
ie
w.
De
te
ct
ive
 
M
an
ua
l
De
te
ct
ive
 
M
an
ua
l
V.
 A
cc
ou
nt
 E
st
im
at
es
, A
dj
us
tin
g E
nt
rie
s, 
an
d 
Cl
os
in
g 
En
tri
es
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Go
od
w
ill
 a
nd
 O
th
er
 In
ta
ng
ib
le
 A
ss
et
s 
Ex
ist
en
ce
, C
om
pl
et
en
es
s a
nd
 V
alu
at
io
n -
 Al
l 
ac
qu
ire
d 
go
od
wi
ll a
nd
 in
ta
ng
ib
le
 as
se
ts
 ar
e 
re
co
rd
ed
 at
 fa
ir 
va
lu
e 
at
 a
cq
ui
sit
io
n.
 
Ex
ist
en
ce
, C
om
ple
te
ne
ss
 an
d V
alu
at
ion
 - H
ist
or
ica
l 
da
ta
 us
ed
 fo
r e
va
lu
at
in
g 
fu
tu
re
 tr
en
ds
 ar
e r
el
ev
an
t, 
co
m
pl
et
e,
 a
nd
 ac
cu
ra
te
. 
Va
lu
at
io
n -
 Ac
qu
ire
d 
de
bt
s a
nd
 o
bl
ig
at
io
ns
 a
re
 
pr
op
er
ly 
va
lu
ed
. 
Pr
es
en
ta
tio
n a
nd
 Di
sc
lo
su
re
 - R
es
tru
ct
ur
in
g 
ex
pe
ns
es
 a
re
 p
ro
pe
rly
 va
lu
ed
 an
d c
la
ss
ifi
ed
. 
Ex
ist
en
ce
, C
om
pl
et
en
es
s a
nd
 V
alu
at
ion
 
-T
he
 a
m
or
tiz
at
io
n p
er
io
d 
fo
r i
nt
an
gi
bl
e 
as
se
ts
 
re
pr
es
en
ts
 th
e p
er
io
d 
fo
r w
hi
ch
 th
e i
nt
an
gi
bl
e 
as
se
ts
 ar
e 
ex
pe
ct
ed
 to
 p
ro
vid
e 
va
lu
e.
Pe
rs
on
ne
l re
co
rd
 in
ap
pr
op
ria
te
 
pu
rc
ha
se
 a
cc
ou
nt
in
g 
en
tri
es
 w
hi
ch
 
ar
e n
ot
 d
et
ec
te
d b
y m
an
ag
em
en
t, 
or
 
fa
ir 
va
lu
e 
of
 g
oo
dw
ill 
an
d i
nt
an
gi
bl
es
 
is n
ot
 su
pp
or
te
d b
y 
ap
pr
op
ria
te
 
an
al
ys
is 
an
d d
oc
um
en
ta
tio
n.
 Th
is 
m
ay
 
re
su
lt 
in
 in
ac
cu
ra
te
 v
al
ue
s o
f g
oo
dw
ill 
an
d i
nt
an
gi
bl
e 
as
se
ts
 in
 th
e 
fin
an
cia
l 
st
at
em
en
ts
.
Fin
an
cia
l d
at
a f
or
 a
n a
cq
ui
re
d c
om
pa
ny
 
la
ck
s b
as
is 
or
 is
 m
isl
ea
di
ng
 or
 o
th
er
wi
se
 
fla
we
d.
 Th
is 
m
ay
 re
su
lt 
in
 m
an
ag
em
en
t 
us
in
g i
na
cc
ur
at
e 
da
ta
 to
 pe
rfo
rm
 
fin
an
cia
l a
na
lys
is 
of
 ac
qu
isi
tio
n 
ta
rg
et
. 
M
an
ag
em
en
t d
oe
s n
ot
 p
ro
pe
rly
 
id
en
tit
y v
al
ua
tio
n r
isk
 re
la
te
d 
to
 
ac
qu
ire
d 
de
bt
 o
bl
ig
at
io
ns
. T
hi
s m
ay
 
re
su
lt 
in
 a 
la
ck
 o
f r
isk
 m
an
ag
em
en
t 
st
ra
te
gi
es
 to
 d
ea
l w
ith
 an
y r
isk
s r
el
at
ed
 
to
 d
eb
t a
cq
ui
re
d.
M
an
ag
em
en
t d
oe
s n
ot
 a
pp
ro
pr
ia
te
ly 
id
en
tif
y r
es
tru
ct
ur
in
g 
ex
pe
ns
es
, o
r 
do
es
 no
t a
pp
ro
pr
ia
te
ly 
qu
an
tif
y t
he
 
am
ou
nt
s.
M
an
ag
em
en
t u
se
s a
n i
na
pp
ro
pr
ia
te
 
us
ef
ul
 lif
e i
n c
om
pu
tin
g 
am
or
tiz
at
io
n,
 
or
 d
oe
s n
ot
 p
ro
pe
rly
 co
ns
id
er
 
im
pa
irm
en
t a
s e
co
no
m
ic 
co
nd
iti
on
s 
ch
an
ge
, w
hi
ch
 m
ay
 re
su
lt 
in
 ca
rry
in
g 
in
ta
ng
ib
le
 as
se
ts
 at
 in
ap
pr
op
ria
te
 
am
ou
nt
s.
En
tit
y-
W
id
e 
Co
nt
ro
l
Ac
qu
isi
tio
n a
cc
ou
nt
in
g 
(a
lth
ou
gh
 ra
re
) is
 co
or
di
na
te
d b
y 
Co
rp
or
at
e 
Ac
co
un
tin
g 
to
 e
ns
ur
e 
th
at
 al
l b
al
an
ce
s a
re
 re
co
rd
ed
 at
 fa
ir 
va
lu
e.
 
In
de
pe
nd
en
t t
hi
rd
-p
ar
ty
 va
lu
at
io
n e
xp
er
ts
 ar
e u
til
ize
d 
fo
r m
at
er
ia
l 
ac
qu
isi
tio
ns
. T
he
 co
nt
ro
lle
r a
nd
 C
FO
 re
vie
w 
th
e 
en
tri
es
 a
nd
 pe
rio
d­
en
d b
al
an
ce
s t
o 
de
te
rm
in
e 
th
at
 th
ey
 a
re
 a
pp
ro
pr
ia
te
. 
Fin
an
cia
l a
na
lys
is 
is p
er
fo
rm
ed
 by
 th
ird
 pa
rti
es
 o
n t
he
 h
ist
or
ica
l 
ac
co
un
tin
g 
an
d 
fin
an
cia
l re
su
lts
 o
f c
om
pa
ni
es
 a
cq
ui
re
d 
to
 e
ns
ur
e 
ac
cu
ra
cy
 a
nd
 co
m
pl
et
en
es
s o
f d
at
a c
on
sid
er
ed
. A
dd
iti
on
al
ly,
 fo
r 
sig
ni
fic
an
t a
cq
ui
sit
io
ns
, d
ue
-d
ilig
en
ce
 re
vie
w 
is 
pe
rfo
rm
ed
 by
 a
n 
in
de
pe
nd
en
t p
ub
lic
 a
cc
ou
nt
in
g 
fir
m
.
Th
e 
CF
O
 d
et
er
m
in
es
 th
e m
et
ho
d 
fo
r h
an
dl
in
g 
an
y 
de
bt
 o
bl
ig
at
io
ns
 
an
d h
ed
gi
ng
 an
y e
xc
ha
ng
e r
isk
s. 
Th
e 
CF
O
 a
pp
ro
ve
s t
he
 st
ra
te
gy
. 
Ap
pr
op
ria
te
 co
st
s (
e.
g.
, f
or
 se
ve
ra
nc
e,
 be
ne
fit
s, 
pa
yr
ol
l t
ax
es
, 
an
d r
el
at
ed
 ch
ar
ge
s) 
ar
e p
ro
pe
rly
 a
cc
ou
nt
ed
 fo
r a
s r
es
tru
ct
ur
in
g 
ch
ar
ge
s a
nd
 pr
op
er
ly 
pr
es
en
te
d i
n t
he
 fi
na
nc
ia
l s
ta
te
m
en
ts
. 
Th
e 
Ac
co
un
tin
g 
M
an
ag
er
 d
et
er
m
in
es
 th
e 
us
ef
ul
 liv
es
 o
f t
he
 
as
se
ts
 ba
se
d o
n r
es
ea
rc
h o
f c
om
pa
ra
bl
e 
as
se
t li
fe
 a
nd
 G
AA
P 
gu
id
an
ce
. T
he
 C
FO
 o
r t
he
 co
nt
ro
lle
r r
ev
ie
ws
 th
e 
ca
lcu
la
tio
n 
fo
r 
re
as
on
ab
le
ne
ss
 an
d a
pp
ro
ve
s t
he
 a
pp
lic
ab
le
 u
se
fu
l lif
e.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
V.
 A
cc
ou
nt
 Es
tim
at
es
, A
dj
us
tin
g E
nt
rie
s, 
an
d 
Cl
os
in
g 
En
tri
es
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n
Ex
ist
en
ce
, C
om
pl
et
en
es
s a
nd
 V
alu
at
ion
 - A
m
ou
nt
s 
at
 w
hi
ch
 g
oo
dw
ill 
an
d o
th
er
 in
ta
ng
ib
le
 as
se
t 
ba
la
nc
es
 ar
e 
ca
rri
ed
 re
m
ai
n 
va
lid
. 
Ex
ist
en
ce
, C
om
pl
et
en
es
s a
nd
 V
alu
at
ion
 
- A
m
or
tiz
at
io
n 
of
 in
ta
ng
ib
le
 as
se
ts
 is 
re
co
rd
ed
 in
 
th
e 
ap
pr
op
ria
te
 p
er
io
d.
Ri
sk
 
Im
pa
irm
en
ts
 o
f g
oo
dw
ill 
or
 o
th
er
 
in
ta
ng
ib
le
s a
re
 no
t a
pp
ro
pr
ia
te
ly 
co
ns
id
er
ed
, w
hi
ch
 m
ay
 re
su
lt 
in
 th
ei
r 
be
in
g c
ar
rie
d a
t i
m
pr
op
er
 a
m
ou
nt
s. 
Am
or
tiz
at
io
n 
am
ou
nt
s a
re
 b
as
ed
 on
 
fla
we
d 
da
ta
 o
r a
re
 o
th
er
wi
se
 in
co
rre
ct
ly 
ca
lcu
la
te
d.
En
tit
y-
W
id
e 
Co
nt
ro
l
Th
e 
Ac
co
un
tin
g M
an
ag
er
 te
st
s g
oo
dw
ill 
fo
r i
m
pa
irm
en
t o
n a
n 
an
nu
al
 ba
sis
 o
r w
he
n 
ev
en
ts
 su
gg
es
t t
ha
t a
 lo
ss
 in
 va
lu
e h
as
 
oc
cu
rre
d.
 Th
e 
co
nt
ro
lle
r a
nd
 C
FO
 a
pp
ro
ve
 a
ny
 a
dj
us
tm
en
ts
 to
 th
e 
fin
an
cia
l s
ta
te
m
en
ts
.
Th
e 
Ac
co
un
tin
g M
an
ag
er
 ca
lcu
la
te
s a
nd
 re
co
rd
s t
he
 a
m
or
tiz
at
io
n 
ex
pe
ns
e b
as
ed
 on
 th
e 
va
lid
at
ed
 in
fo
rm
at
io
n o
n u
se
fu
l li
ve
s o
f t
he
 
as
se
ts
. T
he
 c
on
tro
lle
r r
ev
ie
ws
 th
e 
am
or
tiz
at
io
n 
an
d 
th
e b
al
an
ce
 as
 
pa
rt 
of
 h
is 
re
co
nc
ilia
tio
n r
ev
ie
w.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
De
te
ct
ive
 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
VI
. P
ro
ce
ss
 Le
ve
l M
at
rix
 - R
ev
en
ue
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n
O
rd
er
 P
ro
ce
ss
in
g
Va
lua
tio
n -
 Pr
ice
s u
se
d i
n r
ec
or
de
d s
al
es
 ar
e 
ac
cu
ra
te
.
Oc
cu
rre
nc
e - 
O
nl
y v
al
id
 or
de
rs
 ar
e 
fu
lfi
lle
d.
Ri
sk
In
ac
cu
ra
te
 p
ric
es
 ar
e u
se
d.
 
St
af
f o
r s
up
po
rti
ng
 sy
st
em
s 
in
ac
cu
ra
te
ly 
ca
lcu
la
te
 d
isc
ou
nt
s,
in
ce
nt
ive
s, 
et
c.
In
va
lid
 o
rd
er
s a
re
 ta
ke
n 
an
d p
ro
ce
ss
ed
. 
Du
pl
ica
te
 sa
le
s o
rd
er
s a
re
 p
ro
ce
ss
ed
. 
O
rd
er
s a
re
 a
cc
ep
te
d 
at
 u
na
ut
ho
riz
ed
 
pr
ice
s o
r t
er
m
s u
na
cc
ep
ta
bl
e 
to
m
an
ag
em
en
t.
O
rd
er
s a
re
 a
cc
ep
te
d 
at
 u
na
ut
ho
riz
ed
 
pr
ice
s o
r t
er
m
s u
na
cc
ep
ta
bl
e 
to
m
an
ag
em
en
t.
La
rg
e,
 un
us
ua
l o
r r
el
at
ed
 pa
rty
 o
rd
er
s 
ar
e i
na
pp
ro
pr
ia
te
ly 
ac
ce
pt
ed
.
Pr
oc
es
s L
ev
el
 C
on
tr
ol
Pr
ice
s a
re
 v
er
ifi
ed
 to
 a
ut
ho
riz
ed
 pr
ice
 lis
ts
 o
r s
ta
nd
in
g 
da
ta
 be
fo
re
 
or
de
r i
s p
ro
ce
ss
ed
.
Pe
rio
di
c r
ev
ie
ws
 o
f m
as
te
r p
ric
e 
fil
e i
nf
or
m
at
io
n 
ar
e p
er
fo
rm
ed
 by
 
au
th
or
ize
d m
an
ag
em
en
t.
An
 ap
pr
ov
ed
 pr
ice
 lis
t i
s m
ai
nt
ai
ne
d 
an
d c
om
m
un
ica
te
d 
to
 sa
le
s 
st
af
f a
nd
 cu
st
om
er
s.
Di
sc
ou
nt
s, 
in
ce
nt
ive
s, 
et
c. 
ar
e r
ec
al
cu
la
te
d a
nd
/o
r c
on
fir
m
ed
 be
fo
re
 
sh
ip
m
en
t.
Ke
y e
le
m
en
ts
 o
f t
he
 o
rd
er
 (c
us
to
m
er
 n
am
e,
 a
dd
re
ss
, c
re
di
t l
im
its
, 
et
c.)
 ar
e 
ve
rif
ie
d b
ef
or
e 
an
 o
rd
er
 is
 pr
oc
es
se
d.
Sa
le
s o
rd
er
s a
re
 p
re
-n
um
be
re
d 
an
d s
eq
ue
nt
ia
l o
rd
er
 m
on
ito
re
d.
 
Cl
ea
r s
ta
te
m
en
t o
f c
rit
er
ia
 d
ev
el
op
ed
 fo
r s
al
es
 te
rm
s. 
Do
cu
m
en
te
d 
an
d 
en
fo
rc
ed
 pr
oc
ed
ur
es
 fo
r r
ev
ie
w 
an
d a
pp
ro
va
l o
f 
sa
le
s c
on
tra
ct
s p
rio
r t
o 
ex
ec
ut
io
n.
Ex
ce
pt
io
n r
ep
or
tin
g p
ro
ce
du
re
s r
ep
or
t o
rd
er
s t
ha
t d
o 
no
t m
ee
t 
es
ta
bl
ish
ed
 cr
ite
ria
.
Fin
an
ce
 a
nd
 le
ga
l d
ep
ar
tm
en
ts
 re
vie
w 
al
l s
ig
ni
fic
an
t s
al
es
 
ag
re
em
en
ts
.
Au
th
or
iza
tio
n l
ev
el
s a
re
 cl
ea
rly
 d
oc
um
en
te
d 
an
d c
om
m
un
ica
te
d 
in
clu
di
ng
 bo
ar
d 
ap
pr
ov
al
 fo
r r
el
at
ed
 pa
rty
 an
d h
ig
h-
ris
k
tra
ns
ac
tio
ns
.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
 Preve
nt
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
VI
. P
ro
ce
ss
 Le
ve
l M
at
rix
 - 
Re
ve
nu
e
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n
Oc
cu
rre
nc
e - 
O
nl
y v
al
id
 or
de
rs
 a
re
 fu
lfi
lle
d
(c
on
tin
ue
d)
.
Co
m
pl
et
en
es
s - 
Al
l v
al
id
 or
de
rs
 ar
e p
ro
ce
ss
ed
 an
d 
re
co
rd
ed
.
Pr
es
en
ta
tio
n a
nd
 Di
sc
los
ur
e -
 Re
le
va
nt
 in
fo
rm
at
io
n 
is 
ca
pt
ur
ed
 an
d r
ep
or
te
d a
cc
ur
at
el
y 
an
d p
ro
m
pt
ly.
Ri
sk
Un
ac
ce
pt
ab
le
 cu
st
om
er
s a
re
 a
dd
ed
 to
 
th
e 
cu
st
om
er
 lis
t.
Cu
st
om
er
 lis
t is
 in
ac
cu
ra
te
 o
r 
in
co
m
pl
et
e.
O
rd
er
 p
ro
ce
ss
in
g 
cir
cu
m
ve
nt
s 
es
ta
bl
ish
ed
 pr
oc
ed
ur
es
Ba
ck
 o
rd
er
s a
re
 no
t f
ul
fil
le
d.
O
rd
er
s a
re
 no
t r
ec
or
de
d p
ro
pe
rly
. 
Di
sc
lo
su
re
 d
at
a i
s n
ot
 id
en
tif
ie
d 
ac
cu
ra
te
ly 
or
 ti
m
el
y.
Di
sc
lo
su
re
 d
at
a i
s n
ot
 id
en
tif
ie
d b
y 
ea
ch
 d
ep
ar
tm
en
t.
Pr
oc
es
s L
ev
el
 C
on
tr
ol
Ch
an
ge
s m
us
t b
e a
pp
ro
ve
d i
n 
wr
iti
ng
 by
 sp
ec
ifi
ed
 ex
ec
ut
ive
 o
r 
su
pe
rv
iso
ry
 e
m
pl
oy
ee
.
Pe
rio
di
c r
ev
ie
w 
of
 cu
st
om
er
 lis
ts
 fo
r a
cc
ur
ac
y a
nd
 co
m
pl
et
en
es
s 
in
clu
di
ng
 w
he
th
er
 th
ey
 co
nt
in
ue
 to
 m
ee
t t
he
 cr
ite
ria
 fo
r
ac
ce
pt
ab
le
 cu
st
om
er
s.
W
rit
te
n c
ha
rt 
of
 ac
co
un
ts
 co
nt
ai
ni
ng
 a 
de
sc
rip
tio
n 
of
 ea
ch
 ac
co
un
t. 
Th
e 
co
m
pa
ny
 ha
s e
st
ab
lis
he
d 
or
de
r p
ro
ce
ss
in
g p
ol
icy
 a
nd
 
pr
oc
ed
ur
e m
an
ua
ls 
an
d 
tra
in
in
g r
ou
tin
es
.
Po
lic
y 
an
d p
ro
ce
du
re
s a
re
 in
 pl
ac
e 
to
 lo
g,
 tr
ac
k 
an
d m
on
ito
r b
ac
k 
or
de
rs
.
Sa
le
s o
rd
er
s a
re
 p
re
-n
um
be
re
d 
an
d s
eq
ue
nt
ia
l o
rd
er
 m
on
ito
re
d.
Th
e 
co
m
pa
ny
 re
co
nc
ile
s d
ivi
sio
n l
ed
ge
r a
cc
ou
nt
s r
ec
ei
va
bl
e 
an
d 
sa
le
s l
ed
ge
r b
al
an
ce
s t
o 
ge
ne
ra
l le
dg
er
 b
al
an
ce
s o
n a
 re
gu
la
rly
sc
he
du
le
d b
as
is.
W
rit
te
n c
lo
sin
g p
ro
ce
du
re
s s
ta
tin
g 
th
e s
ou
rc
es
 to
 be
 u
se
d 
to
 
pr
ep
ar
e 
jo
ur
na
l e
nt
rie
s, 
cu
t-o
ffs
 to
 b
e 
ob
se
rv
ed
, a
cc
ru
al
s t
o 
be
 
m
ad
e,
 an
d 
wh
o 
is 
re
sp
on
sib
le
 to
 d
o 
wh
at
.
A 
st
an
da
rd
 jo
ur
na
l e
nt
ry
 re
gi
st
er
 h
el
ps
 to
 e
ns
ur
e 
th
at
 a
il r
eq
ui
re
d 
jo
ur
na
l e
nt
rie
s a
re
 p
re
pa
re
d.
Va
lid
ity
 c
he
ck
in
g 
an
d/
or
 ve
rif
ica
tio
n o
f k
ey
 d
at
a f
ie
ld
s a
re
 us
ed
 fo
r 
ea
ch
 jo
ur
na
l e
nt
ry
.
Pe
rio
d-
to
-b
ud
ge
t c
om
pa
ris
on
s a
re
 m
ad
e 
of
 am
ou
nt
s o
f r
ec
ur
rin
g 
en
tri
es
.
Ea
rly
 id
en
tif
ica
tio
n o
f e
ac
h s
up
pl
em
en
ta
l d
isc
lo
su
re
 to
 
be
 m
ad
e b
y:
1.
 R
ef
er
en
ce
 to
 p
rio
r-
ye
ar
 fi
na
nc
ia
l s
ta
te
m
en
ts
2.
 M
in
ut
es
 o
f b
oa
rd
 o
f d
ire
ct
or
s' m
ee
tin
gs
3.
 R
ev
ie
w 
of
 n
ew
 a
cc
ou
nt
in
g a
nd
 re
gu
la
to
ry
 p
ro
no
un
ce
m
en
ts
 
Re
sp
on
sib
ilit
y f
or
 g
at
he
rin
g 
th
e r
eq
ui
re
d 
da
ta
 is 
as
sig
ne
d 
to
 sp
ec
ifi
c
in
di
vid
ua
ls.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
De
te
ct
ive
 
De
te
ct
ive
 
De
te
ct
ive
 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l 
M
an
ua
l
M
an
ua
l
M
an
ua
l
Au
to
m
at
ed
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
Au
to
m
at
ed
Au
to
m
at
ed
M
an
ua
l 
M
an
ua
l
M
an
ua
l
VI
. P
ro
ce
ss
 Le
ve
l M
at
rix
 - 
Re
ve
nu
e
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Fi
na
nc
ia
l S
ta
te
m
en
t A
ss
er
tio
n
Ri
gh
ts 
an
d O
bl
iga
tio
ns
 - O
nl
y v
al
id
 o
rd
er
s a
re
 fi
lle
d.
Sh
ip
m
en
ts
Va
lu
at
io
n -
 Co
rre
ct
 g
oo
ds
 ar
e s
hi
pp
ed
 an
d 
ac
cu
ra
te
ly 
re
co
rd
ed
.
Ex
ist
en
ce
 - D
el
ive
rie
s a
re
 re
co
rd
ed
 in
 th
e p
ro
pe
r 
pe
rio
d.
Co
m
ple
te
ne
ss
 - A
ll d
el
ive
rie
s a
re
 re
co
rd
ed
.
Ex
ist
en
ce
, C
om
ple
te
ne
ss
 - S
al
es
 ar
e r
ec
or
de
d i
n t
he
 
pr
op
er
 p
er
io
d.
Va
lu
at
io
n -
 Po
st
in
gs
 to
 c
os
t o
f s
al
es
 an
d i
nv
en
to
ry
 
ge
ne
ra
l le
dg
er
 a
cc
ou
nt
s a
re
 co
rre
ct
.
Ri
gh
ts 
an
d O
bl
iga
tio
ns
 - R
ec
or
de
d i
nv
en
to
ry
 is
 
ow
ne
d b
y 
th
e 
co
m
pa
ny
.
Ri
sk
La
ck
 o
f s
eg
re
ga
tio
n o
f d
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VII. Process Level Matrix - Payroll
1.1.1.2.7.2 Calculate and Record Payroll
Input Activity
1.1.1.2.7.2-
Time Recording
Output
* Refer to Exhibit 4, Page 3, Volume III
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Narrative Supporting Payroll Documentation
• Record employee compensation data - Upon an employee's hiring, employee compensation 
data is entered to payroll database and the outsource payroll processing system. The payroll 
supervisor receives a Personnel Status Change report from HR from which she enters data 
into the database using the "New Hire"function.The'New Hire' function requires specified 
data for entering: employee number, name, address, gender, date of birth, marital status, start 
date, status, cost center, office location, standard hours, salary, effective date, pay frequency, 
tax exemption, state of employment, bank information, benefit deductions, permanent or 
temporary employment status, additional benefits and 401K information.
• Calculation of gross pay - Calculation of gross pay is completed by the outsource payroll 
provider. For calculation of overtime, the controller generates a report from the payroll 
database. The file is emailed to payroll supervisor, reformatted and sent to the payroll 
provider for upload and calculation of gross pay. Bi-weekly and annual reconciliations of 
overtime hours and overtime paid is performed by the controller.
• Calculate withholdings, other deductions - All withholdings and other deductions are 
calculated by the outsource payroll provider.
• Calculate net pay - Calculation of net pay is performed by outsource payroll provider.
• Remit deductions to appropriate agencies - Payroll taxes are calculated, deducted and 
remitted by outsource payroll provider. The payroll supervisor is involved only when a 
new location needs to be added. The payroll supervisor contacts the state to issue a state 
remittance number, which the payroll supervisor forwards to outsource payroll provider. 
Any changes in contributions rates for states are handled by the outsource payroll provider, 
which notifies the payroll supervisor by fax if additional funds are needed to remit. Taxes are 
withdrawn from the payroll account.
• Disburse pay - Disbursement of pay is handled by outsource payroll provider. Prior to the 
transfer of funds, a wire confirmation is faxed to Payroll for the total amount of pay. Request 
for approval is sent to Treasury for authorization to transfer funds. After approval the funds 
are electronically transferred from company's bank account to outsource payroll provider 
for disbursal. After the funds are withdrawn, a "Notice of Withdrawal" is sent to the payroll 
supervisor for comparison with bi-weekly payroll information. The approval of transfer is 
sent back to the payroll supervisor for filing with bi-weekly payroll information. At this time 
a journal entry to record the disbursement is prepared, reviewed by the controller, and 
booked.
Access to the payroll function and data is restricted to authorized personnel and adequate 
segregated duties exist between incompatible duties. This requires user access privileges that are 
authorized and granted by the business process owner having administrative rights and established 
security rights. Systems interacting with the Human Resource system are only those providing 
input required by the company's outsourcer.
Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools 55
VI
II.
 In
fo
rm
at
io
n T
ec
hn
ol
og
y C
on
tro
ls
56 Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
Le
ss
 C
om
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t
Sy
ste
m
s D
ev
elo
pm
en
t
Th
e 
co
m
pa
ny
:
• 
M
ak
es
 fe
w 
ch
an
ge
s t
o 
ex
ist
in
g I
T 
en
vir
on
m
en
t
• 
Ha
s i
m
pl
em
en
te
d 
a p
re
-p
ac
ka
ge
d 
fin
an
cia
l a
pp
lic
at
io
n 
wi
th
 no
 si
gn
ifi
ca
nt
 
m
od
ifi
ca
tio
ns
 co
m
pl
et
ed
 in
 th
e 
cu
rre
nt
 
ye
ar
. S
uc
h 
ch
an
ge
s a
re
 p
os
sib
le
 in
 th
e 
co
m
in
g 1
2-
18
 m
on
th
s
• 
Us
er
-c
on
fig
ur
ab
le
 o
pt
io
ns
 d
o 
no
t 
sig
ni
fic
an
tly
 a
lte
r t
he
 fu
nc
tio
ni
ng
 o
f t
he
 
ap
pl
ica
tio
n
• 
N
o 
ot
he
r d
ev
el
op
m
en
t i
s p
er
fo
rm
ed
.
M
an
ag
em
en
t u
se
s a
 p
ro
ce
ss
 fo
r s
el
ec
tin
g 
an
d 
de
pl
oy
in
g n
ew
 p
re
- Preventive 
M
an
ua
l 
pa
ck
ag
ed
 ap
pl
ica
tio
ns
, w
hi
ch
 in
clu
de
s:
• 
Se
ni
or
 m
an
ag
em
en
t a
pp
ro
va
l
• 
Ri
sk
 a
ss
es
sm
en
t
• 
Co
ns
id
er
at
io
n 
of
 ap
pl
ica
tio
n c
on
tro
ls
• 
Co
ns
id
er
at
io
n 
of
 se
cu
rit
y r
eq
ui
re
m
en
ts
• 
Co
ns
id
er
at
io
n 
of
 d
at
a c
on
ve
rs
io
n r
eq
ui
re
m
en
ts
, in
clu
di
ng
 
in
te
rfa
ce
s
• 
Te
st
in
g
• 
Im
pl
em
en
ta
tio
n r
eq
ui
re
m
en
ts
, in
clu
di
ng
 ba
ck
-o
ut
 p
la
ns
• 
Po
st
 im
pl
em
en
ta
tio
n r
ev
ie
ws
Pr
ev
en
tiv
e/
D
et
ec
tiv
e
M
an
ua
l/
Au
to
m
at
ed
VI
II.
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 C
on
tro
ls
Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools 57
In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
Le
ss
 C
om
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t
Ch
an
ge
 M
an
ag
em
en
t
In
co
rre
ct
 ch
an
ge
s a
re
 m
ad
e 
to
 
sy
st
em
s, 
ap
pl
ica
tio
ns
, in
fra
st
ru
ct
ur
e 
an
d d
at
ab
as
es
, a
dv
er
se
ly 
af
fe
ct
in
g 
th
e 
re
lia
bi
lit
y 
of
 fin
an
cia
l re
po
rti
ng
.
Ch
an
ge
 m
an
ag
em
en
t p
ol
ici
es
 an
d p
ro
ce
du
re
s d
ef
in
e 
th
e 
ch
an
ge
s 
th
at
 re
qu
ire
 d
oc
um
en
ta
tio
n a
nd
 ch
an
ge
s t
ha
t d
o 
no
t. 
Si
gn
ifi
ca
nt
 
ch
an
ge
s a
re
 in
iti
at
ed
, a
pp
ro
ve
d 
an
d 
tra
ck
ed
.
Fo
r s
ig
ni
fic
an
t s
of
tw
ar
e 
ve
nd
or
 u
pg
ra
de
s o
r c
ha
ng
es
 re
la
te
d 
to
 
cr
iti
ca
l in
fo
rm
at
io
n 
te
ch
no
lo
gy
 su
pp
or
t i
nf
ra
st
ru
ct
ur
e, 
al
l s
ig
ni
fic
an
t 
ch
an
ge
s a
re
 te
st
ed
 an
d 
ap
pr
ov
ed
 pr
io
r t
o 
re
le
as
e i
nt
o 
pr
od
uc
tio
n.
 
Th
e 
le
ve
l o
f d
et
ai
le
d 
te
st
in
g 
de
pe
nd
s o
n 
th
e 
co
m
pl
ex
ity
 a
nd
 ris
k 
of
 
th
e 
ch
an
ge
 to
 cr
iti
ca
l fi
na
nc
ia
l s
ys
te
m
s.
De
ta
ile
d b
ac
k-
ou
t p
la
ns
 e
xis
t f
or
 ch
an
ge
s t
ha
t c
an
no
t b
e 
pe
rfo
rm
ed
 in
 a 
se
gr
eg
at
ed
 en
vir
on
m
en
t.
Ch
an
ge
s a
re
 te
st
ed
 an
d a
pp
ro
ve
d p
rio
r t
o r
el
ea
se
 in
to
 p
ro
du
ct
io
n.
 
O
nl
y a
ut
ho
riz
ed
 in
di
vid
ua
ls 
ar
e p
er
m
itt
ed
 to
 m
ov
e 
ch
an
ge
s i
nt
o 
pr
od
uc
tio
n.
 Th
er
e i
s s
eg
re
ga
tio
n 
of
 d
ut
ie
s b
et
we
en
 th
e 
st
af
f 
re
sp
on
sib
le
 fo
r m
ov
in
g 
a c
ha
ng
e i
nt
o 
pr
od
uc
tio
n 
an
d 
th
e s
ta
ff 
th
at
 
m
ad
e 
th
e 
ch
an
ge
.
Se
pa
ra
te
 d
ev
el
op
m
en
t, 
te
st
 a
nd
 pr
od
uc
tio
n e
nv
iro
nm
en
ts
 e
xis
t 
wh
er
e p
os
sib
le
. If
 n
ot
 p
os
sib
le
 d
ue
 to
 th
e s
m
al
l IT
 e
nv
iro
nm
en
t 
co
ns
tra
in
ts
, p
ar
tit
io
ni
ng
 o
f t
he
 se
rv
er
 in
to
 d
ev
el
op
m
en
t, 
te
st
 a
nd
 
pr
od
uc
tio
n 
en
vir
on
m
en
ts
 is 
m
ai
nt
ai
ne
d 
an
d p
er
io
di
ca
lly
 re
vie
we
d.
 
A 
se
rie
s o
f n
ot
ifi
ca
tio
n,
 e
va
lu
at
io
n 
an
d 
do
cu
m
en
ta
tio
n 
st
ep
s i
s 
pe
rfo
rm
ed
 by
 th
e 
Sy
st
em
 M
an
ag
er
 to
 re
so
lve
 e
m
er
ge
nc
y c
ha
ng
e 
re
qu
es
ts
. S
up
po
rti
ng
 d
oc
um
en
ta
tio
n 
fo
r t
he
 ch
an
ge
 is
 fi
le
d 
af
te
r 
th
e 
ch
an
ge
 is
 m
ad
e 
wi
th
 th
e r
eq
ui
re
d 
ap
pr
ov
al
s.
M
an
ag
em
en
t e
m
pl
oy
s a
 pa
tc
h m
an
ag
em
en
t p
ro
ce
ss
 th
at
 in
clu
de
s 
te
st
in
g p
rio
r t
o 
re
le
as
e 
of
 p
ac
ka
ge
d s
of
tw
ar
e u
pd
at
es
 in
to
 
pr
od
uc
tio
n o
r c
on
tra
ct
s w
ith
 a 
th
ird
 pa
rty
 to
 te
st
 a
pp
lic
at
io
n 
an
d 
sy
st
em
 pa
tc
he
s. 
Th
e l
ev
el
 o
f d
et
ai
le
d 
te
st
in
g i
s d
ep
en
de
nt
 o
n 
th
e 
co
m
pl
ex
ity
 a
nd
 na
tu
re
 o
f t
he
 ch
an
ge
.
A 
se
rie
s o
f n
ot
ifi
ca
tio
n,
 e
va
lu
at
io
n 
an
d 
do
cu
m
en
ta
tio
n s
te
ps
 is
 
pe
rfo
rm
ed
 by
 th
e 
Sy
st
em
 M
an
ag
er
 to
 re
so
lve
 e
m
er
ge
nc
y 
ch
an
ge
 
re
qu
es
ts
. S
up
po
rti
ng
 d
oc
um
en
ta
tio
n 
fo
r t
he
 ch
an
ge
 is
 fi
le
d 
af
te
r 
th
e 
ch
an
ge
 is
 m
ad
e 
wi
th
 th
e r
eq
ui
re
d 
ap
pr
ov
al
s.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
VI
II.
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 C
on
tro
ls
58 Internal Control over Financial Reporting - Guidance for Smaller Public Companies • Volume III: Evaluation Tools
In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
Le
ss
 C
om
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t
Se
cu
rit
y a
nd
 Ac
ce
ss
 - L
og
ica
l
Im
pr
op
er
 u
se
, d
isc
lo
su
re
, m
od
ifi
ca
tio
n,
 
or
 lo
ss
 o
f c
rit
ica
l fi
na
nc
ia
l d
at
a a
dv
er
se
ly 
af
fe
ct
in
g 
th
e 
re
lia
bi
lit
y 
of
 fin
an
cia
l
re
po
rti
ng
.
Lo
gi
ca
l a
cc
es
s c
on
tro
ls 
ar
e a
pp
lie
d 
pe
r t
he
 co
m
pa
ny
's 
in
fo
rm
at
io
n 
se
cu
rit
y p
ol
icy
. T
he
se
 in
clu
de
:
• 
Re
st
ric
te
d n
um
be
r o
f s
ig
n o
n a
tte
m
pt
s
• 
Au
to
m
at
ic 
pa
ss
wo
rd
 ch
an
ge
s
• 
M
in
im
um
 le
ng
th
 o
f p
as
sw
or
ds
 an
d
• 
Lo
gg
in
g a
nd
 in
ve
st
ig
at
io
n 
of
 u
na
ut
ho
riz
ed
 pa
ss
wo
rd
 
ev
en
ts
.
Sy
st
em
s o
r a
pp
lic
at
io
ns
 th
at
 d
o 
no
t m
ee
t t
he
 m
in
im
um
 pa
ss
wo
rd
 
st
an
da
rd
s r
el
y o
n 
ac
tiv
e 
di
re
ct
or
y 
au
th
en
tic
at
io
n a
nd
 re
st
ric
tiv
e
co
nt
ro
ls 
fo
r n
et
wo
rk
 a
cc
es
s.
Us
er
 a
cc
ou
nt
 se
t-u
p 
an
d m
ai
nt
en
an
ce
 p
ro
ce
du
re
s a
dd
re
ss
 re
qu
es
t, 
es
ta
bl
ish
, is
su
e,
 su
sp
en
d,
 ch
an
ge
 a
nd
 d
el
et
e u
se
r a
cc
ou
nt
s a
ct
io
ns
. 
Us
er
s i
nc
lu
de
 a
ny
 p
er
so
ns
 a
tte
m
pt
in
g 
to
 a
cc
es
s a
 sy
st
em
 su
ch
 as
 
em
pl
oy
ee
s, 
te
m
po
ra
ry
 w
or
ke
rs
, v
en
do
rs
, a
nd
 co
nt
ra
ct
or
s. 
Pr
ivi
le
ge
d 
ac
ce
ss
 to
 sy
st
em
 an
d 
ap
pl
ica
tio
ns
 is
 lim
ite
d.
 Th
er
e 
is 
as
sig
ne
d r
es
po
ns
ib
ilit
y f
or
 in
fo
rm
at
io
n 
te
ch
no
lo
gy
 se
cu
rit
y
m
an
ag
em
en
t.
Us
er
 a
nd
 ad
m
in
ist
ra
tiv
e 
ac
co
un
ts
 ar
e n
ot
 sh
ar
ed
 be
tw
ee
n u
se
rs
 
Ad
m
in
ist
ra
to
rs
 o
f t
he
 a
pp
lic
at
io
n 
ar
e i
nd
ep
en
de
nt
 o
f t
he
 b
us
in
es
s 
pr
oc
es
s t
he
 a
pp
lic
at
io
n 
su
pp
or
ts
.
A 
pr
oc
es
s i
s i
n p
la
ce
 to
 p
er
io
di
ca
lly
 re
vie
w 
wh
o 
ha
s a
cc
es
s t
o 
cr
iti
ca
l fi
na
nc
ia
l d
at
a a
nd
 co
nf
ig
ur
at
io
n s
et
tin
gs
 fo
r t
he
 a
pp
lic
at
io
n 
an
d s
ys
te
m
s.
An
ti-
vir
us
 so
ftw
ar
e i
s u
se
d p
ro
te
ct
 th
e 
in
te
gr
ity
 a
nd
 se
cu
rit
y 
of
 
fin
an
cia
l re
po
rti
ng
 sy
st
em
s a
nd
 su
bs
ys
te
m
s. 
Pr
oc
es
se
s a
re
 in
 pl
ac
e 
to
 m
ai
nt
ai
n c
ur
re
nt
 a
nt
i-v
iru
s d
ef
in
iti
on
s.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e
M
an
ua
l/
Au
to
m
at
ed
Au
to
m
at
ed
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
M
an
ua
l
VI
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at
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In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
Le
ss
 C
om
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t 
Se
cu
rit
y a
nd
 Ac
ce
ss
 - P
hy
sic
al 
Th
is 
se
ct
io
n r
ef
er
s t
o 
da
ta
 ce
nt
er
s. 
In
 so
m
e s
m
al
le
r 
co
m
pa
ni
es
, n
et
wo
rk
 se
rv
er
s a
nd
 co
m
m
un
ica
tio
n 
eq
ui
pm
en
t m
ay
 co
m
pr
ise
 th
e 
en
tir
et
y 
of
 th
e 
da
ta
 
ce
nt
er
.
Co
m
pu
te
r O
pe
ra
tio
ns
 - D
at
a B
ac
ku
p 
Co
m
pu
te
r O
pe
ra
tio
ns
 - T
hi
rd
-P
ar
ty
 Ve
nd
or
M
an
ag
em
en
t
Im
pr
op
er
 u
se
, d
isc
lo
su
re
, m
od
ifi
ca
tio
n,
 
or
 lo
ss
 o
f c
rit
ica
l fi
na
nc
ia
l d
at
a a
dv
er
se
ly 
af
fe
ct
in
g 
th
e r
el
ia
bi
lit
y 
of
 fin
an
cia
l
re
po
rti
ng
.
Lo
st
 o
r c
or
ru
pt
ed
 cr
iti
ca
l fi
na
nc
ia
l d
at
a 
is 
no
t r
ec
ov
er
ab
le
, a
dv
er
se
ly 
af
fe
ct
in
g 
th
e r
el
ia
bi
lit
y 
of
 fin
an
cia
l re
po
rti
ng
. 
In
ap
pr
op
ria
te
 o
pe
ra
tio
ns
 b
y 
a t
hi
rd
 
pa
rty
 a
dv
er
se
ly 
af
fe
ct
 d
at
a c
ap
tu
re
d,
 
pr
oc
es
se
s, 
or
 re
po
rte
d 
to
 th
e 
co
m
pa
ny
.
Ac
ce
ss
 to
 co
m
pu
te
r r
oo
m
s, 
te
le
ph
on
y, 
ne
tw
or
k, 
po
we
r s
up
pl
ie
s 
an
d s
en
sit
ive
 IT
 d
oc
um
en
ta
tio
n i
s g
ra
nt
ed
 an
d r
ev
ok
ed
 by
 a
n 
au
th
or
iza
tio
n p
ro
ce
ss
.
Ac
ce
ss
 to
 co
m
pu
te
r r
oo
m
s, 
te
le
ph
on
y, 
ne
tw
or
k, 
po
we
r s
up
pl
y 
ca
bi
ne
ts
 a
nd
 se
ns
iti
ve
 IT
 d
oc
um
en
ta
tio
n 
ar
e c
on
tro
lle
d 
wi
th
 an
 
au
to
m
at
ed
 ca
rd
 ac
ce
ss
 sy
st
em
 or
 m
an
ua
l lo
ck
.
Ac
ce
ss
 to
 co
m
pu
te
r r
oo
m
s a
re
 d
oc
um
en
te
d 
an
d l
og
ge
d 
an
d 
ve
nd
or
s a
re
 e
sc
or
te
d b
y I
T 
pe
rs
on
ne
l a
nd
 m
us
t l
og
 in
 pr
io
r t
o 
en
try
 
to
 th
e I
T 
fa
cil
iti
es
. A
cc
es
s l
og
s a
re
 re
vie
we
d b
y I
T m
an
ag
em
en
t a
nd
 
ac
ce
ss
 v
io
la
tio
ns
 ar
e e
sc
al
at
ed
 an
d r
es
ol
ve
d i
n a
 ti
m
el
y m
an
ne
r. 
Da
ta
 ce
nt
er
 a
cc
es
s i
s r
ev
ie
we
d p
er
io
di
ca
lly
.
Da
ta
 is 
ro
ut
in
el
y b
ac
ke
d-
up
 an
d s
to
re
d i
n a
 se
cu
re
 o
ffs
ite
 lo
ca
tio
n.
 
Pr
oc
ed
ur
es
 e
xis
t a
nd
 ar
e 
fo
llo
we
d 
to
 p
er
io
di
ca
lly
 te
st
 th
e 
ef
fe
ct
ive
ne
ss
 o
f t
he
 re
st
or
at
io
n p
ro
ce
ss
 an
d 
th
e 
qu
al
ity
 o
f b
ac
ku
p
m
ed
ia
 st
or
ed
 of
fs
ite
.
Th
ird
 pa
rty
 co
nt
ra
ct
s a
re
 re
vie
we
d 
an
d 
ap
pr
ov
ed
 by
 m
an
ag
em
en
t 
pr
io
r t
o 
be
in
g 
sig
ne
d.
An
 in
di
vid
ua
l is
 a
ss
ig
ne
d 
to
 m
an
ag
e 
th
e 
th
ird
-p
ar
ty
 re
la
tio
ns
hi
p.
 
An
 an
nu
al
 re
vie
w 
of
 th
ird
-p
ar
ty
 S
AS
 7
0T
yp
e I
I re
po
rts
 o
cc
ur
s 
to
 id
en
tif
y 
an
y 
de
fic
ie
nc
ie
s n
ot
ed
 re
ga
rd
in
g 
th
e 
th
ird
 pa
rty
's 
in
fo
rm
at
io
n 
te
ch
no
lo
gy
 co
m
pu
te
r c
on
tro
ls.
 A
ll c
lie
nt
 co
ns
id
er
at
io
ns
 
no
te
d i
n 
th
e 
re
po
rt 
ar
e 
ad
dr
es
se
d b
y m
an
ag
em
en
t.
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l
M
an
ua
l 
M
an
ua
l 
M
an
ua
l
M
an
ua
l
VI
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Le
ss
 C
om
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t
Ap
pl
ica
tio
n C
on
tro
ls
Pr
oc
ed
ur
es
 in
 ap
pl
ica
tio
n p
ro
gr
am
s 
to
 he
lp
 e
ns
ur
e 
co
m
pl
et
en
es
s a
nd
 
ac
cu
ra
cy
 o
f t
ra
ns
ac
tio
n p
ro
ce
ss
in
g 
ar
e 
in
ef
fe
ct
ive
ly 
de
sig
ne
d 
or
 n
ot
 o
pe
ra
tin
g 
as
 in
te
nd
ed
.
Pr
oc
ed
ur
es
 ar
e i
n p
la
ce
 to
 re
vie
w 
an
y 
da
ta
 m
an
ua
lly
 e
nt
er
ed
 in
to
 
th
e 
ap
pl
ica
tio
n.
 Th
es
e p
ro
ce
du
re
s i
nc
lu
de
 id
en
tif
yin
g,
 co
rre
ct
in
g,
 
an
d r
ep
ro
ce
ss
in
g r
ej
ec
te
d d
at
a.
In
pu
t e
di
ts
 ar
e e
m
be
dd
ed
 in
 ap
pl
ica
tio
n p
ro
gr
am
s t
o 
ch
ec
k f
or
 
in
va
lid
 fie
ld
 le
ng
th
s, 
in
va
lid
 ch
ar
ac
te
rs
, m
iss
in
g 
or
 e
rro
ne
ou
s d
at
a, 
an
d i
nc
or
re
ct
 d
at
es
.
In
pu
t d
at
a i
s r
ec
on
cil
ed
 to
 so
ur
ce
 d
oc
um
en
ts
 th
ro
ug
h 
th
e u
se
 o
f 
re
co
rd
 co
un
ts
, b
at
ch
in
g 
te
ch
ni
qu
es
, c
on
tro
l t
ot
al
s, 
or
 so
m
e 
ot
he
r 
ty
pe
 o
f l
og
gi
ng
.
An
 au
th
or
ize
d p
er
so
n 
ap
pr
ov
es
 in
pu
t d
oc
um
en
ts
. T
he
 
au
th
or
iza
tio
n l
ev
el
s o
f a
ss
ig
ne
d a
pp
ro
ve
rs
 ar
e r
ev
ie
we
d 
to
 
de
te
rm
in
e 
wh
et
he
r t
he
y 
co
nt
in
ue
 to
 b
e 
ap
pr
op
ria
te
.
O
ut
pu
t d
at
a i
s b
al
an
ce
d 
or
 re
co
nc
ile
d 
to
 so
ur
ce
 d
oc
um
en
ts
, 
an
d 
th
er
e i
s a
de
qu
at
e 
se
gr
eg
at
io
n 
of
 d
ut
ie
s f
or
 th
e b
al
an
cin
g/
 
re
co
nc
ilia
tio
n p
ro
ce
ss
.
M
et
ho
ds
 fo
r b
al
an
cin
g a
nd
 co
rre
ct
in
g 
er
ro
rs
 in
 o
ut
pu
t a
re
 
un
de
rs
to
od
 by
 p
er
so
nn
el
 pe
rfo
rm
in
g 
th
os
e 
du
tie
s.
O
ut
pu
t i
s r
ev
ie
we
d 
fo
r g
en
er
al
 ac
ce
pt
ab
ilit
y 
an
d c
om
pl
et
en
es
s, 
in
clu
di
ng
 an
y 
co
nt
ro
l t
ot
al
s.
Er
ro
r r
ep
or
ts
 a
nd
/o
r l
og
s c
on
ta
in
 in
fo
rm
at
io
n s
uc
h 
as
 a 
de
sc
rip
tio
n 
of
 p
ro
bl
em
s/
er
ro
rs
, d
at
e i
de
nt
ifi
ed
, a
nd
 co
rre
ct
ive
 ac
tio
n 
ta
ke
n.
 
Th
es
e r
ep
or
ts
 a
nd
/o
r l
og
s a
re
 re
vie
we
d 
on
 a 
tim
el
y b
as
is 
by
 
ap
pr
op
ria
te
 p
er
so
nn
el
.
Th
e p
ro
ce
ss
in
g o
f d
at
a t
hr
ou
gh
 th
e 
ap
pl
ica
tio
n i
s d
oc
um
en
te
d,
 
fo
r e
xa
m
pl
e,
 by
 n
ar
ra
tiv
es
 o
n h
ow
 th
e 
ap
pl
ica
tio
n p
ro
ce
ss
es
 d
at
a, 
flo
wc
ha
rts
, o
r e
xp
la
na
tio
ns
 o
f s
ys
te
m
 or
 e
rro
r m
es
sa
ge
s.
Fo
r a
pp
lic
at
io
ns
"r
un
"o
n 
a r
eg
ul
ar
 sc
he
du
le
, d
oc
um
en
te
d 
pr
oc
ed
ur
es
 d
es
cr
ib
e h
ow
 th
is 
is 
to
 b
e p
er
fo
rm
ed
, in
clu
di
ng
 re
la
te
d 
co
nt
ro
ls.
Pr
oc
ed
ur
es
 ar
e i
n p
la
ce
 to
 co
nt
ro
l t
he
 p
ro
ce
ss
in
g 
of
 co
rre
ct
 
ge
ne
ra
tio
n/
cy
cle
 fi
le
s, 
in
clu
di
ng
 th
e 
ge
ne
ra
tio
n 
of
 b
ac
k-
up
 fi
le
s 
fro
m
 pr
oc
es
sin
g 
to
 be
 us
ed
 fo
r d
isa
st
er
 re
co
ve
ry
.
Pr
oc
es
sin
g e
di
ts
 ar
e u
se
d.
 Th
es
e 
ar
e s
im
ila
r t
o i
np
ut
 e
di
ts
 bu
t a
re
 
ap
pl
ie
d 
to
 d
at
a d
ur
in
g p
ro
ce
ss
in
g.
Au
di
t t
ra
ils
 ar
e g
en
er
at
ed
 d
ur
in
g p
ro
ce
ss
in
g.
 Th
es
e i
nc
lu
de
 lo
gs
 o
r 
re
po
rts
 th
at
 co
nt
ai
n i
nf
or
m
at
io
n 
ab
ou
t t
ra
ns
ac
tio
ns
, in
clu
di
ng
 w
ho
 
in
iti
at
ed
 ea
ch
 tr
an
sa
ct
io
n,
 th
e 
da
te
 an
d 
tim
e 
of
 th
e 
tra
ns
ac
tio
n,
 an
d 
th
e l
oc
at
io
n o
f t
ra
ns
ac
tio
n o
rig
in
at
io
n (
e.
g.
, IP
 ad
dr
es
s).
In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
Pr
ev
en
tiv
e/
 
D
et
ec
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
De
te
ct
ive
 
De
te
ct
ive
 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
Pr
ev
en
tiv
e 
De
te
ct
ive
M
an
ua
l/
Au
to
m
at
ed
M
an
ua
l
Au
to
m
at
ed
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
M
an
ua
l 
Au
to
m
at
ed
 
Au
to
m
at
ed
 
M
an
ua
l
VI
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In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 A
re
a 
Ri
sk
 
Ge
ne
ra
l C
om
pu
te
r C
on
tr
ol
M
or
e 
Co
m
pl
ex
 In
fo
rm
at
io
n 
Te
ch
no
lo
gy
 E
nv
iro
nm
en
t
Sy
ste
m
s D
ev
elo
pm
en
t a
nd
 Ch
an
ge
 M
an
ag
em
en
t
Th
e 
co
m
pa
ny
:
• 
Ch
an
ge
s e
xis
tin
g 
ap
pl
ica
tio
ns
, d
at
ab
as
es
an
d s
ys
te
m
s
• 
De
ve
lo
ps
 so
ur
ce
 co
de
 fo
r c
rit
ica
l in
 ho
us
e
de
ve
lo
pe
d s
of
tw
ar
e
• 
Cu
st
om
ize
s p
re
-p
ac
ka
ge
d s
of
tw
ar
e 
to
 
ad
ap
t t
he
 so
ftw
ar
e 
to
 th
e 
co
m
pa
ny
's 
sp
ec
ifi
c p
ro
ce
ss
in
g n
ee
ds
,
• 
De
pl
oy
s p
re
-p
ac
ka
ge
d 
ap
pl
ica
tio
ns
, 
ch
an
ge
s a
nd
 co
de
 in
to
 p
ro
du
ct
io
n
In
co
rre
ct
 ch
an
ge
s a
re
 m
ad
e 
to
 
sy
st
em
s, 
ap
pl
ica
tio
ns
, in
fra
st
ru
ct
ur
e 
an
d d
at
ab
as
es
, a
dv
er
se
ly 
af
fe
ct
in
g 
th
e 
re
lia
bi
lit
y o
f f
in
an
cia
l re
po
rti
ng
.
Ch
an
ge
 m
an
ag
em
en
t p
ol
ici
es
 an
d p
ro
ce
du
re
s d
ef
in
e 
th
e 
ch
an
ge
s 
th
at
 re
qu
ire
 d
oc
um
en
ta
tio
n 
an
d c
ha
ng
es
 th
at
 d
o 
no
t. 
Si
gn
ifi
ca
nt
 
ch
an
ge
s a
re
 in
iti
at
ed
, a
pp
ro
ve
d 
an
d t
ra
ck
ed
.
Ve
rs
io
n 
co
nt
ro
l s
ys
te
m
s a
re
 u
se
d 
to
 m
an
ag
e 
ac
ce
ss
 an
d u
pd
at
es
 to
 
so
ur
ce
 co
de
.
Fo
r s
ig
ni
fic
an
t s
of
tw
ar
e 
ve
nd
or
 u
pg
ra
de
s o
r c
ha
ng
es
 re
la
te
d 
to
 
cr
iti
ca
l in
fo
rm
at
io
n 
te
ch
no
lo
gy
 su
pp
or
t i
nf
ra
st
ru
ct
ur
e, 
al
l s
ig
ni
fic
an
t 
ch
an
ge
s a
re
 te
st
ed
 an
d a
pp
ro
ve
d p
rio
r t
o r
el
ea
se
 in
to
 p
ro
du
ct
io
n.
 
Th
e l
ev
el
 o
f d
et
ai
le
d 
te
st
in
g d
ep
en
ds
 o
n 
th
e 
co
m
pl
ex
ity
 a
nd
 ris
k o
f 
th
e 
ch
an
ge
 to
 cr
iti
ca
l fi
na
nc
ia
l s
ys
te
m
s.
De
ta
ile
d b
ac
k-
ou
t p
la
ns
 e
xis
t f
or
 c
ha
ng
es
 th
at
 ca
nn
ot
 b
e 
pe
rfo
rm
ed
 in
 a 
se
gr
eg
at
ed
, c
on
tro
lle
d 
en
vir
on
m
en
t.
Ch
an
ge
s a
re
 te
st
ed
 an
d 
ap
pr
ov
ed
 pr
io
r t
o 
re
le
as
e 
in
to
 p
ro
du
ct
io
n.
 
O
nl
y 
au
th
or
ize
d i
nd
ivi
du
al
s a
re
 pe
rm
itt
ed
 to
 m
ov
e 
ch
an
ge
s i
nt
o 
pr
od
uc
tio
n.
 W
he
re
 p
ra
ct
ica
l, t
he
re
 is
 se
gr
eg
at
io
n 
of
 d
ut
ie
s b
et
we
en
 
th
e s
ta
ff 
re
sp
on
sib
le
 fo
r m
ov
in
g 
a c
ha
ng
e i
nt
o p
ro
du
ct
io
n 
an
d 
th
e 
st
af
f t
ha
t m
ad
e 
th
e 
ch
an
ge
.
Se
gr
eg
at
in
g 
de
ve
lo
pm
en
t, 
te
st
 a
nd
 pr
od
uc
tio
n 
en
vir
on
m
en
ts
 e
xis
t 
wh
er
e p
os
sib
le
. If
 n
ot
 p
os
sib
le
 d
ue
 to
 th
e 
sm
al
l IT
 e
nv
iro
nm
en
t 
co
ns
tra
in
ts
, p
ar
tit
io
ni
ng
 o
f t
he
 se
rv
er
 in
to
 d
ev
el
op
m
en
t, 
te
st
 a
nd
 
pr
od
uc
tio
n 
en
vir
on
m
en
ts
 is
 m
ai
nt
ai
ne
d 
an
d p
er
io
di
ca
lly
 re
vie
we
d 
by
 m
an
ag
em
en
t.
A 
se
rie
s o
f n
ot
ifi
ca
tio
n,
 e
va
lu
at
io
n 
an
d d
oc
um
en
ta
tio
n 
st
ep
s i
s 
pe
rfo
rm
ed
 by
 th
e s
ys
te
m
 m
an
ag
er
 to
 re
so
lve
 e
m
er
ge
nc
y 
ch
an
ge
 
re
qu
es
ts
. S
up
po
rti
ng
 d
oc
um
en
ta
tio
n 
fo
r t
he
 ch
an
ge
 is
 fi
le
d 
af
te
r 
th
e 
ch
an
ge
 is
 m
ad
e 
wi
th
 th
e r
eq
ui
re
d a
pp
ro
va
ls.
 
M
an
ag
em
en
t e
m
pl
oy
s a
 pa
tc
h m
an
ag
em
en
t p
ro
ce
ss
 th
at
 in
clu
de
s 
te
st
in
g p
rio
r t
o 
re
le
as
e o
f p
ac
ka
ge
d 
so
ftw
ar
e u
pd
at
es
 in
to
 
pr
od
uc
tio
n 
or
 co
nt
ra
ct
s w
ith
 a 
th
ird
 pa
rty
 to
 te
st
 a
pp
lic
at
io
n 
an
d 
sy
st
em
 pa
tc
he
s. 
Th
e l
ev
el
 o
f d
et
ai
le
d 
te
st
in
g i
s d
ep
en
de
nt
 o
n t
he
 
co
m
pl
ex
ity
 a
nd
 na
tu
re
 o
f t
he
 ch
an
ge
.
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r C
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tr
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M
or
e 
Co
m
pl
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 In
fo
rm
at
io
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Te
ch
no
lo
gy
 E
nv
iro
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en
t
Se
cu
rit
y a
nd
 Ac
ce
ss
 - L
og
ica
l
Co
m
pu
te
r O
pe
ra
tio
ns
 - P
ro
ble
m
 M
an
ag
em
en
t
Th
e 
or
ga
ni
za
tio
n r
el
ie
s h
ea
vil
y 
on
 
e-
co
m
m
er
ce
 a
s a
 cr
iti
ca
l p
ar
t o
f t
he
ir 
tra
ns
ac
tio
n p
ro
ce
ss
in
g 
or
 se
cu
rit
y 
co
nt
ro
ls 
at
 th
e 
ap
pl
ica
tio
n l
ev
el
 ar
e 
we
ak
.
Im
pr
op
er
 u
se
, d
isc
lo
su
re
, m
od
ifi
ca
tio
n,
 
or
 lo
ss
 o
f c
rit
ica
l fi
na
nc
ia
l d
at
a, 
ad
ve
rs
el
y 
af
fe
ct
in
g 
th
e r
el
ia
bi
lit
y 
of
 
fin
an
cia
l re
po
rti
ng
.
In
ap
pr
op
ria
te
 a
ct
ivi
tie
s o
r p
ro
ce
ss
in
g 
er
ro
rs
 a
lte
r d
at
a, 
im
pa
ct
in
g 
on
 
re
lia
bi
lit
y 
of
 fin
an
cia
l re
po
rti
ng
N
et
wo
rk
 co
nn
ec
tiv
ity
 is
 co
nf
ig
ur
ed
 to
 re
st
ric
t u
na
ut
ho
riz
ed
 ac
ce
ss
 
to
 al
l n
et
wo
rk
 sy
st
em
s. 
Ha
rd
wa
re
 a
nd
 so
ftw
ar
e 
fir
ew
al
ls 
ar
e i
n 
pl
ac
e.
Fir
ew
al
l d
oc
um
en
ta
tio
n 
ex
ist
s a
nd
 d
oc
um
en
ts
 cu
rre
nt
 in
-b
ou
nd
 
an
d o
ut
-b
ou
nd
 ru
le
s. 
Fir
ew
al
l c
on
fig
ur
at
io
n r
ul
es
 ar
e a
pp
ro
ve
d b
y 
th
e I
T 
m
an
ag
er
.
Vu
ln
er
ab
ilit
y a
ss
es
sm
en
ts
 a
nd
 fo
llo
w-
up
 re
m
ed
ia
tio
n 
ar
e 
pe
rfo
rm
ed
 pe
rio
di
ca
lly
 to
 a
ss
ur
e 
co
m
pl
ia
nc
e 
to
 se
cu
rit
y 
co
nf
ig
ur
at
io
n 
an
d p
at
ch
in
g 
st
an
da
rd
s.
In
tru
sio
n 
de
te
ct
io
n i
s i
ns
ta
lle
d 
an
d m
ai
nt
ai
ne
d 
on
 cr
iti
ca
l s
ys
te
m
s 
an
d 
al
er
ts
 ar
e 
ac
tiv
el
y 
m
on
ito
re
d 
an
d a
dd
re
ss
ed
.
IT
 p
er
so
nn
el
 re
ce
ive
 re
po
rts
 o
n 
wh
ich
 th
ey
 ca
n 
de
te
rm
in
e 
th
at
 
pr
ob
le
m
s w
ith
 IT
 p
ro
ce
ss
es
 ar
e r
ec
or
de
d,
 a
na
lyz
ed
 an
d r
es
ol
ve
d i
n 
a t
im
el
y m
an
ne
r.
A 
se
cu
rit
y i
nc
id
en
t r
es
po
ns
e p
ro
ce
ss
 e
xis
ts
 to
 su
pp
or
t t
im
el
y 
re
sp
on
se
 an
d i
nv
es
tig
at
io
n o
f u
na
ut
ho
riz
ed
 ac
tiv
iti
es
. 
Pr
oc
es
sin
g l
og
s a
re
 re
vie
we
d 
fo
r u
nu
su
al
 or
 u
na
ut
ho
riz
ed
 ac
tiv
ity
. 
Pr
oc
es
sin
g l
og
s d
oc
um
en
t e
rro
rs
 o
r p
ro
bl
em
s e
nc
ou
nt
er
ed
 
du
rin
g p
ro
ce
ss
in
g.
 In
fo
rm
at
io
n i
nc
lu
de
s d
es
cr
ip
tio
ns
 o
f e
rro
rs
 
en
co
un
te
re
d,
 d
at
es
 id
en
tif
ie
d,
 a
ny
 co
de
s a
ss
oc
ia
te
d 
wi
th
 er
ro
rs
, 
co
rre
ct
ive
 a
ct
io
n 
ta
ke
n,
 a
nd
 d
at
e 
an
d 
tim
e 
of
 co
rre
ct
io
n.
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En
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se
r C
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g
In
ac
cu
ra
cie
s i
n e
nd
 us
er
 sy
st
em
s 
(sp
re
ad
sh
ee
ts
) a
lte
rs
 d
at
a a
ffe
ct
in
g 
th
e 
re
lia
bi
lit
y 
of
 fin
an
cia
l re
po
rti
ng
.
A 
ch
an
ge
 co
nt
ro
l p
ro
ce
ss
 e
xis
ts
 fo
r r
eq
ue
st
in
g c
ha
ng
es
 to
 a 
sp
re
ad
sh
ee
t, m
ak
in
g 
ch
an
ge
s, 
te
st
in
g 
th
e 
sp
re
ad
sh
ee
t a
nd
 
ob
ta
in
in
g 
fo
rm
al
 si
gn
-o
ff 
fro
m
 an
 in
de
pe
nd
en
t i
nd
ivi
du
al
 th
at
 
ch
an
ge
s a
re
 fu
nc
tio
ni
ng
 as
 in
te
nd
ed
.
Sp
ec
ifi
ed
 na
m
in
g 
co
nv
en
tio
ns
 a
nd
 d
ire
ct
or
y 
st
ru
ct
ur
es
 ar
e u
se
d 
to
 
en
su
re
 o
nl
y 
cu
rre
nt
 a
nd
 ap
pr
ov
ed
 sp
re
ad
sh
ee
ts
 ar
e u
se
d.
 
Lim
ite
d a
cc
es
s i
s g
ra
nt
ed
 at
 th
e 
fil
e l
ev
el
 to
 sp
re
ad
sh
ee
ts
 o
n 
a 
ce
nt
ra
l s
er
ve
r a
nd
 ap
pr
op
ria
te
 ri
gh
ts
 ar
e 
as
sig
ne
d.
 Sp
re
ad
sh
ee
ts
 
ar
e p
as
sw
or
d p
ro
te
ct
ed
 to
 re
st
ric
t a
cc
es
s. 
Re
co
nc
ilia
tio
ns
 ar
e p
er
fo
rm
ed
 to
 e
va
lu
at
e 
th
e c
om
pl
et
en
es
s 
an
d 
ac
cu
ra
cy
 o
f d
at
a i
np
ut
, w
hi
ch
 is 
do
ne
 e
ith
er
 m
an
ua
lly
 o
r 
sy
st
em
at
ica
lly
.
Sp
re
ad
sh
ee
t c
el
ls 
ar
e l
oc
ke
d 
or
 p
ro
te
ct
ed
 to
 h
el
p 
pr
ev
en
t 
in
ad
ve
rte
nt
 o
r i
nt
en
tio
na
l c
ha
ng
es
 to
 st
an
di
ng
 da
ta
. 
Sp
re
ad
sh
ee
t d
oc
um
en
ta
tio
n i
s m
ai
nt
ai
ne
d 
an
d k
ep
t u
p-
to
-d
at
e 
as
 e
vid
en
ce
 o
f t
he
 b
us
in
es
s o
bj
ec
tiv
e 
an
d s
pe
cif
ic 
fu
nc
tio
ns
 o
f t
he
 
sp
re
ad
sh
ee
t. 
A 
st
an
da
rd
 so
ftw
ar
e 
de
ve
lo
pm
en
t l
ife
cy
cle
 is
 us
ed
 fo
r 
m
or
e 
cr
iti
ca
l a
nd
 co
m
pl
ex
 sp
re
ad
sh
ee
ts
, c
ov
er
in
g 
st
an
da
rd
 ph
as
es
 
in
clu
di
ng
 re
qu
ire
m
en
ts
 sp
ec
ifi
ca
tio
n,
 d
es
ig
n,
 b
ui
ld
in
g,
 te
st
in
g,
 an
d 
m
ai
nt
en
an
ce
.
A 
pr
oc
es
s i
s i
n p
la
ce
 to
 b
ac
k u
p 
sp
re
ad
sh
ee
ts
 o
n 
a r
eg
ul
ar
 b
as
is 
so
 
th
at
 co
m
pl
et
e 
an
d a
cc
ur
at
e i
nf
or
m
at
io
n i
s a
va
ila
bl
e 
fo
r f
in
an
cia
l 
re
po
rti
ng
.
Hi
st
or
ica
l fi
le
s n
o 
lo
ng
er
 a
va
ila
bl
e 
fo
r u
pd
at
e a
re
 se
gr
eg
at
ed
 an
d 
lo
ck
ed
 as
 "r
ea
d 
on
ly.
"
Sp
re
ad
sh
ee
t l
og
ic 
is 
re
vie
we
d b
y 
so
m
eo
ne
 o
th
er
 th
an
 th
e u
se
r a
nd
 
th
e r
ev
ie
w 
is 
fo
rm
al
ly 
do
cu
m
en
te
d.
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